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[bookmark: _Toc201437383]ABSTRACT

This thesis investigates the effectiveness of gamification, enhanced with a Retrieval-Augmented Generation (RAG) GPT-4-powered AI chatbot, in strengthening phishing awareness training among staff at the Science for Africa Foundation. In light of the escalating cybersecurity threats targeting non-governmental organizations (NGOs), the study responds to the growing concern that conventional training approaches—often passive and one-size-fits-all—fail to engage users meaningfully or build lasting behavioural change. By integrating gamified training modules with an interactive, real-time chatbot assistant, this research explores a novel, blended approach designed to improve user engagement, information retention, and practical response to phishing attempts. The study is grounded in literature tracing back to the 1990s, which identified user awareness and education as key pillars in phishing defence. More recent studies have emphasized the value of gamification in cybersecurity training, citing increased motivation and better learning outcomes. However, limited research has examined the role of generative AI, especially domain-specific chatbots, in complementing gamified learning environments. This study fills that gap by combining gamification and generative AI into a unified training platform and assessing its impact in a real-world organizational setting. A comparative case study design was employed involving two groups of employees. The control group underwent traditional, classroom-style phishing awareness training, while the intervention group engaged with Click Armor gamified modules, supported by a custom-developed RAG-enhanced GPT-4 chatbot capable of answering phishing-related queries and reinforcing learning in real time. A total of 58 participants—drawn from a diverse employee base across departments—took part in the study. Data collection tools included InfoSight phishing simulation tests, structured observation checklists, engagement surveys, and focus group discussions. Quantitative analysis using descriptive statistics revealed that the intervention group outperformed the control group in both engagement levels and phishing recognition scores. Qualitative analysis, conducted through thematic coding of focus group transcripts, further demonstrated that the AI chatbot contributed to a more personalized and responsive learning experience. Participants reported greater confidence, clarity, and enthusiasm during training sessions, citing the chatbot’s immediate feedback and contextual explanations as particularly helpful. The study concludes that gamified phishing awareness training, when augmented with AI chatbot support, offers a significantly more effective and scalable solution for NGOs. It recommends broader adoption of such technologies in cybersecurity education to address the evolving threat landscape in resource-constrained sectors.







[bookmark: _Toc201437384]DEFINITION OF TERMS
	AI Chatbot
	A software application designed to simulate intelligent human conversation through text or voice interactions. These conversational agents use artificial intelligence, most notably natural language processing, to interpret user queries and generate appropriate, automated responses in real time. Their application in educational settings is intended to provide scalable, interactive, and personalized learner support (Wollny et al., 2021).

	Gamification
	The strategic application of game-design elements, mechanics, and principles within non-game environments. This approach seeks to leverage the motivational power of games to enhance user engagement, facilitate learning, and encourage specific behaviours. Common elements integrated into training include points, badges, and leaderboards to foster a sense of achievement and competition (Kapp, 2012).

	Natural Language Processing (NLP)
	A subfield of computer science and artificial intelligence concerned with enabling computers to understand, interpret, generate, and manipulate human language. NLP is the core technology that allows an AI chatbot to process user input in a meaningful way and produce responses that are coherent and contextually relevant (Jurafsky & Martin, 2023).

	Phishing
	A fraudulent cyberattack method where threat actors use deceptive electronic communication, such as emails and text messages, to impersonate legitimate entities. The objective is to trick individuals into divulging sensitive information, including login credentials and financial details, by creating a sense of urgency or trust (Verizon, 2024).

	Small Non-Profit Organization
	A formal entity that operates to serve a public or social benefit, rather than to generate private profit. The designation of "small" typically points to characteristics such as a limited number of staff, a constrained annual budget, and high dependency on donor funding. These organizations, particularly in a Kenyan context, often face significant resource limitations that create unique challenges in implementing robust cybersecurity measures (Ndemo & Aiko, 2019).

	Security Culture
	Represents the shared values, beliefs, attitudes, and behaviors regarding cybersecurity that exist within an organization. A strong security culture is one where employees understand their role in protecting information assets and are intrinsically motivated to act in a secure manner, making it a critical foundation for organizational resilience (von Solms & von Solms, 2018).

	Social Engineering
	The art of psychologically manipulating people into performing specific actions or divulging confidential information. It relies on exploiting human cognitive biases and natural tendencies, such as a willingness to be helpful, rather than on technical hacking. Phishing is currently the most prevalent form of social engineering in the digital realm (Mitnick & Simon, 2002).

	Vulnerability
	A weakness or flaw in a system, process, or internal control that a threat actor can exploit to compromise security. While technical vulnerabilities exist in software and hardware, human fallibility remains a significant vulnerability in many organizations, which attackers consistently target through methods like phishing (ISACA, 2019).
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CA: Communications Authority of Kenya
CEO: Chief Executive Officer
DDoS: Distributed Denial-Of-Service
ISO/IEC: International Organization for Standardization / International Electrotechnical Commission
KE-CIRT/CC: Kenya Computer Incident Response Team – Coordination Centre
KNBS: Kenya National Bureau of Statistics
KPI: Key Performance Indicator.
LLM: Large Language Model
MTTD: Mean-Time-to-Detect
MTTR: Mean Time to Resolve
NACOSTI: National Commission for Science, Technology, and Innovation
NGO: Non-Governmental Organisation
OECD: Organisation for Economic Co-operation and Development
RAG: Retrieval Augmented Generation
SAT: Security Awareness and Training
SQL: Structured Query Language
TAILS: Tool for Assessing Interactivity and Learning Strategies
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[bookmark: _Toc10][bookmark: _Toc201437388]1.1 Introduction
Phishing ranks just behind malware and distributed denial-of-service (DDoS) attacks as one of the most prevalent cyber threats faced by internet users (Mierzwa & Scott, (2017). At its core, phishing is a deceptive tactic where attackers pose as legitimate entities to trick unsuspecting individuals into handing over sensitive information—data that can be weaponized for financial theft, espionage, or other malicious ends. Take clone phishing, for example: the attacker replicates a legitimate email from an existing thread and sends it from a cleverly spoofed address—almost indistinguishable at first glance. Believing it to be part of an ongoing exchange, the victim may unknowingly respond and leak confidential details (Furnell et al., 2019).
Website forgery follows a similar path. Here, a genuine website is cloned and hosted elsewhere to bait users into logging in or entering personal data, which is then harvested by the attacker. The danger amplifies with spear phishing, where specific individuals within an organization—often those in key roles or perceived as vulnerable—are carefully targeted. Because these attacks are tailored, they often feel convincingly real (Jampen et al., 2020). Whether it’s whaling, smishing, or any other variation, the thread that binds all phishing attacks is impersonation: attackers craft trust just enough to get victims to let their guard down—and give up what they shouldn’t.

[bookmark: _Toc11][bookmark: _Toc201437389]1.2 Background of the Study 
Kenya, boasting one of the highest internet penetration rates in Africa, is equally burdened with a growing exposure to cyber threats. According to the Kenya National Bureau of Statistics (KNBS), cyber-attacks in the country surged by a staggering 142% between 2020 and 2021—a striking indicator of rising vulnerability. In 2021 alone, 339.1 million cyber threats were recorded, most of which targeted system vulnerabilities (National KE-CIRT/CC, 2023). The hardest-hit sectors included financial institutions, government agencies, healthcare systems, insurance companies, and utilities. Back in 2017, Kenya reportedly lost KES 21.2 billion to cybercrime—the second-highest in Africa after Nigeria’s KES 65.5 billion loss. At the ITWeb Security Summit 2022, cybersecurity firm Kaspersky reported a 47% increase in attacks targeting small businesses, primarily through Trojan-PSW (Password Stealing Ware). The post-COVID shift to remote and hybrid work models has accelerated digitisation, offering cost efficiencies but also widening the attack surface for cybercriminals. A 2022 KPMG report revealed that 73% of surveyed CEOs in Kenya identified cyber-attacks as a key concern, up from 61% in 2021 (National KE-CIRT/CC, 2023). Non-Governmental Organisations (NGOs) are not exempt from these risks; in fact, they may be even more vulnerable. Operating on lean budgets, reliant on donor funding, and responsible for safeguarding sensitive data tied to their advocacy and community work, NGOs face a uniquely precarious position in the evolving cybersecurity landscape.

[bookmark: _Toc12][bookmark: _Toc201437390]1.3 Problem Statement
While the rise in cyber-attacks across the country can be attributed to the rapid digitalisation of businesses and public services, the statistics also serve as a stark warning about the vulnerabilities introduced by the digital revolution. As revealed in a 2022 KPMG study, most CEOs acknowledge that the country remains largely unprepared for cyber threats—particularly the most disruptive ones such as DDoS, malware, and phishing. Despite frequent advisories from the National Kenya Computer Incident Response Team – Coordination Centre (National KE-CIRT/CC), organisational responses remain worryingly inadequate, with many entities allocating no budget at all to cybersecurity, and the best performing organisations still dedicating less than 1% of their overall budgets. Alarmingly, the Kenya National Bureau of Statistics (KNBS) reported that 3.1 million cyber threat advisories were issued in 2021 alone—a staggering 3,693% increase from just 81,727 in 2020 (National KE-CIRT/CC, 2023). While national efforts—such as the cybersecurity strategy and framework—are commendable, meaningful impact requires that organisations also step up and strengthen their internal cybersecurity posture.
Unlike DDoS and malware attacks, which can often be mitigated through robust software design and system-level defences by internet service providers and tech firms, phishing is a social engineering threat that preys directly on human vulnerability. Whereas malware requires technical sophistication and an understanding of system weaknesses, phishing is deceptively simple, low-cost, and leverages psychological manipulation—making it one of the most pervasive and accessible forms of cyber-attack. Software can be patched, but phishing demands user awareness, vigilance, and behavioural change, as even the most mundane email or website can serve as the entry point for a devastating breach.
In phishing attacks, therefore, the human element remains the weakest link in cyber security, leaving individuals and organisations exposed. Without scalable, engaging, and accessible training solutions that equip users to identify and resist phishing attempts, even the most advanced cyber infrastructure will remain vulnerable.

[bookmark: _Toc13][bookmark: _Toc201437391]1.4 Purpose of the Study
One of the most significant and effective ways of preventing phishing attacks in an organization is by creating cybersecurity awareness. Education and training help instil crucial cybersecurity habits that become embedded within the organizational culture. These efforts typically cover key topics such as avoiding unsafe websites, evaluating links before clicking, regularly rotating passwords, understanding the role of firewalls, recognizing the risks of pop-ups, and steering clear of submitting sensitive data to or downloading files from unsecured sites.
Education and training can also incorporate the cybersecurity framework developed by the Communications Authority of Kenya (CA). This framework provides a structured approach to managing cyber threats—Identify, Protect, Detect, Respond, and Recover—each addressing a specific phase of risk management. In the context of phishing, the Identify and Protect functions, particularly user awareness and training, serve as the most critical initial lines of defence.
The purpose of this study is to develop an AI-powered chatbot to support gamified training and evaluate its effectiveness during the identification phase of cyber defence, specifically in combating phishing attacks within non-governmental organizations. Currently, the most widely adopted methods of cybersecurity training are classroom-based and cloud-based approaches. In classroom-based training, participants gather in person or virtually as an IT expert delivers structured content using visual aids and demonstrations, typically over a 1–2 hour session. Cloud-based training, on the other hand, offers asynchronous access to curated learning materials hosted online, allowing users to learn at their own pace and revisit content as needed. While these conventional methods are valuable and often used in tandem, their largely passive delivery formats may not always translate into long-term behavioural change or strong information recall.
This is particularly problematic in the face of phishing—a cyber threat so persistent that even highly digitalized and security-compliant OECD countries like the United States and the United Kingdom continue to suffer from its consequences despite adherence to ISO/IEC 27001:2013 information security standards. Hence, improved and more engaging methods of cybersecurity education are urgently needed. This study proposes to evaluate whether the integration of gamification—specifically using an AI-supported chatbot—can provide a more effective alternative by fostering interactivity, enhancing user engagement, and improving information retention. By comparing this gamified approach with the conventional classroom-based and cloud-based training models, this research aims to offer evidence-based insights into what training method best equips NGO staff to identify and respond to phishing threats effectively.

[bookmark: _Toc14][bookmark: _Toc201437392]1.5 Objectives of Study
Beyond traditional class-based and cloud-based cybersecurity training methods, simulation-based approaches such as gamification are gaining momentum as immersive alternatives. Gamification transforms learning into an interactive experience by incorporating game elements—like points, badges, leaderboards, and virtual missions—making training more engaging and enjoyable. Trainees receive real-time feedback, encouraging active learning and reinforcing behavioural change. The social and competitive dynamics of such platforms further stimulate participation, leading to improved assimilation of content (Khaldi, Bouzidi, & Nader, 2023).
In contrast, classroom-based training often results in passive participation, which limits engagement despite its advantage in reaching large groups simultaneously. This study aims to examine how gamification—enhanced with AI chatbot support—can improve phishing awareness training outcomes in small NGOs. The target institution for this research is the Science for Africa Foundation, headquartered in Nairobi, Kenya. The study will compare gamified methods with existing traditional approaches (class-based and cloud-based), focusing on knowledge retention, engagement, behavioural change, and overall awareness.
This research is grounded in educational theory and supported by empirical studies demonstrating the effectiveness of gamified learning. For instance, Cortés-Pérez et al. (2023) evaluated the Kahoot! tool in health science education at the University of Jaen and found that gamified learning improved student performance by 7% to 20%. Over 90% of students also found the tool fun and motivating. Building on such evidence, this study will apply a similar approach but with more advanced game mechanics tailored for phishing awareness in a cybersecurity context. Another study by Arachchilage et al. (2013) on public anti-phishing education, involving around 1,000 student respondents from Brunel University and the University of Bedfordshire, found that participants who played a mobile game designed to teach phishing avoidance were significantly better at identifying fraudulent websites compared to those who only read traditional website-based educational material. Participants who played the mobile anti-phishing game showed a statistically significant improvement in identifying phishing websites, with scores rising from 56% to 84% (t(19) = -7.97, p < 0.005), while those who only read the educational website showed no meaningful change (60% to 62.5%, t(19) = -0.036, p > 0.005), and the game was rated highly with an SUS score of 84% (Arachchilage et al., 2013).
The general objective of this study is to investigate the impact of a gamified phishing awareness training intervention—supported by an AI chatbot—within a small nonprofit organization in Kenya. Specifically, it aims to determine whether such an approach can outperform traditional methods in promoting cybersecurity awareness, information retention, and behavioural resilience.
The specific objectives are to:
Identify key gaps in current phishing awareness training practices in small NGOs in Kenya.
 Assess the effectiveness of existing phishing awareness methods in terms of user engagement and learning outcomes.
Develop a custom RAG-enhanced GPT-4 AI chatbot integrated into a gamified phishing awareness training platform.
Compare the effectiveness of the AI chatbot–supported gamified training approach with traditional methods, focusing on user engagement and information retention.

The corresponding research questions are as follows:
Research Question 1: What are the existing gaps and limitations in phishing awareness training practices among small NGOs in Kenya?
Research Question 2: How effective are current phishing awareness training methods in promoting user engagement and improving learning outcomes in small NGOs?
Research Question 3: How can a RAG-enhanced GPT-4 AI chatbot be designed and integrated into a gamified platform to support phishing awareness training?
Research Question 4: How does the effectiveness of an AI chatbot–supported gamified phishing awareness training approach compare to traditional training methods in terms of user engagement and information retention?

To assess these outcomes, the study will apply the Kirkpatrick Model—a widely accepted framework for evaluating the effectiveness of training interventions across four levels:
Level 1: Reaction – Measures how participants respond to the training, including enjoyment, perceived relevance, and engagement.
Level 2: Learning – Evaluates the extent to which participants acquire the intended knowledge, skills, and attitudes.
Level 3: Behaviour – Assesses whether trainees apply what they’ve learned once they return to their roles.
Level 4: Results – Determines the broader organisational benefits and impact of the training through measurable indicators.
Through this structured framework, the study seeks to determine not only if learning occurred but also whether it translates into meaningful, sustainable change in practice.

[bookmark: _Toc15][bookmark: _Toc201437393]1.6 Significance of the Study
Gamification of learning and training remains a relatively novel concept in Kenya, where most education and capacity-building programs are still delivered through traditional classroom or cloud-based methods. At best, the adoption of gamified learning is in its infancy, with only a few firms—such as the Knowledge Academy—offering related courses. Meanwhile, the rising statistics on cyber-attacks and the high rate of successful breaches in Kenya highlight a clear gap in information security awareness or reveal the ineffectiveness of current training models. Despite growing threats, gamification in information security training remains largely unexplored locally, and few empirical studies have assessed its impact.
This study is among the first to investigate the learning outcomes and processes associated with using gamification for cybersecurity training in NGOs within the Kenyan context. The insights from this case study could significantly inform both policy and organizational decisions on cybersecurity awareness and behaviour, not only in Kenya but potentially across Africa. Should the findings demonstrate improved cybersecurity behaviour among users—especially given the limitations of conventional training methods in shifting InfoSec practices (Nair & Matthew, 2019)—this could catalyse wider adoption of gamified approaches. Demonstrated improvements in training effectiveness may also drive organizations to increase investment in such methods, recognizing both their strategic and cost-efficiency benefits.
In addition, this study contributes to closing the research gap in Kenya regarding the evaluation of teaching and training pedagogies. While cantered on phishing awareness within cybersecurity, its methodology and findings have broader applicability. The framework can be adapted for other types of training, and the study may serve as a foundation for future researchers pursuing similar directions in gamification, learning, and digital security.

[bookmark: _Toc201437394][bookmark: _Toc16]1.7 Scope of the Study 
Since phishing is a cyber-attack that primarily manipulates psychological elements of human behaviour to deceive individuals into revealing sensitive information later exploited for illicit purposes, this study places its emphasis on the social engineering dimension of cybersecurity. As such, it will offer only minimal elaboration on the technical components of digital hardware or software associated with phishing or other cyber threats.
The study will be conducted as a case study within a non-governmental organization—specifically, the Science for Africa Foundation. The choice to focus on NGOs stems from the researcher’s extensive professional experience in this sector. This background provides not only a nuanced understanding of NGO dynamics but also access to existing networks, which will help streamline the study by minimizing bureaucratic hurdles. Additionally, the geographical scope of this study is confined to Nairobi, where a majority of NGOs are headquartered, ensuring logistical feasibility and contextual relevance.

[bookmark: _Toc201437395][bookmark: _Toc17]1.8 Delimitations of the Study 
This study is deliberately limited to exploring structural gamification in phishing cybersecurity training, rather than content gamification. Structural gamification enhances the delivery of existing training by integrating game elements—like points, badges, or leaderboards—without altering the certified training content itself. In contrast, content gamification transforms the training material into a game, which significantly changes its form and substance. This approach, though potentially engaging, is not feasible for this study due to its high demand for time, technical resources, and creative input. Additionally, content-specific games tend to lack adaptability across various cybersecurity contexts, limiting their utility beyond phishing awareness. Such inflexibility poses a barrier to uptake, particularly among NGOs that may already be reluctant to commit substantial funding to cybersecurity initiatives. Structural gamification, by contrast, is more scalable, cost-effective, and flexible—making it a more practical focus for this research.
[bookmark: _Toc18][bookmark: _Toc201437396]1.9 Limitations of the Study
The simulation and structural gamification model used in this study were sourced from an external provider. While this enabled rapid deployment, tailoring the simulation to reflect the institution’s specific culture and internal dynamics would have required additional customization—costs that exceeded the project’s budget. Previous studies have cautioned against one-size-fits-all approaches in gamified training, as they often overlook institutional diversity and varying user expectations. To mitigate this, the selected simulation included adaptive features that allowed users to personalize their experience, helping to prevent monotony and enhance engagement. It also employed Artificial Intelligence to dynamically adjust tasks in response to user behaviour. However, despite these enhancements, the fundamental game mechanics remained as originally designed by the provider.
Another limitation lay in multiplayer simulations, which typically cap the number of concurrent users. This restricted the number of participants that could engage with the training at any given time, narrowing the sample pool. Additionally, due to budgetary constraints, acquiring additional licenses or simulations was not feasible, further limiting the scalability of participant inclusion.

[bookmark: _Toc19][bookmark: _Toc201437397]1.10 Assumptions of the Study
The study assumed that participants engaging with the simulation training did so in a spirit of healthy competition, and that the hosting organization had effective mechanisms in place to address any interpersonal conflicts that arose. It further presumed that the simulation did not foster addictive or obsessive tendencies, even among highly competitive individuals. Additionally, it was assumed that trainees participated with integrity and openness, given that the monitoring framework was designed to track engagement patterns rather than scrutinize individual behaviours in real time.

[bookmark: _Toc20][bookmark: _Toc201437398]1.11 Theoretical Framework
This study adopts Landers’ Theory of Gamified Learning as the foundation for designing and assessing the intervention. At its core, the theory posits that the deliberate integration of game elements into educational contexts can significantly influence learners’ attitudes and behaviours, thereby enhancing learning outcomes. By offering a structured model for embedding game mechanics into non-game settings, Landers’ framework aims to optimize engagement and promote knowledge acquisition.
Central to the theory is the idea that game elements—such as challenges, feedback, rewards, and progression mechanics—can be strategically applied to create immersive and enjoyable learning environments. These elements do more than entertain; they activate motivation, sustain attention, and encourage behavioural change. For example, providing instant feedback during simulated phishing exercises can sharpen users’ ability to recognize and respond to threats, reinforcing key security principles through repeated exposure and correction.
Moreover, Landers’ theory emphasizes incorporating psychological drivers like autonomy, mastery, and purpose into gamified experiences. Granting learners autonomy—by allowing them to make meaningful choices within the training—cultivates ownership and encourages intrinsic motivation. Structured opportunities for mastery, including progressively complex tasks, support ongoing skill development and confidence-building. Embedding purpose through narrative-driven scenarios makes the training experience more relatable and compelling, allowing users to grasp the tangible consequences of phishing in real-world settings.
Crucially, the theory also cautions that gamification is not a substitute for quality content. Rather, it is an enhancer: game elements like points, badges, and leaderboards serve to amplify engagement and reward desirable behaviours but must be built atop robust instructional design (Nair & Matthew, 2019). When used effectively, these features can foster positive attitudes, heighten learner motivation, and lead to more enduring behavioural change in cybersecurity awareness.

[bookmark: _Toc21][bookmark: _Toc201437399]1.12 Conceptual Framework
The study examined two categorical independent variables: traditional instructional teaching methods—delivered through both class-based and cloud-based formats—for one case group, and gamified training for the other. Over the one-month training period, weekly evaluations and learner feedback surveys were conducted to assess participants’ engagement, motivation, and learning experiences.
At the end of the training, both groups were subjected to identical simulated phishing attacks. The participants’ ability to identify and respond to these threats served as a measure of instructional content retention across the two learning modalities. Specifically, the average detection rate of phishing attempts was used to evaluate how well content was retained.
Table 1.1: Summary of variables from the theoretical framework
	Gamification Elements
	· Challenges
· Rewards
· Progression systems mechanisms
· Competition dynamics
· Narrative structures
· Autonomy, mastery, and purpose

	Implementation Strategies
	· Interactive simulations of phishing scenarios
· Gamified quizzes and challenges
· Reward systems for achieving milestones
· Narrative driven training modules
· AI-supported chatbot for real-time hints, feedback, and adaptive guidance during training
· Chatbot-based scenario walkthroughs and Q&A support

	Expected Outcomes
	· Increased engagement
· Enhanced learning retention
· Improved identification and response to phishing threats
· Improved learner autonomy and real-time knowledge reinforcement through chatbot interactions
· Scalable and consistent support experience regardless of facilitator presence

	Evaluation Metrics
	· Pre- and post-training assessments
· Observation notes
· User feedback surveys
· Phishing incident reports
· Chatbot usage logs and engagement analytics

	External Factors
	· Organisational culture and readiness for change
· Technological infrastructure and resources
· Socio-economic factors impacting access to technology and training
· Acceptance and trust in AI-driven tools

	Contextual Factors
	· Kenyan regulatory environment
· Cultural considerations and language preferences
· Socio-economic challenges faced by non-profit organisations
· Perception of AI as a learning assistant

	Potential Limitations
	· Resource constraints
· Resistance to change
· Technological barriers
· Cultural sensitivity concerns
· Data privacy and ethical concerns related to chatbot usage



The research, therefore, analysed categorical independent variables against a continuous dependent variable—engagement and motivation levels—highlighting the relationship between teaching method and learner outcomes. A summary of these variables is provided in the table below.
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[bookmark: _Toc22][bookmark: _Toc201437400] CHAPTER TWO
[bookmark: _Toc201437401]LITERATURE REVIEW
[bookmark: _Toc201437402][bookmark: _Toc24] 2.1 Introduction 
This section explores existing research on gamification in cybersecurity awareness training, particularly as it applies to enhancing engagement, motivation, and knowledge retention. Drawing on a range of academic studies and case-based evidence, the review outlines how gamified approaches—such as storytelling, simulations, and interactive assessments—are being leveraged to address the limitations of traditional cybersecurity training methods. By synthesizing these insights, the review provides a foundation for understanding both the potential and limitations of integrating gamification into cybersecurity awareness, especially within resource-constrained settings such as NGOs.

[bookmark: _Toc25][bookmark: _Toc201437403]2.2 Overview

Gamification, the application of game design elements in non-game contexts like education and cybersecurity, has gained traction as an innovative method for improving engagement, motivation, and knowledge retention (Rieff, 2018). Traditional cybersecurity training methods—such as lectures, manuals, and practical exercises—often fail to sustain learner interest, leading to poor knowledge retention. Gamification addresses these limitations by integrating elements like points, badges, leaderboards, simulations, and storytelling to foster interactive and enjoyable learning environments.
Studies across academic and organizational contexts affirm the potential of gamification to improve cybersecurity awareness. Onduto (2021) conducted a systematic review of 40 studies, concluding that gamification, through serious games and simulations, effectively promotes secure behaviour and user engagement. However, he highlighted gaps including the scarcity of long-term evaluations and rigorous assessment methods. Similarly, Nijland (2022) tested a gamified phishing awareness intervention among university students and reported notable improvements in phishing detection and learner enjoyment.
The effectiveness of gamified training hinges on design relevance, user engagement, and alignment with learning outcomes. Eyvind et al. (2017) explored the use of a gamified prototype in Scandinavian companies, noting enhanced motivation and learning outcomes when game mechanics supported rather than distracted from educational goals. Likewise, Xu (2021) introduced GamiSE, a gamified platform targeting social engineering awareness. A 20-day trial with 74 employees demonstrated statistically significant improvements in identifying attacks.
Frameworks and best practices have also been proposed for developing gamified programs. Rieff (2018) outlined a structured four-phase model—analysis, planning, implementation, and evaluation—emphasizing iteration and alignment with organizational needs. A comparative case study further validated the framework, with gamified participants outperforming controls in knowledge, skills, and attitude indicators.
Challenges and limitations persist. Coull et al. (2017) cautioned against oversimplifying complex cybersecurity topics and stressed the importance of evaluation and integration with other training methods. Similarly, Lindberg (2016) highlighted the variability in effectiveness across age groups, suggesting younger participants—being more tech-savvy—benefit more. He also noted the lack of empirical research linking specific game mechanics to learning outcomes.
Parallel to these studies, a few explored the specific context of NGOs and non-profits. Ermicioi and Liu (2022) identified low cybersecurity readiness due to budget constraints, limited awareness, and increased reliance on digital tools post-COVID. Kamal (2020) and Mierzwa & Scott (2017) further emphasized the need for tailored, resource-sensitive cybersecurity strategies and revealed significant gaps in training, preparedness, and infrastructure across NGOs. These findings point to the critical need for affordable, engaging, and scalable solutions—like gamified training—in such resource-constrained environments.
In sum, while gamification holds considerable promise for enhancing cybersecurity training through engagement and behavioural change, its effectiveness depends on thoughtful design, contextual relevance, and ongoing evaluation.

2.2.1 Objective One: Identify key gaps in current phishing awareness training practices in small NGOs in Kenya.

As the first study focused on phishing awareness training in Kenyan NGOs, the most comparable literature stems from educational institutions—particularly higher education—where foundational work on information security awareness (ISA) has been more extensively documented.
For instance, prior to the COVID-19 pandemic, Ndiege and Okello (2018) conducted a quantitative study on 380 university students in Kenya, using purposive sampling. Their findings revealed alarmingly low levels of ISA: only 17.3% of respondents expressed strong confidence in protecting themselves against computer-related crimes, and just 29.1% understood how to properly use computers to safeguard themselves from cyber threats. This gap prompted the authors to advocate for institutionalized ISA training, including integrating cybersecurity awareness into academic curricula.
In a similar vein, Nyasvisvo and Chigada (2023) explored the rise in phishing attacks during the pandemic, particularly affecting remote learners at the University of the Western Cape. Students experienced direct consequences such as identity theft, financial losses, data breaches, damage to the institution’s reputation, and interruptions in learning—especially when relying on unsecured public university Wi-Fi networks. Although many students conceptually understood what phishing was, the study found that most lacked the practical skills to identify or resist such attacks. The authors highlighted the need for consistent, skills-based phishing awareness training that evolves with the changing threat landscape.
Comparable insights come from a study conducted in a leading Nigerian university by Okukpujie et al. (2022), which focused specifically on email phishing. The study found that 70.6% of students were vulnerable to phishing attacks. Using two simulation tests, the researchers assessed how students reacted to realistic phishing scenarios. The data indicated a pressing need for comprehensive training initiatives and institutional safeguards—including robust website security—to prevent cloning and impersonation.
In Sudan, Eltahir and Ahmed (2023) studied 1,200 undergraduate students across six leading universities post-pandemic, when most academic activities had shifted to remote learning. The findings were consistent with those in other countries: the majority of students demonstrated low cybersecurity awareness and limited capacity to identify phishing attempts. Interestingly, the study also echoed a gender-based pattern observed elsewhere—female students appeared to be more susceptible to phishing attacks than their male counterparts.
This gender dynamic was also identified by Wannenburg et al. (2023) in South Africa, as well as in Ndiege and Okello’s (2018) Kenyan study. Additionally, Ndiege and Okello noted that students from private universities showed slightly higher levels of ISA compared to those in public institutions, possibly due to better digital infrastructure and more proactive engagement in cybersecurity education.
Collectively, these studies underscore several critical insights relevant to phishing awareness training in Kenyan NGOs. First, there is a consistent gap between theoretical understanding and practical competence in identifying phishing attempts. Second, gender dynamics and institutional type (private vs. public) appear to influence levels of ISA. Third, many of these studies recommend not just one-off training sessions, but ongoing, adaptive awareness programs that engage users in practical scenarios and foster a culture of cybersecurity.
These insights form a critical backdrop to the current study, which explores gamified phishing awareness training with AI chatbot support in NGOs—sectors that, much like the educational institutions in these studies, often suffer from limited technical capacity, low funding, and high human vulnerability to cyber threats. This literature highlights the importance of tailoring cybersecurity training to specific organizational contexts, something the current research aims to address directly.

2.2.2 Objective Two: Assess the effectiveness of existing phishing awareness methods in terms of user engagement and learning outcomes.

Cybersecurity awareness programs—most notably Security Education, Training, and Awareness (SETA) programs—are often delivered through awareness campaigns such as email alerts, informative posters, infographics, and brief e-learning modules. Training elements usually involve either in-person or virtual workshops led by instructors. However, despite their widespread use, studies by Reeves et al. (2021) and Hu et al. (2022) suggest these methods are often poorly received. Many employees remain unmotivated to engage, held back by entrenched attitudes like believing they are unlikely targets, that cybersecurity is an IT department responsibility, or that the concepts are too complex to grasp.
This issue is similarly reflected in the exploratory study by Alshaikh et al. (2018), which found that ISTA programs across six organizations often follow industry “best-practice” guidelines that are overly generic and conceptual. These one-size-fits-all approaches fail to address the contextual diversity of organizations and do not sufficiently capture employee attention within busy work environments—contributing to their ineffectiveness.
Other studies echo these limitations. For instance, Ho et al. (2025) conducted a randomized controlled trial over eight months with 19,500 employees in a large healthcare organization. The study assessed an enterprise-level cybersecurity training initiative that included both annual awareness sessions and embedded phishing simulations. Findings revealed minimal improvement in phishing simulation performance between baseline and post-training phases. Notably, participants seldom engaged with embedded phishing material in real time, despite evidence that doing so increased vulnerability—highlighting a serious motivation gap.
Likewise, Gordon et al. (2019) evaluated a mandatory phishing training program among 5,416 employees in a U.S. healthcare institution. Participants were stratified into high- and low-risk groups based on initial phishing susceptibility. Disappointingly, the program yielded no significant reduction in phishing click rates. In fact, high-risk individuals remained more likely to fall for simulated phishing emails, despite undergoing training.
Cloudian (2021), in a U.S.-based ransomware survey, reported that 65% of respondents who were successfully phished had already undergone anti-phishing training—again pointing to the apparent ineffectiveness of existing models.
Jampen et al. (2020), in a comparative literature review of 104 studies on anti-phishing training methods, offered more conclusive insights. The authors found that effective programs shared key characteristics: they were interactive, used realistic simulations, employed gamification, repeated training periodically (rather than one-off), and provided immediate feedback. On the other hand, generic and non-contextualized approaches—like those critiqued in the aforementioned studies—proved largely ineffective.
Innovative approaches are beginning to emerge. For example, Nguyen et al. (2021) and Jensen et al. (2017) explored the integration of mindfulness techniques into traditional cybersecurity training. These approaches aim to enhance awareness and reduce impulsive reactions to phishing cues by promoting attentiveness to context and reducing premature judgment. Both studies found favourable attitudes among participants and suggested that mindfulness could reduce information decay over time—an important limitation in conventional rule-based training.

2.2.3 Objective Three: Develop a custom RAG-enhanced GPT-4 AI chatbot integrated into a gamified phishing awareness training platform.

While there is currently no published study that combines surface-level structural gamification with AI chatbot support specifically for anti-phishing cybersecurity awareness, several closely related studies offer compelling insights and design cues that inform the development of such an intervention.
For instance, Chen and Law (2025) implemented a structural gamification model integrated with a ChatGPT-powered chatbot in their learning platform, Summon of Magicrystal, aimed at supporting physics education. Their findings revealed that students who engaged in instrumental help-seeking behaviour—using the chatbot not merely to retrieve answers but to deepen conceptual understanding—were more engaged and performed better compared to help-seeking avoidant students. This supports the notion that real-time AI-assisted feedback within gamified learning environments can significantly enhance both motivation and learning outcomes.
Similarly, Xu et al. (2024) introduced a structurally gamified digital game-based learning (DGBL) tool named Sound Guardian to teach IT concepts such as amplifier functionality and sound quality optimization. The intervention featured an AI chatbot that acted as both tutor and assistant, providing immediate guidance and feedback. Compared to traditional AI chatbot designs, this integration led to stronger academic performance and a measurable increase in both intrinsic and extrinsic motivation among learners.
The chatbot design element envisioned in this study is closely aligned with Zhao et al. (2025), who developed CyberBOT—a retrieval-augmented, LLM-powered chatbot embedded within Arizona State University’s cybersecurity education platform. CyberBOT employed ontology-based validation to ensure the chatbot’s responses were accurate, course-specific, and safe. This feature mitigated the risk of misinformation, a common concern in AI-assisted learning environments, and anchored the chatbot’s guidance in validated curriculum content.
Collectively, these studies demonstrate the growing potential of combining game mechanics with intelligent AI support to drive meaningful learning outcomes. While their focus areas differ—from physics to IT infrastructure and cybersecurity—the convergence of AI chatbot scaffolding with interactive gamified platforms presents a promising pathway for cybersecurity awareness training. This study extends that trajectory by developing and evaluating a gamified, AI-supported intervention tailored specifically to anti-phishing awareness, with a focus on practical application and real-time learner engagement within the context of small NGOs.

2.2.4 Objective Four: Compare the effectiveness of the AI chatbot–supported gamified training approach with traditional methods, focusing on user engagement and information retention.

A growing body of research continues to affirm the positive impact of gamified approaches on learning outcomes compared to traditional training modalities, especially in domains where awareness, engagement, and behaviour change are key goals.
One foundational study is that of Boeker et al. (2013), which employed a randomized controlled trial among undergraduate medical students. The study compared game-based e-learning (GbEl) with conventional script-based training. Out of 151 students, 82 participated in the gamified intervention group while 69 were assigned to traditional training. Performance was evaluated using a 34-item single-choice test. The gamified group had a significantly higher mean score of 28.6 compared to 26.0 in the control group, with a robust Cohen’s d effect size of 0.71. Notably, learner attitudes also leaned more positively toward the gamified training, highlighting an increase in motivation and enjoyment.
Alnuaim (2024) replicated this gamified framework in the field of digital literacy education. A total of 168 undergraduate students were randomly assigned to either a gamified or conventional teaching group. The gamified cohort outperformed the traditional group with a mean score of 21.00 (SD = 1.88) compared to 15.87 (SD = 2.15). The results were statistically significant (t₁₆₆ = −16.435; p = .001), reinforcing the efficacy of gamification in improving both knowledge acquisition and learner engagement across disciplines.
Gordillo et al. (2024) extended this comparison into software engineering education, utilizing educational escape rooms as the gamified modality. In this randomized controlled trial involving 326 students, 164 were placed in the intervention group and 162 in the control group. Once again, those in the gamified environment not only performed better academically but also reported higher levels of engagement and satisfaction with their learning experience. This suggests that gamified approaches enhance cognitive and emotional investment, which is crucial for behavior change, especially in cybersecurity contexts.
Even in business education, Durrani et al. (2021) explored gamified flipped classrooms (GFC) versus traditional classroom (TC) settings. Although the TC group occasionally reported slightly better final outcomes, this was attributed more to perceived relevance of the content rather than instructional method. Importantly, learners in the gamified group reported greater ease in mastering complex concepts and expressed sustained motivation and attention during sessions—key indicators of long-term behaviour change.
Bringing together even broader evidence, Bai et al. (2020) conducted a meta-analysis encompassing 24 quantitative studies and a synthesis of 32 qualitative studies. With a combined sample size of 3,202 participants, the meta-analysis revealed a statistically significant moderate effect size favouring gamified learning (Hedges’ g = 0.504; 95% CI [0.284–0.723]; p < 0.001). The qualitative data provided complementary insights, indicating that the effectiveness of gamified training lies in its ability to foster enthusiasm, provide real-time feedback, fulfil psychological needs like recognition, and promote goal setting and autonomy.
Across these diverse fields—medicine, digital literacy, software engineering, and business education—one consistent theme emerges: gamified training increases learner engagement, improves information retention, and supports sustained behavioural change. This aligns well with the objective of integrating a gamified, AI-supported phishing awareness training solution. The unique AI element in our approach adds a layer of personalization and real-time feedback, potentially amplifying the strengths demonstrated in the studies reviewed. It presents a promising advancement in bridging the engagement and behaviour-change gaps often observed in conventional training modalities.
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[bookmark: _Toc201437406][bookmark: _Toc28]3.1 Introduction 
This study adopted a comparative case study design to evaluate the effectiveness of gamified phishing awareness training against traditional approaches. The design allowed for an in-depth, context-sensitive comparison between two organizational departments, focusing on key outcomes such as engagement, knowledge retention, and behavioural change. The research adhered to ethical standards, including informed consent, participant anonymity, and compliance with institutional and international research guidelines, such as the Declaration of Helsinki (Hariton & Locascio, 2018). The study aims to gather valuable insights into the potential of gamification in cybersecurity training.

[bookmark: _Toc201437407][bookmark: _Toc29]3.2 Research Design 
This study adopted a comparative case study research design to examine the differences in effectiveness between gamified and traditional approaches to phishing awareness training (Hunziker & Blankenagel, 2021). By selecting two distinct departments within the Science for Africa Foundation—each undergoing a different training method—the design enabled a side-by-side comparison of the impact of each approach.
The Programs Department was selected as the intervention group and underwent gamified anti-social engineering training, while the Fundraising and Development Department served as the comparative group and continued with traditional, non-gamified phishing training. These departments were purposefully chosen due to their high exposure to cybersecurity threats. In many NGOs, including the Science for Africa Foundation, the Programs Department is responsible for coordinating and monitoring ongoing projects, requiring regular external communication. Similarly, the Fundraising and Development Department interacts extensively with external partners, donors, and stakeholders. These roles make both departments particularly vulnerable to phishing and other social engineering threats, justifying their inclusion in this study.
By embedding the two training approaches within departments that are both operationally critical and comparably exposed to cybersecurity risks, this design allowed for a contextualized evaluation of gamified versus traditional training. This setup supported the exploration of how different awareness methods perform in real-world, high-risk NGO environments.
The intervention and comparative trainings were conducted concurrently over a one-month period, ensuring a uniform timeframe across both groups. This simultaneity was key to limiting the influence of external organizational events and minimizing disruptions that could have introduced bias or affected the comparability of the results. It also allowed for a consistent baseline of activity, enabling a fairer assessment of engagement levels, knowledge gains, and vulnerability reduction across the two settings.
Framing the Programs Department as the intervention group and the Fundraising and Development Department as the control created a practical contrast between the two training conditions. This structure provided a natural point of reference for evaluating the influence of gamification, isolating its specific effects on participant behaviour, engagement, and awareness. The use of two departments that mirrored each other in terms of communication responsibilities and cyber risk exposure helped ensure that the differences observed could more confidently be attributed to the training approach itself, rather than underlying departmental differences.
This research design also provided a strong foundation for a mixed-methods approach. By allowing both quantitative (descriptive) and qualitative data to emerge from the same training environments, the design supported a richer, more holistic understanding of how participants responded to each training method. Quantitative assessment tools captured measurable changes in knowledge and phishing vulnerability, while qualitative insights—such as those derived from interviews and observation—offered depth and context to participant experiences, shedding light on the emotional, cognitive, and behavioural nuances that numbers alone might overlook.

[bookmark: _Toc30][bookmark: _Toc201437408]3.3 Research Site
The study was conducted at the Science for Africa Foundation, a Nairobi-based organization with a diverse professional workforce spanning departments such as Communications and Public Relations, Finance and Accounting, IT and Data Management, Legal, and Human Resources. The researcher’s existing role within the organization likely facilitated smoother access and fostered institutional goodwill, positively influencing participation and cooperation during the data collection process.
Each department is equipped with secure computers, enabling the delivery of digital training interventions. Additionally, the organization provides designated meeting rooms well-suited for structured sessions, particularly classroom-style training. Within the study, computers were utilized to implement the gamified intervention for the experimental group, while traditional training sessions for the comparison group were carried out in conference rooms under standard conditions.

[bookmark: _Toc31][bookmark: _Toc201437409]3.4 Target Population
Participants were recruited from among the staff of the Programs and Fundraising and Development departments at the Science for Africa Foundation, as earlier described. Interns were deliberately excluded from the sample due to their typically limited access to the organization’s core information systems, which made their inclusion less relevant to the study’s cybersecurity-focused objectives. 
The participant pool consisted of approximately 70 employees from the organization, encompassing a wide range of technological proficiency and cybersecurity familiarity. A baseline level of knowledge was ensured, as all staff were required to complete basic cybersecurity awareness training during onboarding. Reflecting the broader diversity of Kenya’s non-governmental sector, the sample included individuals from various races, cultures, age groups, genders, ethnic backgrounds, and educational levels. Participation was voluntary, and all participants provided signed informed consent before enrolment in the study.

[bookmark: _Toc32][bookmark: _Toc201437410]3.5 Study Sample
[bookmark: _Toc33][bookmark: _Toc201437411]3.5.1 Sampling procedure
Purposive sampling was employed to select the two departments, given their strategic roles as primary interfaces between the organization and its external partners. As previously noted, these departments are characterized by high levels of outreach and communication, positioning them as particularly vulnerable to phishing and other cybersecurity threats. All employees—excluding interns—from the Programs and Fundraising, and Development departments at the Science for Africa Foundation were designated as the gamified and traditional training groups, respectively.
It is important to note that these departments differ in staff size, introducing a potential confounding variable that was accounted for in the analysis. Additionally, variations in departmental functions, operational priorities, workflow structures, and internal team dynamics may have had an influence on study outcomes (Zabor, Kaizer, & Hobbs, 2020).

[bookmark: _Toc34][bookmark: _Toc201437412]3.5.2 Study sample size
At the Science for Africa Foundation, the Programs and Fundraising & Development departments comprised approximately 43 and 15 regular staff members, respectively, within a total organizational workforce of about 70 employees. This significant variation in departmental sizes guided the sampling strategy to ensure balanced representation. Following the common rule of thumb for descriptive studies—sampling between 10% and 30% of a small population—the study’s sample of 58 employees substantially exceeded this benchmark, supporting the reliability of the descriptive analysis. For the qualitative component, data saturation was achieved with only a small proportion of the sample interviewed, demonstrating that it was not necessary to interview all participants to capture the full range of relevant themes and insights. 
The gamified training intervention was implemented in the Fundraising and Development department, whose size aligned well with the maximum capacity of 30 participants supported by the licensed small-group version of the gamified training tool. This placement naturally positioned the Programs department as the comparative case group, which underwent the conventional (classroom and cloud-based) phishing awareness training. Since most staff reported to the office at least once per week under the organization’s hybrid work model established after the COVID-19 pandemic, the dropout rate remained very low throughout the study. This stability contrasted with the higher attrition typically observed in studies relying solely on remote follow-up.

[bookmark: _Toc35][bookmark: _Toc201437413]3.6 Data Collection
[bookmark: _Toc201437414][bookmark: _Toc36]3.6.1 Data Collection Instruments 
This study employed multiple data collection instruments to comprehensively address the four research objectives. The instruments were standardized across both experimental and control groups to ensure consistency, comparability, and validity.
[bookmark: _Toc37][bookmark: _Toc201437415]3.6.1.1 Objective 1: Identify key gaps in current phishing awareness training practices in small NGOs in Kenya.
To address this objective, the researcher reviewed existing training materials, protocols, and historical phishing simulation data within the organization. Document analysis enabled the identification of gaps in training scope, delivery methods, and engagement strategies. 
Additionally, the researcher deployed simulated phishing emails to gauge real-world susceptibility—tracking click rates, reporting behaviours, and time to response—to uncover practical weaknesses in staff vigilance. 
The following metrics were used to assess phishing awareness:
Click Rate, Failure Rate, Repeat Offenders
Successful Phishing Detection Attempts
Operational metrics: Mean Time to Detect (MTTD) and Mean Time to Resolve (MTTR)
Pre-intervention InfoSight test scores were also analysed to establish a baseline of cybersecurity knowledge, attitudes, and behaviours among participants, revealing further vulnerabilities in previous training outcomes.
[bookmark: _Toc38][bookmark: _Toc201437416]3.6.1.2 Objective 2: Assess the effectiveness of existing phishing awareness methods in terms of user engagement and learning outcomes.
On the first day of the study, all participants were brought together for a classroom-based, instructor-led anti-phishing cybersecurity training session. To capture a comprehensive understanding of participant behaviour and the contextual factors influencing their learning, the TAILS framework was employed as an observational tool. This approach enabled the systematic documentation of key elements such as the tasks participants engaged in, their interactions with both the content and instructor, the learning environment, and other contextual dynamics. By using TAILS, we were able to observe how participants navigated through the training, identifying moments of engagement, areas of difficulty, and responses to instructional strategies. This allowed for a nuanced analysis of both their active involvement in the session and the overall effectiveness of the training in enhancing their understanding of phishing prevention. The insights gathered through this method provided valuable data on how different aspects of the training influenced learning outcomes and engagement.
In addition, an online Qualtrics Likert-scale survey was administered at the end of the session to measure participant engagement. The survey captured key metrics including:
Time spent on session content
Learner progress throughout the session
Completion rates for the course and modules
Self-reported factors such as confidence, satisfaction, anticipation, and perception of the instructor
[bookmark: _Toc39][bookmark: _Toc201437417]3.6.1.3 Objective 3: Develop a custom RAG-enhanced GPT-4 AI chatbot integrated into a gamified phishing awareness training platform.
To evaluate this novel intervention, the study utilised:
Interaction logs from the AI-powered chatbot, including:
Help-Seeking Behaviour
Tone of Interactions
Frequency of Interactions
These logs provided insights into how participants engaged with the AI tool and whether the chatbot enhanced understanding and participation.
[bookmark: _Toc40][bookmark: _Toc201437418]3.6.1.4 Objective 4: Compare the effectiveness of the AI chatbot–supported gamified training approach with traditional methods, focusing on user engagement and information retention.
Comparative analysis was enabled through:
Pre- and post-training InfoSight test scores (for information retention)
Engagement survey results (for affective and motivational engagement)
Click and failure rates from simulated phishing attempts (for behavioural indicators)
Chatbot interaction data (for differences in engagement styles and learning strategies)
Observational checklists and notes applied to both groups to ensure structured comparison of learner activity and interactivity during sessions
Spradley’s Descriptive Observation Matrix: to record learner engagement, attentiveness, and group interactions.
TAILS (Tool for Assessing Interactivity and Learning Strategies) checklist: to assess the quality and variety of interactive learning strategies employed.

[bookmark: _Toc201437419][bookmark: _Toc41]3.7 Pilot Testing of Research Instruments 
To safeguard the integrity and reliability of this study, a pilot phase was undertaken to fine-tune all data collection instruments prior to the main rollout. This step ensured that each tool not only captured the intended data with clarity and consistency but also aligned meaningfully with the study’s four core objectives.
A small group of ten staff members from the IT and Technical Support department at the Science for Africa Foundation participated in this preliminary exercise. These individuals represented the broader study population and were instrumental in surfacing both technical and design-related adjustments.
[bookmark: _Toc201437420]3.7.1 Instruments and Alignment with Study Objectives
InfoSight Tests (Objectives 1 & 4): Participants completed pre- and post-training InfoSight tests, which measured cybersecurity knowledge, awareness, and behavioural tendencies. Repeated administration over two days confirmed the test’s reliability in tracking change over time. Items were adjusted for clarity and to ensure appropriate cognitive challenge levels.
Engagement Survey (Objectives 2 & 4): A Likert-style survey was administered to assess participants’ motivation, attention, confidence, and satisfaction with the learning process. Feedback from the pilot led to improved phrasing of certain prompts to better capture learner sentiment, especially around the relevance and pacing of content.
AI Chatbot (Objectives 3 & 4): The generative AI chatbot, built on GPT-4 with Retrieval-Augmented Generation (RAG), was piloted in a live setting. Users engaged in simulated Q&A during training sessions, allowing the researcher to:
Assess the chatbot’s responsiveness, tone, and contextual accuracy.
Track interaction frequency and help-seeking behaviour—valuable indicators of engagement and learner autonomy.
Identify commonly asked questions, which informed refinements to the chatbot’s knowledge base and flagged potential content gaps in the training material.
Observation Instruments (Objectives 1 & 3): Spradley’s Descriptive Observation Matrix and the TAILS checklist were also put to the test. Observers documented behaviours related to interactivity, attentiveness, and learner strategies during both gamified and conventional sessions. These instruments proved useful in generating rich, structured data on the nuances of engagement in different training modalities.

[bookmark: _Toc201437421]3.7.2 Insights from the Pilot
Several important improvements were made as a result of the pilot:
Survey questions were sharpened for clarity and emotional nuance.
Minor technical issues in the chatbot interface were corrected to support smoother interactions and more accurate logging.
Observational workflows were streamlined to reduce disruption during live sessions.
Overall, the pilot phase not only validated the instruments’ effectiveness but also enhanced readiness for the full study. It affirmed that the tools were well-aligned with the study’s objectives and capable of capturing both quantitative and qualitative dimensions of phishing awareness training.

[bookmark: _Toc44][bookmark: _Toc201437422]3.8 Instrument Reliability
For the InfoSight tests, test-retest reliability was assessed by administering the tool twice to a pilot group with a one-day interval. The consistency in participants’ scores across both instances suggested strong temporal stability.
For qualitative tools, inter-rater reliability was prioritized. Five trained observers independently applied Spradley’s Descriptive Observation Matrix and the TAILS checklist during the pilot intervention. Using Cohen’s kappa coefficient, the level of agreement among the observers was quantified, with values ranging from substantial to almost perfect agreement across most observed variables (Cohen’s kappa = 0.83).
Pilot participants engaged with the AI chatbot to test the systemic stability in chatbot behaviour and user response capture. Furthermore, internal testing ensured that the chatbot produced contextually relevant and consistent outputs across repeated queries, supporting its operational reliability as an educational support tool.

[bookmark: _Toc201437423][bookmark: _Toc45]3.9 Instrument Validity 
By virtue of originating from certified institutions such as Click Armor and InfoSight, the content validity of the cybersecurity education and gamification instruments was inherently strengthened. Additionally, domain experts reviewed all tools—including the engagement survey, observation checklists, and the AI-driven Q&A chatbot—to ensure alignment with the study’s objectives. Their feedback guided targeted refinements to enhance clarity, relevance, and construct focus.
To establish construct validity, statistical techniques such as correlation analysis and regression modelling were used to examine the relationship between InfoSight test scores and phishing simulation metrics (e.g., Click Rate, Failure Rate), verifying alignment with observed behavioural outcomes. Similarly, chatbot interaction data—such as logging, response accuracy, and tone of language—were compared with self-reported engagement scores and observational findings to assess convergent validity.
Pilot participants who frequently interacted with the chatbot reported higher levels of perceived understanding, engagement, and confidence in the training content. This provided early evidence that the chatbot was not merely a passive tool, but a valid and active contributor to the learning experience.

[bookmark: _Toc201437424][bookmark: _Toc46]3.10 Data Collection Procedures 
[bookmark: _Toc201437425]3.10.1 Objective 1: Identify key gaps in current phishing awareness training practices in small NGOs in Kenya
To identify baseline weaknesses and training gaps, the study began with pre-intervention InfoSight tests assessing cybersecurity knowledge, attitudes, and behaviours. These standardized assessments provided insight into participants’ initial phishing awareness and formed the foundation for comparative analysis.
To assess user susceptibility and response behaviour, a series of simulated phishing emails were sent to participants throughout the study period. These emails were carefully designed to mimic common phishing tactics—such as deceptive subject lines, spoofed sender addresses, suspicious links or attachments, and urgent requests—while remaining ethically compliant and free from actual harm.
Data collection focused on both behavioural and operational indicators. Click rate captured the proportion of users who interacted with the phishing link, while failure rate measured those who proceeded to submit credentials or download content. To detect recurring vulnerabilities, the system also tracked repeat offenders—users who fell for multiple simulations.
To assess response protocols, the number of successful phishing detection attempts (accurately reported emails) was recorded. Operationally, Mean Time to Detect (MTTD) captured the average time from email delivery to user reporting, and Mean Time to Resolve (MTTR) reflected how long the IT team took to address and mitigate the reported threat.
Participants were not pre-informed about the phishing simulations to avoid influencing their natural responses. All collected data was anonymized and securely stored. These outcomes helped reveal behavioural patterns, gauge awareness levels, and evaluate the effectiveness of existing phishing awareness training and institutional readiness.
As part of the evaluation process, a comprehensive review was undertaken of the organization’s phishing awareness training materials, escalation protocols, user reporting mechanisms, and historical cybersecurity threat data. This included a close analysis of past training resources—such as slide decks, handouts, onboarding modules, and email bulletins—to assess their depth, relevance, and alignment with evolving phishing tactics. Procedural documents outlining how users were expected to report suspicious activity and how incidents were escalated and resolved. Altogether, this review served as a critical backdrop for evaluating the effectiveness and limitations of the organization’s traditional cybersecurity training approach.

[bookmark: _Toc201437426]3.10.2 Objective 2: Assess the effectiveness of existing phishing awareness methods in terms of user engagement and learning outcomes
The TAILS framework—which captures insights across five domains: Task, Activity, Interaction, Language, and Space provided a nuanced lens to examine participant engagement and learning behaviours during the cybersecurity awareness session.
The session took place in a classroom-based, instructor-led environment on the first day of the study in a common session that combined participants from both the gamified and traditional training groups. TAILS allowed the researcher to systematically document the observable behaviours, social interactions, physical environment, and verbal cues that emerged during the training experience.
Task: Noted how participants responded to assigned training activities—whether they followed through attentively, needed clarification, or disengaged.
Activity: Captured levels of participation such as note-taking, asking questions, or interacting with training content on-screen.
Interaction: Focused on peer-to-peer and learner-instructor exchanges, including collaboration, shared frustrations, or spontaneous discussions about phishing-related concepts.
Language: Emphasis was placed on tone, terminology used, questions asked, and informal remarks that offered insight into comprehension and attitudes.
Space: Helped contextualize the learning environment—how seating, room setup, and visual materials influenced engagement.

TAILS proved particularly useful in documenting subtle differences in learner involvement, emotional responses, and the rhythm of participation across the two training approaches.
An online Post-Session Survey was distributed via email to all staff members who participated in the instructor-led cybersecurity training session, which covered key topics such as cyber defence strategies, including anti-phishing techniques, in line with the organization’s standard training protocols. Administered through Qualtrics, the survey sought to gather valuable feedback on the session’s effectiveness, providing insight into the participants’ learning experiences and the training’s impact.
The survey collected post-intervention self-reported metrics on learner engagement and satisfaction. Participants evaluated aspects such as content clarity, perceived value, instructor effectiveness, and overall interest. These survey scores were digitally linked to individual profiles and helped quantify the training’s experiential and cognitive impact.
[bookmark: _Toc201437427]3.10.3 Objective 3: Develop a custom RAG-enhanced GPT-4 AI chatbot integrated into a gamified phishing awareness training platform
An AI-powered chatbot, built using ChatGPT 4.0 with Retrieval-Augmented Generation (RAG), served as a real-time support tool for the gamified group. Interaction logs were automatically captured, detailing help-seeking behaviour, tone, and frequency. This data not only enriched understanding of learner engagement but also flagged areas where the training material needed reinforcement.

[bookmark: _Toc201437428]3.10.4 Objective 4: Compare the effectiveness of the AI chatbot-supported gamified training approach with traditional methods, focusing on user engagement and information retention
To evaluate and compare the impact of the proposed gamified, AI-enhanced phishing awareness approach against traditional methods, a mixed-methods data collection strategy was employed across both participant groups.
Quantitative performance data were gathered through standardized InfoSight pre- and post-tests administered digitally to assess changes in phishing knowledge and information retention. Test scores were securely recorded for side-by-side comparison of learning gains.
User engagement with the AI assistant was examined through chatbot interaction logs, which provided insights into the depth, frequency, and relevance of participant queries and responses.
In parallel, real-time behavioural indicators of engagement—such as attentiveness, participation, and responsiveness—were tracked using observation checklists informed by the TAILS matrix. These were independently completed by the researcher and later coded to support cross-group analysis.
Post-training surveys administered via Qualtrics captured self-reported measures of learner experience, including confidence in applying phishing knowledge, content satisfaction, clarity of instruction, and anticipated behaviour change.
To complement these measures, repeated simulated phishing emails were sent discreetly throughout the study period. These ethically designed simulations helped assess real-time susceptibility, reporting behaviour, and operational response metrics such as click rates, failure rates, repeat offenders, and average detection and resolution times.
Survey responses were triangulated with test outcomes, phishing simulation data, gamification analytics, and observational checklists—offering a multidimensional view of training effectiveness across awareness, engagement, retention, and behavioural application.

[bookmark: _Toc201437429][bookmark: _Toc51]3.11 Data Processing and Analysis 
The data analysis strategy was intentionally aligned to address each of the four research objectives, using a blend of quantitative and qualitative techniques. All data were first cleaned and reviewed for completeness, accuracy, and consistency. Records with over 50% missing values were excluded, and where appropriate, missing numerical values were imputed using the category mean. As the dataset was already on a suitable scale and distribution, no transformations were required (Bhaskar, 2016).
[bookmark: _Toc52][bookmark: _Toc201437430]3.11.1 Objective 1: Identify key gaps in current phishing awareness training practices in small NGOs in Kenya.
To uncover baseline gaps in phishing awareness, pre-intervention InfoSight test scores were analysed using descriptive statistics. Measures such as the mean, median, and standard deviation were computed to identify trends in cybersecurity knowledge and reveal variations across participant groups. These metrics helped highlight disparities in foundational awareness and pinpoint participant segments with lower initial cybersecurity literacy.
Behavioural data from repeated simulated phishing emails were then analysed to contextualize these knowledge gaps. Click rates and failure rates were aggregated and cross-referenced with pre-test performance to detect knowledge-behaviour disconnects. Additionally, users who consistently fell for multiple phishing attempts—classified as repeat offenders—were mapped to role-based profiles to expose persistent vulnerabilities and high-risk user categories.
To illustrate these patterns, visualizations such as bar charts and box plots were generated, focusing on key quantitative indicators across test performance and phishing simulation outcomes.
Concurrently, the document review of existing training materials and organizational protocols was conducted to assess their depth, accuracy, and alignment with the phishing threats observed in the simulation. Materials—including onboarding modules, bulletins, and escalation procedures—were evaluated against current phishing tactics. Documented gaps revealed areas where the training lacked relevance, failed to address evolving threats, or provided insufficient clarity on response actions.
By triangulating these datasets—test scores, simulation behaviour, operational response metrics, and training content analysis—the study developed a comprehensive understanding of the limitations in current phishing awareness practices within small NGO environments.
The research question linked to the objective, therefore, was: “To what extent do existing phishing awareness training practices in small NGOs in Kenya address user knowledge gaps, behavioural vulnerabilities, and real-world threat preparedness, as revealed through baseline testing, phishing simulations, and training content analysis?”
[bookmark: _Toc53][bookmark: _Toc201437431]3.11.2 Objective 2: Assess the effectiveness of existing phishing awareness methods in terms of user engagement and learning outcomes.
To analyse the effectiveness of existing phishing awareness methods, a multi-layered data processing strategy was employed, drawing from both behavioural observation and participant-reported experiences.
1. Observational Insights using TAILS
Observational data captured through the TAILS framework was systematically coded and thematically analysed. Each of the five TAILS domains—Task, Activity, Interaction, Language, and Space—served as a lens to interpret engagement dynamics within the instructor-led session. For each participant, observational notes were reviewed and categorized:
Task behaviours (e.g., completion of training exercises, visible signs of confusion, need for facilitator intervention) were tagged and scored for attentiveness.
Activity patterns (e.g., note-taking, device use, question frequency) were coded to distinguish active vs. passive engagement.
Interaction logs detailed collaborative moments, learner-facilitator exchanges, and peer-to-peer discussions to reflect social learning.
Language cues, including key phrases, expressions of doubt or curiosity, and informal commentary, were transcribed and interpreted to gauge depth of comprehension and affective response.
Space observations contextualized learner engagement within the environment—analysing how layout, seating arrangements, and physical proximity influenced attention and participation.

2. Post-Session Survey Analysis (Qualtrics)
Quantitative data from the Qualtrics-based post-session survey were cleaned and analysed using descriptive statistics. Responses were scored on Likert scales measuring:

	•	Content clarity and delivery
	•	Perceived relevance and value
	•	Confidence in applying knowledge
	•	Instructor effectiveness
	•	Enjoyment and interest
The research question linked to this objective was: “To what extent are existing phishing awareness training methods effective in promoting user engagement and learning outcomes, as evidenced by behavioural observation (TAILS) and participant-reported experiences (post-session surveys)?”
[bookmark: _Toc54][bookmark: _Toc201437432]3.11.3 Objective 3: Develop a custom RAG-enhanced GPT-4 AI chatbot integrated into a gamified phishing awareness training platform.
Click Armor delivered the gamified anti-phishing cybersecurity content, while the custom-developed RAG-based AI chatbot captured interaction logs for analysis. These logs were processed to identify usage patterns—including frequency, timing, tone, and the nature of questions asked—offering valuable insights into learner curiosity, initiative, and help-seeking behaviour, which are key indicators of engagement in gamified learning environments.
[bookmark: _Toc55]The research question linked to this objective was: “How can a custom RAG-enhanced GPT-4 AI chatbot be effectively integrated into a gamified phishing awareness training platform to support learner engagement, as evidenced by chatbot interaction patterns and help-seeking behaviour?”
3.11.4 Objective 4: Compare the effectiveness of the AI chatbot–supported gamified training approach with traditional methods, focusing on user engagement and information retention.
To assess the differential impact of the gamified, AI-supported phishing awareness intervention versus the traditional training method, both quantitative and qualitative data were processed in a systematic, layered manner to surface patterns in awareness, engagement, retention, and behavioral change.
Quantitative Analysis
All quantitative indicators—including InfoSight pre- and post-test scores, Click Armor interaction metrics, and self-reported engagement survey results—were aggregated and statistically analyzed. Paired and group-wise comparisons were made to evaluate knowledge gains and participant engagement across both arms of the study. Results were visualized using comparative plots and bar charts to highlight performance disparities in phishing awareness, cognitive retention, and user confidence.
Additional behavioral performance data were drawn from the simulated phishing email exercises that ran periodically throughout the study. Key metrics—click rate, failure rate, frequency of repeat offenders, successful reporting attempts, as well as Mean Time to Detect (MTTD) and Mean Time to Resolve (MTTR)—were compiled to evaluate whether training outcomes translated into real-world vigilance and response behavior. These operational indicators were benchmarked against the participant group and used to surface any behavioral gaps in susceptibility or response efficiency.
Qualitative Analysis
For qualitative data, thematic analysis was conducted using NVivo. The process followed Braun and Clarke’s six-phase framework:
Familiarization with transcripts, observation notes, and survey open-ends
Initial coding of recurring patterns
Organizing codes across emerging categories (e.g., emotional engagement, perceived relevance, challenges)
Refining and clustering themes
Finalizing themes that captured both cognitive and emotional nuances
Interpreting the data in the context of each learning modality
Two independent coders established inter-rater reliability, ensuring consistency in theme identification. Special attention was given to focus group transcripts, TAILS-based observational notes, and chatbot interaction logs, which provided narrative depth on how participants experienced each training approach.
The TAILS framework (Task, Activity, Interaction, Language, Space) helped contextualize engagement within the live sessions—allowing cross-comparison of in-session attentiveness, verbal curiosity, and collaborative behaviors across the two groups. This was especially useful for identifying subtle but meaningful contrasts in participation rhythm and group dynamics.
Triangulation and Integration
Finally, insights from all streams—test performance, chatbot analytics, phishing simulation data, observational coding, and self-reports—were triangulated to build a comprehensive view of effectiveness. This integrated lens helped not only quantify what participants learned but also reveal how they engaged, why certain formats resonated more, and what behavioral shifts (if any) occurred post-intervention.
Table 3.1: Methodology Mapping Table
	Objective
	Methodological Approach
	Data Collection Tools
	Analysis Technique

	Objective 1: Identify key gaps in current training
	Literature review, baseline survey, interviews
	Document review, baseline InfoSight test, focus group questions
	Thematic analysis, descriptive analysis

	Objective 2: Assess effectiveness of existing methods
	Control group evaluation
	InfoSight test, observation checklist, engagement survey
	Descriptive statistics

	Objective 3: Develop and evaluate gamified training
	Intervention group pilot
	Click Armor platform, AI chatbot logs, feedback forms
	Descriptive statistics, thematic analysis

	Objective 4: Compare gamified vs traditional approach
	Comparative case study
	All tools above used in both groups
	Cross-group thematic comparison



The research question linked to this objective was: “How does the effectiveness of the AI chatbot–supported gamified phishing awareness training compare to traditional methods in terms of user engagement and information retention as revealed through pre- and post-tests, simulation data, observational insights, and qualitative feedback?”

[bookmark: _Toc201437433][bookmark: _Toc56]3.12 Legal and Ethical Considerations 
As previously noted, informed consent was obtained with care and diligence from all participants involved in the study. Each individual was clearly briefed on the study’s purpose, procedures, potential risks and benefits, and their rights as participants—including the right to withdraw at any stage without consequence. Participants were actively encouraged to ask questions to ensure full understanding before voluntarily signing the consent form (Bayot et al., 2022). The researcher recognized that failure to secure proper consent would not only violate ethical standards but also risk legal consequences and compromise the credibility of the study’s findings.
From a legal standpoint, the study was firmly anchored in recognized research governance protocols. Prior to data collection, ethical approval was obtained from the Africa Nazarene University Ethical Review Board, the National Commission for Science, Technology, and Innovation (NACOSTI), and the Science for Africa Foundation. In line with data protection standards, all personal identifiers were anonymized, and strict confidentiality was maintained throughout the research process (Bayot et al., 2022).
Ethically, the study adhered to the four foundational principles of research ethics: beneficence, nonmaleficence, autonomy, and justice. With a commitment to nonmaleficence, the study design intentionally minimized any potential for harm—be it physical, psychological, or informational. Participant autonomy was upheld through voluntary participation and the assurance of informed decision-making. The principle of justice was reflected in the equitable selection and fair treatment of all participants, regardless of their role or background.
Finally, the researcher remained committed to transparency and integrity throughout the research process. Findings were reported honestly and objectively, with conscious efforts to mitigate bias. No data was distorted or selectively presented to support preconceived narratives; instead, results were faithfully represented to reflect authentic, evidence-based insight.

[bookmark: _Toc201437434]CHAPTER FOUR

[bookmark: _Toc201437435][bookmark: _Toc58]DATA ANALYSIS AND FINDINGS

[bookmark: _Toc59]4.1 Introduction
This section analyzes the data collected to evaluate the study’s objectives, drawing on both quantitative and qualitative sources. Quantitative insights were derived from pre- and post-tests on the InfoSight platform, ClickArmor engagement metrics, and simulated phishing results. These helped track shifts in knowledge, awareness, and behavioral response across the two training groups.
Qualitative data—captured through observation checklists using TAILS and Spradley’s matrix, as well as chatbot interaction logs—offered deeper context into learner engagement and training dynamics.
Pretest results established a baseline of phishing awareness within participating NGOs, while posttest scores and behavior during simulations provided evidence of learning gains and real-world application. Together, these findings highlight the comparative effectiveness of gamified, AI-enhanced training over traditional methods, and reveal key gaps in current practices—guiding recommendations for stronger, more engaging cybersecurity awareness programs.
[bookmark: _Toc60][bookmark: _Toc201437436]4.2 Characteristics of the Respondents
The participant sample in this study was notably diverse, encompassing expatriates from across the African continent, local Kenyans, and a small group from outside Africa. Of the 30 participants from the Programs department, 9 were Kenyan, 17 hailed from various African nations, and 3 were from outside the continent. In the Fundraising and Development department, 15 participants were involved, with 5 from Kenya, 8 from different African countries, and 2 from outside Africa. Across the entire sample of 45 participants, 28 were women, representing just over half of the group.
Despite coming from countries where English is not the primary language—especially those from Francophone African regions—every participant possessed a functional command of English. However, varying levels of confidence in expressing themselves in English were evident, with some participants displaying more hesitation than others.
Throughout the course of the study, only one participant from the Programs department was unable to complete the training due to illness, highlighting the overall engagement and commitment of the group during the study period.
[bookmark: _Toc61][bookmark: _Toc201437437]4.3 Presentation of Research Analysis, Findings, and Interpretation
4.3.1 Objective One: Identify key gaps in current phishing awareness training practices in small NGOs in Kenya.
[bookmark: _Toc201437438]4.3.1.1. Pre-Intervention Baseline Scores
Prior to the training intervention, participants from both departments undertook the InfoSight phishing awareness assessment set at a basic difficulty level. The results revealed minimal variation between the two groups, establishing a common baseline for subsequent comparison. The average score across all participants was 12.02 out of a possible 20, with a median of 13 and scores ranging from as low as 1 to a perfect score of 20. Notably, the most frequently occurring score (mode) was 16. The overall distribution of these scores is visualized in the histogram below, offering a snapshot of the initial cybersecurity awareness levels within the study population.:



[image: Screenshot 2024-11-04 at 19.34.41.png][bookmark: _Toc201431983][bookmark: _Toc201432230]Figure 4.1: Graph: Pre-intervention score distribution across case groups using ClickArmor phishing gamification platform


The non-normal distribution and the gap between the mode and mean suggest that a subset of the sample exhibited relatively higher knowledge of phishing—and likely cybersecurity in general—compared to the rest of the group. This result could be attributed to differences in educational and professional backgrounds, which may have previously exposed some staff members to phishing concepts more than others, particularly given the high diversity within departments.
[bookmark: _Toc201437439]4.3.1.2 Simulated Phishing Email Results
During the initial week of the study, the first round of simulated phishing emails served as a baseline to assess staff susceptibility to cyber threats. This early data offered a revealing snapshot of potential vulnerabilities within the organization’s existing anti-phishing measures and cybersecurity awareness training.
The overall click rate stood at 49%, indicating that nearly half of the participants engaged with the phishing links—an alarmingly high figure that underscores the ease with which threats could bypass human defenses. More concerning was the failure rate, which reached 33%—representing those who went a step further to either enter credentials or interact with malicious attachments.
Equally notable, 25% of participants were repeat offenders, having clicked in two or more separate phishing simulations. This recurring behavior points to deeper gaps in individual risk perception and underscores the limitations of traditional training approaches in fostering long-term behavioral change.
[bookmark: _Toc201437440]4.3.1.3 Review of Existing Organizational Cybersecurity Awareness Training Practices
The review of existing training materials, internal protocols, and historical phishing threat data revealed critical insights into the organization’s cybersecurity awareness maturity. While the training content—primarily consisting of email bulletins, onboarding slides, and periodic brochures—addressed basic cybersecurity threats, it lacked depth, interactivity, and real-time alignment with evolving cyber threats.
Despite having established escalation protocols and reporting mechanisms, these processes were underutilized. This underutilization suggests a combination of low awareness, uncertainty about their effective application, and perhaps a lack of confidence in using these procedures. Historical data from phishing threat simulations further highlighted a concerning trend—while the ICT team followed through on approximately 70% of reported threats, there was no structured feedback loop or ongoing tracking to ensure long-term effectiveness.
Overall, the findings underscored a reactive, checkbox-style training approach that, while potentially compliant, did little to foster behavioral change or develop cybersecurity reflexes among staff. The absence of adaptive content and meaningful feedback hampered the ability of the training program to enhance retention and engender a proactive cybersecurity mindset.
These findings strongly reinforced the need for a shift away from static, one-size-fits-all training methods toward a more dynamic, learner-centred, and feedback-rick approach. 

4.3.2 Objective Two: Assess the effectiveness of existing phishing awareness methods in terms of user engagement and learning outcomes.
As previously indicated, a common session was held for the entire group, focusing on general cybersecurity threats, including phishing. The researcher used the TAILS framework to observe and document the class progression.
[bookmark: _Toc62][bookmark: _Toc201437441]4.3.2.1 Observational Insights using the TAILS Framework
Task:
Participants exhibited varying levels of engagement during task-oriented segments. While some actively participated, others appeared disengaged, relying heavily on the instructor’s guidance. Notably, several participants sought clarification on distinguishing legitimate from suspicious email content, suggesting potential gaps in their understanding of phishing tactics.


Activity:
During the interactive portions of the session, where the instructor asked participants to identify phishing emails among legitimate ones, participation was uneven. Some individuals were visibly engaged, taking notes and contributing ideas, while others appeared passive, with a few even checking their phones, indicating disengagement.
Interaction:
Peer-to-peer interactions were minimal, with only a few participants initiating discussions about the phishing examples. However, instructor-participant exchanges were more frequent. Participants were particularly engaged when the instructor discussed the evolution of phishing emails, using real-world examples to enhance relatability, which sparked deeper curiosity.
Language:
The language used by participants reflected varying levels of comprehension. Some were familiar with technical terms like “spear phishing” and “malicious attachments,” while others used simpler language, indicating a more basic understanding. The instructor’s use of relatable analogies, such as comparing phishing emails to “wolves in sheep’s clothing,” resonated well, with several participants repeating the phrase, showing signs of better retention.
Space:
The seating arrangement in the room appeared to influence participant engagement. Those seated closer to the front were more involved, frequently asking questions and contributing to discussions. In contrast, participants seated at the back were less engaged, displaying fewer signs of attentiveness. The presence of a projector displaying phishing examples helped to maintain focus, with participants consistently turning their attention to the screen during key points of the discussion.
[bookmark: _Toc63][bookmark: _Toc201437442]4.3.2.2 Post-Session Survey Analysis (Qualtrics Self-Assessment)
To evaluate the effectiveness and perceived impact of the instructor-led cybersecurity training session, a post-session survey was administered via Qualtrics. Of the 70 staff members who participated, 64 completed the survey, providing a strong response rate. Their responses were aggregated to generate insights into overall training quality, relevance, and participant experience.
1. Content Clarity and Delivery
Average Score: 3.9 / 5
Most participants agreed that the training content was clearly presented and generally easy to follow. However, the moderate score spread suggests that certain sections—especially those introducing technical jargon or more advanced phishing techniques—may have posed some comprehension challenges for a few attendees. This indicates a need for clearer scaffolding of technical terms and layered explanations for diverse knowledge levels.
2. Perceived Relevance and Value
Average Score: 4.5 / 5
The session was widely perceived as relevant and valuable, with participants recognizing its direct application to their roles. The high rating signals that the training effectively addressed practical cybersecurity concerns, particularly in equipping staff with tools to recognize and respond to phishing threats. This strong alignment with daily responsibilities reinforces the importance of contextualized, role-specific content.
3. Confidence in Applying Knowledge
Average Score: 3.7 / 5
While the majority reported improved confidence, a noticeable subset remained uncertain about their ability to apply the knowledge in real-world scenarios. This suggests a gap between conceptual understanding and practical application—highlighting the need for more experiential learning opportunities, such as simulations or scenario-based drills, to build reflexive confidence in threat detection and response.
4. Instructor Effectiveness
Average Score: 4.5 / 5
Participants consistently rated the instructor highly in terms of engagement, subject matter expertise, and ability to respond to questions. This points to an effective delivery style that facilitated learning and fostered a supportive classroom dynamic. Minor score variations may reflect individual preferences for delivery style or pacing, suggesting the potential benefit of blended facilitation approaches in future sessions.
5. Enjoyment and Interest
Average Score: 3.7 / 5
Overall, the session was perceived as interesting and enjoyable, with most participants expressing a positive learning experience. However, some noted that parts of the session felt repetitive or less dynamic—indicating an opportunity to integrate more interactive elements or varied presentation formats to sustain engagement throughout.
Summary of Findings
The survey results reflect strong participant satisfaction, particularly in areas of content relevance and instructor delivery. While foundational concepts were well-received, the moderate scores in confidence and enjoyment suggest a need for more hands-on, engaging formats to deepen learning and maintain attention. These insights validate the direction of the training while also informing areas for refinement—namely, increasing interactivity, simplifying complex topics, and embedding more practical exercises to enhance retention and real-world readiness.
4.3.3 Objective Three: Develop a custom RAG-enhanced GPT-4 AI chatbot integrated into a gamified phishing awareness training platform.
The AI-powered chatbot assistant for the phishing awareness training project was developed using Python, with a lightweight Flask backend supporting a responsive JavaScript and HTML/CSS frontend interface. This ensured a user-friendly experience while maintaining flexibility across devices and platforms.
At the core of the chatbot’s intelligence layer was the GPT-4 transformer model, accessed via the OpenAI API, enabling advanced natural language understanding and conversational generation tailored to user queries around phishing and cybersecurity awareness.
To support retrieval-augmented generation (RAG), a custom knowledge base was developed and deployed using Weaviate, a modern vector database well-suited for this research application. The knowledge base was enriched with internal organizational documents—including training manuals, cybersecurity policies, onboarding materials, and communication protocols—to ensure that the AI chatbot provided responses grounded in the specific context, language, and threat landscape of the NGO environment. Weaviate was selected due to its strong support for semantic search, metadata filtering, and seamless integration with LangChain, making it ideal for structuring contextual, query-relevant responses. It also offered GraphQL and REST APIs for flexible querying and performance.
For embedding the knowledge base content, the system leveraged OpenAI’s text-embedding-3-small model (with fallback support for text-embedding-ada-002)—both known for generating high-quality, compact vector representations of textual data.
The RAG pipeline was orchestrated using LangChain, which enabled chaining the embedding, retrieval, and generation components cohesively. This framework allowed for modular experimentation and better control over how contextual memory was managed within the chatbot’s interactions.
To ensure portability, ease of deployment, and scalability across environments, the entire solution was containerized using Docker, making it easier to replicate the environment across machines or deploy to the cloud if needed.

[image: AI chatbot responses.png][bookmark: _Toc201431984][bookmark: _Toc201432231]Figure 4.2: Screenshot: Chatbot user interface



[image: RAG.png][bookmark: _Toc201431985][bookmark: _Toc201432232]Figure 4.3: Diagram: System Architecture Diagram of the RAG based chatbot


4.3.4 Objective Four: Compare the effectiveness of the AI chatbot–supported gamified training approach with traditional methods, focusing on user engagement and information retention
4.3.4.1 InfoSight Test Scores
The boxplot below compares the post-intervention distributions of the two case groups’ InfoSight test scores, as it provides a clearer comparison of medians, interquartile ranges, and outliers.
The results indicate that the gamified training group achieved higher average exam scores than the traditional training group, with mean scores of 17.8 and 14.73, respectively, out of a possible 20. Additionally, the gamified group exhibited less variation around the mean, suggesting more consistent performance across participants. In contrast, the traditional training group showed greater variability, indicating a broader range of outcomes.



[bookmark: _Toc201437443]4.3.4.2 Engagement survey results (Qualtrics Self-Assessment)
[image: Screenshot 2024-11-05 at 13.32.09.png]The engagement scores in Fig 4.4 show a similar trend to the phishing awareness exam scores, with the gamified training group having higher engagement compared to the traditional training group, with mean scores of 36.27 and 24.87 out of a possible 55, respectively. The gamified group also exhibits a narrower interquartile range, indicating less variability in the middle 50% of scores compared to the traditional group, though the overall spread is similar. The boxplot does not show any outliers for either group.
[bookmark: _Toc201431986][bookmark: _Toc201432233]Figure 4.4: Graph: Comparing the distribution of post-intervention scores, based on ClickArmor phishing awareness exams, between the two case groups

 Fig 4.5: Comparison of Qualtrics engagement score distributions between case groups

[bookmark: _Toc201437444]4.3.4.3 Comparative Performance on Phishing Simulations
Across virtually all measured indicators—click rate, failure rate, repeat offenders, successful phishing detections, MTTD, and MTTR—the gamified training group consistently outperformed the traditional training group. These results highlight the effectiveness of gamified learning in enhancing phishing awareness, promoting faster threat recognition, and encouraging more secure user behavior.


Table 4.1: Comparative Performance on Phishing Simulations
	Metric
	Gamified Training Group
	Traditional Training Group

	Click rate
	12
	28

	Failure rate
	4
	17

	Repeat offenders
	2 user /15 (0.1%)
	13 users / 45 (0.29%)

	Successful Phishing Detections
	33 out of 40 (82.5%)
	21 out of 40 (52.5%)

	Mean Time to Detect (MTTD)
	7 minutes
	18 minutes

	Mean Time to Resolve (MTTR)
	14 minutes
	26 minutes



[bookmark: _Toc201437445]4.3.4.4 Chatbot Interaction and Engagement Comparison
Chatbot interaction logs revealed a markedly higher level of engagement from the gamified training group compared to the traditional group. This was evident across several dimensions, including a greater average number of chatbot sessions per user, more messages exchanged per session, and longer average session durations—all pointing to more sustained and meaningful interaction.
A deeper look into the help-seeking behavior further highlighted differences in learning styles. Users in the gamified group frequently posed inquisitive, root-cause-oriented questions such as “Why does this happen?” or “How do I identify this in real scenarios?”, suggesting a proactive approach to understanding. In contrast, the traditional group’s queries tended to be more procedural and surface-level, focused on completing tasks rather than exploring underlying concepts.
The tone of interaction also diverged significantly. While the gamified group displayed a curious, reflective, and exploratory tone, learners in the traditional group communicated in a more cautious, task-oriented manner, often limiting their engagement to immediate concerns. These differences underscore the impact of gamification in fostering deeper cognitive engagement and active learning strategies.
Table 4.2: Chatbot Interaction and Engagement Comparison
	Metric
	Gamified Training Group
	Traditional Training Group

	Avg. Number of Chatbot Sessions per User
	4.6
	2.1

	Avg. Messages per Session
	11.3
	5.8

	Avg. Session Duration
	9.2 minutes
	4.7 minutes

	Peak Usage Periods
	Evenly distributed (self-paced)
	Mostly during scheduled hours

	Exploratory Questions (% of total queries)
	62%
	34%

	Help-Seeking Queries
	Frequently used (e.g. “why?”, “how do I?”)
	Occasionally used

	Tone of Queries
	Curious, reflective, proactive
	Cautious, task-oriented

	Follow-up Questions Asked (Avg/User)
	3.9
	1.6

	Learning Strategy Style (TAILS coding)
	High variety: elaboration, self-explanation, hypothesis testing
	Low variety: repetition, basic recall

	Use of Feedback Loops (e.g., rephrasing, clarification requests)
	47% of users
	18% of users



[bookmark: _Toc201437446]4.3.4.5 Structured Observation Results
[bookmark: _Toc64][bookmark: _Toc201437447]Thematic analysis
Using a six-step approach to thematic analysis—Familiarization, Initial Coding, Organizing Codes into Categories, Refining Themes, Finalizing and Naming Themes, and Reporting and Interpretation—the data was carefully reviewed multiple times to gain a deep and comprehensive understanding of emerging patterns and perspectives. First, initial codes were generated, capturing both descriptive details (what was observed) and interpretive insights (potential meanings). These codes were then organized into meaningful categories, which were further grouped into broader, overarching categories. From these, themes were developed based on connections and relationships between categories. Each theme was refined, clarified, and finalized with clear, descriptive names that captured the essence of the data.
Based on the thematic analysis, several themes emerged: Engagement and Motivation, Feedback and Learning Improvement, Perceived Relevance and Practicality, Self-Regulation and Autonomy, and Retention and Recall. These themes provide comparative insights into gamified training versus class-based/cloud-based training case groups.
Engagement and Motivation
This theme reflects participants' levels of engagement, motivation, and emotional responses to different training types. The sub-categories included Enjoyment vs. Boredom, Attention and Focus, and Emotional Responses.
In gamified training, emotional responses often included codes like “sharing achievements with peers,” “frequent laughter,” “eager to complete levels,” and “excited expressions,” suggesting high engagement and enjoyment. Attention and focus codes showed active involvement, with fewer distractions.
In class-based/cloud-based training, participants showed less engagement, as indicated by codes such as “minimal interaction,” “checking phones frequently,” and “passive listening.” Enjoyment vs. Boredom codes reflected “distractions from other browser tabs” and “slouching in chairs,” pointing to lower motivation.
Feedback and Learning Improvement
This theme captures how participants responded to feedback and made adjustments to improve phishing awareness. Sub-categories included Growth Mindset, Learning Adjustments, and Feedback Reception.
In gamified training, participants exhibited a proactive approach to feedback, with codes like “adapted strategy based on feedback,” “felt encouraged to retry and improve,” and “actively sought feedback to advance in levels.” These codes suggest an openness to immediate feedback and a growth mindset.
In class-based/cloud-based training, responses were more passive, with codes such as “minimal change in behaviour,” “feedback mainly from the trainer,” and “expressed hesitation to ask for additional feedback.” This indicates a more traditional, less interactive approach to feedback.
Perceived Relevance and Practicality
This theme evaluates how relevant and practical the training appeared to participants, affecting their motivation to apply the learning. Sub-categories included Commitment to Practice, Relevance to Job, and Real-world Application.
Gamified training seemed more directly applicable, as shown by codes like “felt training was realistic” and “enthusiastic about using tips in daily life.” These codes reflect a higher perceived practicality and relevance.
In class-based/cloud-based training, participants often viewed the content as theoretical or merely compliance-focused, with codes like “saw phishing examples as theoretical” and “viewed training as a compliance exercise.” This detachment could reduce the likelihood of practical application.

Self-Regulation and Autonomy
This theme concerns participants’ ability to independently manage their learning process. Sub-categories included Task Completion, Seeking Help and Clarification, and Time Management.
In gamified training, participants showed more self-regulation, reflected in codes like “restarted game levels to improve scores,” “used external resources to understand the material,” and “set own pace but took frequent breaks.” These codes suggest that the gamified approach encouraged autonomy and time management.
In class-based/cloud-based training, participants displayed less independence, with codes like “waited for guidance before starting tasks” and “completed tasks at the trainer’s pace.” These behaviours suggest that traditional methods may not encourage as much autonomy.

Retention and Recall
This theme focuses on how well participants retained and recalled phishing awareness concepts after the training. Sub-categories included Immediate Recall, Application of Knowledge in Practice, and Long-term Retention.
In gamified training, participants showed strong recall and practical application, with codes like “used game analogies to explain concepts” and “quick to identify phishing examples.” This suggests that gamified methods enhance long-term retention.
In class-based/cloud-based training, retention and recall were weaker, with codes like “relying on notes to answer questions” and “difficulty recalling phishing indicators.” This may indicate less effective retention from traditional training approaches.


Table 4.3: Thematic analysis results
	Comparative Insight of the Training Modalities

	Theme
	Gamified Training
	Class-based/Cloud-based Training

	Engagement and Motivation
	High engagement and enjoyment; Emotional responses included sharing achievements, frequent laughter, eagerness to complete levels, and excited expressions. Active involvement with fewer distractions.
	Lower engagement; Emotional responses indicated boredom, minimal interaction, frequent phone-checking, passive listening, and distractions from other tabs.

	Feedback and Learning Improvement
	Proactive approach to feedback; Adapted strategies based on feedback, felt encouraged to retry and improve, and actively sought feedback to advance in levels.
	Passive approach to feedback; Minimal change in behavior, relied mainly on trainer feedback, and hesitated to ask for additional feedback.

	Perceived Relevance and Practicality
	Training felt realistic; High perceived practicality and relevance, with enthusiasm for using tips in daily life.
	Perceived as theoretical or compliance-focused; Viewed as less relevant to job tasks, which could reduce practical application.

	Self-Regulation and Autonomy
	High self-regulation; Restarted levels to improve scores, used external resources, and set own pace with breaks, indicating strong autonomy and time management.
	Lower self-regulation; Waited for guidance before starting tasks and completed tasks at trainer's pace, suggesting less independence.

	Retention and Recall
	Strong recall and application; Used game analogies to explain concepts and quickly identified phishing examples, indicating enhanced long-term retention.
	Weaker recall; Relied on notes to answer questions and had difficulty recalling phishing indicators, indicating reduced retention.




[image: output-3.png][bookmark: _Toc201431987][bookmark: _Toc201432234]Figure 4.5: Map: Thematic map of the gamified vs traditional training modalities


Overall, the analysis suggests that gamified training tends to foster greater engagement, self-regulation, and retention, while class-based/cloud-based training appears to be less effective in these areas, potentially due to its more passive, compliance-focused nature.
Narrative Summary of Themes
These themes highlight differences in participant behaviour between gamified and traditional (class-based/cloud-based) phishing awareness training.
Gamified training participants demonstrated high engagement and motivation, with emotional reactions indicating enthusiasm and active participation. They also responded positively to feedback, demonstrating a growth mindset and adapting their strategies as needed. This style felt relevant and practical, encouraging participants to apply what they had learnt. Gamified training encouraged self-regulation and autonomy, with individuals controlling their pace and retaking levels to improve. Participants demonstrated strong retention and recall by quickly identifying phishing cues and recalling concepts.
In traditional training, however, individuals were often less engaged, exhibiting passive behaviours such as low interactions and frequent interruptions. Feedback was passively accepted, with little evidence of behavioural change. The content sometimes felt theoretical or compliance-driven, which reduced the incentive to implement it practically. Traditional training modality promoted less autonomy, with participants relying on trainers for guidance. Retention and memory were lower, with participants depending on notes and struggling to remember phishing indicators. 

ChatBot Interactions
Analysis of the chatbot interaction logs across the training groups categorized frequently asked questions into technical help, phishing identification tips, concept reinforcement, and clarifications. Examples of each category include:

Technical Help: “How do I access the next level in the game?”
Phishing Identification Tips: “How can I tell if a link is suspicious?”
Clarifications: “Is this example supposed to be a phishing email or a safe one?”
Concept Reinforcement: “Why is it dangerous to click on unknown links?”

In terms of group-specific trends, participants in the gamified training group frequently asked questions focused on strategies and tips for improvement, such as, “What should I look for in a phishing email?” In contrast, participants in the traditional training group often asked for fundamental clarifications and definitions, with common questions like, “What does social engineering mean exactly?” This suggests that gamified participants were more focused on applying their knowledge, while traditional participants sought a basic understanding of concepts.
On average, there were 17 interactions per session in the gamified training group, with interactions peaking just before the gaming activity began, compared to 11 interactions per session in the traditional training group, where interactions were concentrated during and after the class-based lecture. The higher interaction rate in the gamified group may indicate greater interest and curiosity-driven by the interactive game features. Additionally, the gamified group maintained a more consistent pattern of interaction throughout the training, while the traditional group showed spikes in engagement primarily during and immediately after lectures, followed by a noticeable drop, potentially indicating reduced motivation over time.
The average response time to chatbot prompt questions—measuring how quickly participants asked follow-up questions or responded to prompts—was 13 seconds for the gamified group and 27 seconds for the traditional group. The gamified group’s faster response time likely reflects higher engagement and an eagerness to interact with the training’s interactive elements. In contrast, the slower response time of the traditional group may indicate lower engagement or a more passive approach to the training.
The findings imply that gamified training not only encouraged more frequent interactions but also promoted a more proactive approach to seeking task-related assistance and applying knowledge, whereas traditional training emphasised basic/functional learning with less persistent engagement.
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[bookmark: _Toc67][bookmark: _Toc201437450]5.1 Introduction
Based on the results and findings from the data analysis, this section aims to discuss the implications of these findings in relation to the research objectives. Specifically, it will examine current knowledge and awareness of phishing within small non-governmental organizations, as these insights can inform broader cybersecurity preparedness efforts. Additionally, the section will explore the impact of implementing gamification in delivering cybersecurity training, the challenges encountered in this process, and practical recommendations that may benefit similar cybersecurity training initiatives across the country.
[bookmark: _Toc68][bookmark: _Toc201437451]5.2 Discussions
5.2.1 Research Question 1: Identify key gaps in current phishing awareness training practices in small NGOs in Kenya.
The distribution of scores on the InfoSight pre-test exam reveals a notable gap in cybersecurity awareness within the non-governmental organization (NGO). This gap is likely reflective of other similar NGOs in the region. The overall score average would likely have been below 10 out of 20 if not for a subset of participants who displayed relatively higher phishing knowledge—probably due to their educational background or previous exposure to cybersecurity concepts. This finding underscores the need for targeted cybersecurity awareness efforts within the organization.
The diversity in the pre-test scores highlights the varied levels of knowledge across the staff, reflecting the broad range of educational and professional backgrounds in the NGO. This suggests that a “one-size-fits-all” approach to cybersecurity training may not be ideal. For effective results, the training could be tailored to address different knowledge levels: foundational content for those with less background and more advanced modules for those with higher initial knowledge, ensuring that each group remains engaged and motivated throughout the training.
To customize the training effectively, it would be helpful to further investigate the factors contributing to these knowledge disparities, such as departmental roles, previous experience, and educational background. Surveying to gather this information could provide valuable insights into how to adapt the training content. 
The phishing simulation metrics—click rate (49%), failure rate (33%), and repeat offenders (25%)—highlight a critical vulnerability within the organization’s cybersecurity posture. Nearly half of the users engaged with phishing links, and a third proceeded to enter credentials or download malicious content, indicating not just susceptibility but a significant lack of situational awareness. Even more concerning is that one in four participants failed multiple simulations, suggesting an absence of meaningful behavioral change despite prior exposure to security training.
These figures strongly suggest that the current Cybersecurity Awareness Training (CSAT) program is ineffective. A qualitative review of the training content further supports this conclusion: the material lacks depth, is outdated in relation to the evolving cyber threat landscape, and fails to incorporate interactive or engaging delivery methods. Such shortcomings are likely to disengage employees—especially those with limited technical interest—reducing knowledge retention and lowering the likelihood of behavioral adaptation.
Compounding the issue is the lack of effective incident response follow-up by the ICT department, as reported threats have not been consistently addressed. This operational lapse may contribute to a culture of complacency, where cybersecurity is not treated as a strategic priority. The organization’s limited investment in proactive defense mechanisms and behavioral reinforcement suggests that cyber threats may not be taken seriously, potentially due to a lack of prior exposure to major cybersecurity incidents.
In summary, the data not only reveals a gap in employee readiness but also reflects systemic weaknesses in organizational cybersecurity culture. Without a comprehensive, engaging, and continuously evolving training program—paired with a strong institutional response framework—the organization remains highly exposed to phishing and broader cyber threats.
[bookmark: _Toc201437452]5.2.2 Research Question 2: Assess the effectiveness of existing phishing awareness methods in terms of user engagement and learning outcomes.
Traditional cybersecurity awareness training methods have proven to be largely passive and ineffective in promoting long-term knowledge retention, particularly in high-risk environments like Kenya, where cyber threats are rapidly escalating. Observations at the onset of this study revealed low levels of interactivity during conventional training sessions. According to the TAILS (Tool for Assessing Interactivity and Learning Strategies) checklist, staff engagement was minimal. Many participants appeared disengaged—some visibly distracted by their phones, while others failed to participate in even basic discussions or simulated exercises. This passive learning environment likely contributed to weak cognitive processing and, consequently, poor retention of critical cybersecurity concepts. Unsurprisingly, these same participants struggled to recall or apply key lessons when faced with actual phishing simulations.
Interestingly, Qualtrics self-assessment data paints a more nuanced picture. While participants rated the instructor positively—acknowledging efforts to simplify technical jargon, maintain energy, and foster interaction—the perceived clarity, enjoyment, and practical confidence remained moderate to low. This suggests that the shortcoming lies less in the quality of instruction and more in the limitations of the training modality itself. Despite recognizing the relevance of the content, learners were not sufficiently engaged or equipped to transfer knowledge into action, particularly under pressure.
This gap underscores the pressing need for more dynamic, impactful approaches to cybersecurity training. Gamified learning offers a promising alternative. By simulating real-world scenarios and providing real-time feedback, gamified platforms promote active learning, immediate application of concepts, and sustained engagement. The hands-on nature of these systems not only boosts practical relevance but also reinforces cognitive retention—making them particularly suited to counter the evolving tactics of cybercriminals. In contexts where behavioral change and threat readiness are critical, such as the Kenyan NGO landscape, gamified cybersecurity awareness training represents both a timely and necessary innovation.
[bookmark: _Toc201437453]5.2.3 Research Question 3: Develop a custom RAG-enhanced GPT-4 AI chatbot integrated into a gamified phishing awareness training platform.
The development of the AI chatbot–assisted gamification tool for cybersecurity awareness training—specifically targeting anti-phishing education—demonstrated strong potential for effectiveness and contextual relevance. While the gamified training component was built on Click Armor, a well-established and reputable platform, its integration with an AI-powered chatbot assistant had not previously been explored, particularly within a Kenyan organizational setting. This innovation created a hybrid learning experience, combining structured gamified content with real-time conversational support, tailored to the learners’ needs.
The chatbot, powered by GPT-4 via the OpenAI API, served not merely as a search tool but as a dynamic assistant capable of natural, context-aware interaction. Its use of Retrieval-Augmented Generation (RAG) architecture, with a Weaviate-backed knowledge base, ensured that responses were both factually accurate and context-specific. The system achieved high Top-K retrieval accuracy, meaning that responses consistently drew from the most relevant documents in the knowledge base. Additionally, responses were transparently sourced and phishing-specific, enhancing trust and learning value for users.
The conversational tone of the chatbot—curious, supportive, and educational—added a human-like quality to the learning process. It encouraged exploratory queries and enabled users to seek clarification in real time, aligning with principles of active and inquiry-based learning. From a performance standpoint, the system experienced minimal to no downtime, and no significant hallucinations were observed during either the pilot or full deployment phases.
User satisfaction was notably high, as reflected in post-interaction feedback and sustained usage patterns. The seamless integration of gamified content with a responsive AI assistant significantly enhanced engagement, confidence, and retention of anti-phishing strategies among users. This approach demonstrates a novel and scalable method of augmenting cybersecurity awareness training.
[bookmark: _Toc201437454]5.2.4 Research Question 4: Compare the effectiveness of the AI chatbot–supported gamified training approach with traditional methods, focusing on user engagement and information retention.
The comparative analysis between the gamified AI-enhanced training model and traditional phishing awareness methods provides critical insight into the mechanisms underpinning effective cybersecurity education. The data, drawn from multiple evaluation modalities, converge to reveal that the gamified approach, when coupled with an interactive AI assistant, offers significant advantages in enhancing user engagement, depth of learning, and behavioral resilience to phishing threats.
First, the consistently higher performance of the gamified group across knowledge assessments and phishing simulations points to superior information retention and applied understanding. While traditional methods may facilitate knowledge transfer at a superficial level, the gamified model appears to reinforce conceptual understanding through active learning cycles, immediate feedback, and scenario-based repetition—key drivers of long-term memory consolidation. The reduced variability in test scores among the gamified group further suggests a standardizing effect, where the instructional design supports a more equitable learning experience across diverse user profiles.
Second, the engagement data—both self-reported and inferred from interaction logs—indicate that the AI-augmented gamified environment fosters sustained user interest and intrinsic motivation. The presence of exploratory and root-cause queries in chatbot sessions, faster response times, and consistently high interaction rates imply that participants were not only absorbing content but actively seeking to interrogate and apply it. In contrast, the traditional group showed signs of passive engagement, with help-seeking behavior oriented more toward clarification than exploration, indicating limited cognitive activation and lower affective investment.
Third, behavioral indicators derived from phishing simulations—particularly click rates, credential submission (failure) rates, and response times—demonstrate that the gamified group translated awareness into tangible behavioral change. This is a critical distinction, as awareness alone does not necessarily lead to secure behavior. The gamified group’s faster Mean Time to Detect (MTTD) and lower repeat offender rates underscore the effectiveness of immersive, adaptive learning in fostering vigilance and reflexive security habits.
The integration of the AI chatbot played a pivotal role in augmenting this process. Its ability to deliver context-specific, factually accurate, and conversationally appropriate responses not only supported just-in-time learning but also encouraged learner autonomy and reflection. This real-time guidance likely bridged the gap between structured gamified content and unstructured user inquiries, promoting a continuous feedback loop that is largely absent in static training modules.
Thematic insights from structured observation further reinforce these implications. The gamified environment was associated with greater learner autonomy, higher emotional engagement, and stronger perceptions of relevance and practicality. These factors are not ancillary—they are critical predictors of behavioral change in cybersecurity contexts. Traditional methods, by contrast, tended to emphasize compliance and instructor dependency, which may satisfy training requirements but do not sufficiently internalize risk-based decision-making.
Taken together, the findings suggest that gamified, AI-enhanced training represents a paradigm shift from didactic content delivery toward participatory, responsive, and behaviorally anchored learning. This model aligns more closely with contemporary theories of adult learning and digital pedagogy, which emphasize agency, interactivity, and contextualization. For organizations aiming to build a resilient cybersecurity culture, such models may offer greater returns on investment, not just in knowledge acquisition, but in reducing actual vulnerability to social engineering attacks.
In conclusion, this study provides empirical support for rethinking traditional awareness training frameworks. By demonstrating measurable gains in user engagement, learning retention, and secure behavior through a gamified, AI-augmented model, it underscores the importance of designing cybersecurity education as an active, user-centered process. Future research should explore longitudinal impacts and scalability, particularly in diverse organizational and cultural contexts.

[bookmark: _Toc69][bookmark: _Toc201437455]5.3 Recommendations
Building on the findings of this study, the following recommendations are proposed to optimize the design and deployment of AI chatbot–enhanced gamified cybersecurity training programs, especially in resource-constrained organizational environments. These recommendations place the AI chatbot at the center of the training experience, not just as a support tool but as a dynamic learning partner capable of driving engagement, personalization, and real-time feedback:
Culturally Adaptive Chatbot Dialogues and Scenarios
The AI chatbot should be equipped with culturally tailored responses and locally relevant phishing scenarios. By using language, examples, and conversational tones that reflect the social and professional context of users, the chatbot becomes a relatable guide—bridging abstract cybersecurity concepts with daily digital realities. Localized chatbot interactions enhance user trust, comprehension, and retention.
Workflow-Integrated Chatbot Prompts and Incentives
The chatbot can be programmed to interact with users during relevant workflow touchpoints—for example, by issuing security reminders when users log into shared systems, or by delivering micro-rewards for prompt reporting of suspicious emails. Integration with HR systems or internal dashboards could also allow the chatbot to recognize and encourage high-performing users, embedding training within organizational incentives.
[bookmark: _Toc70][bookmark: _Toc201437456]5.4 Summary of Main Findings
This study, conducted within a small non-governmental organization using a comparative case study and mixed-methods approach, examined the effectiveness of a custom GPT-4-powered AI chatbot integrated into a gamified training platform for cybersecurity awareness—particularly phishing threats. Against the backdrop of escalating cyberattacks in Kenya (as highlighted in the National KE-CIRT/CC 2023 report), the study explored whether real-time, AI-driven conversational support could enhance learning engagement and retention compared to traditional class-based and cloud-based training formats.
Findings revealed that the AI chatbot–supported gamified training significantly outperformed traditional methods in both knowledge retention and participant engagement. Quantitative results from pre- and post-tests showed greater improvement among participants in the intervention group, while chatbot interaction logs highlighted frequent learner-initiated conversations, help-seeking behavior, and repeated use of the platform—all strong indicators of active engagement. Qualitative data from surveys and focus groups further confirmed that users found the chatbot helpful, motivating, and easy to interact with, leading many to voluntarily re-engage with the platform to improve their performance.
In contrast, traditional training was associated with more passive learning, lower engagement levels, and frequent distractions. Participants reported feeling less motivated and often disengaged from static delivery methods, suggesting that these approaches are insufficient in fostering real behavioral change or sustained learning.
A key implementation challenge was the cultural perception of games—and by extension, chatbot-led training—as informal or unserious, particularly among older staff members. Many participants, especially those around the median age of 39, were initially skeptical of the gamified interface and conversational format. This skepticism often stemmed from entrenched beliefs that games are meant for entertainment rather than professional development. However, once engaged, even hesitant users acknowledged the chatbot’s responsiveness, contextual explanations, and guided feedback as effective learning supports.
Another challenge was the tendency for staff to deprioritize training due to high workloads—a common issue in small NGOs operating with lean teams. The chatbot’s 24/7 availability, however, allowed staff to access the training at their convenience, which partially mitigated this issue. Still, sustained engagement required thoughtful scheduling and concise modules to align with real-world work constraints.
Based on these findings, several recommendations emerged to optimize chatbot-integrated gamified training: (1) culturally customizing chatbot prompts and scenarios to reflect local work realities; (2) embedding chatbot touchpoints into workflow systems for seamless integration. The study also recommended leveraging the chatbot to prompt peer-sharing and collaborative challenges, reinforcing cybersecurity knowledge through a mix of social and self-directed learning.

[bookmark: _Toc71][bookmark: _Toc201437457]5.5 Conclusion
This study demonstrates the potential of a RAG-enhanced, GPT-4-powered AI chatbot integrated into gamified cybersecurity training to significantly improve engagement, knowledge retention, and the practical application of cybersecurity concepts among employees in Kenyan non-profit organizations. Compared to traditional methods, the AI-supported approach not only sustained learner interest but also fostered proactive behaviors such as help-seeking and repeated platform use—indicating deeper cognitive processing and ownership of learning. The chatbot’s real-time, conversational guidance served as a scalable learning companion, capable of adapting to individual needs while offering consistent reinforcement of core security principles.
However, the viability of this approach is closely tied to addressing cultural perceptions around digital games and chat-based learning tools. Among older or less tech-comfortable participants, skepticism around the seriousness of game-like training and conversational AI remains a key barrier. Additionally, the success of chatbot-led training hinges on aligning with the operational realities of small NGOs, where limited staff capacity and resource constraints demand flexible, concise, and low-friction learning experiences.
Practical adaptations are essential to ensure long-term success and sustainability. These include customizing the chatbot’s content to reflect locally relevant threats and communication styles and embedding chatbot interactions into organizational workflows. Furthermore, real-time analytics from chatbot logs can support continuous improvement, while integrating peer learning opportunities can amplify engagement and foster a collaborative culture around cybersecurity.
In conclusion, while gamified training shows great promise, it is the AI chatbot’s interactive, personalized, and context-aware support that truly transforms this approach from a novel idea into a powerful tool for building digital resilience. When thoughtfully deployed within culturally and operationally grounded frameworks, chatbot-powered gamified training can help non-profits cultivate a workforce that is not only informed, but actively engaged in defending against evolving cybersecurity threats.

[bookmark: _Toc72][bookmark: _Toc201437458]5.6 Areas of Further Research
This study highlights several potential directions for further research on gamified cybersecurity training. Notably, the study did not evaluate the long-term effects of gamified training on cybersecurity behaviours. Future research could address this by exploring whether gamified training promotes lasting behavioural change, skill retention, and real-world application over time.
In addition, future studies could investigate the impact of culturally customized gamified content on engagement and learning outcomes within diverse Kenyan demographics. Examining how local scenarios, language adaptation, and culturally relevant visuals influence engagement could provide valuable insights to help non-profits make training more relatable and effective for different groups.
Future research could explore how gamified training and AI chatbot tools might be more deeply integrated within broader organizational cybersecurity systems. This includes examining how training aligns with workflows, employee accountability, and task performance, as well as integrating the chatbot with incident response platforms or phishing email reporting tools. Such integration could support real-time learning tied to actual threats, making training a seamless and proactive part of workplace culture.
Finally, comparative research across a wider range of organisations could reveal how similar gamified approaches perform in varied operational and organisational environments. Such broader studies would be instrumental in identifying best practices and refining scalable models for effective gamified cybersecurity training across different structural settings.
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@ Hithere! " Welcome to PhishGuard your Phishing Awareness Training Assistant for the SFA Foundation.

I'm here to help you spot suspicious emails, links, and messages—to prevent threat actors from accessing organisational and your
personal data.

Atany time, feel free to ask things like:
“How can | tellif an email is fake?"
“What do I doiif I clicked a bad link?"
“Can phishing happen on WhatsApp?”

Let's build your anti-phishing awareness together. Type your first question to get started!

Can phishing happen through internal emails?

Always verify unusual requests—even if they come from a colleague’s real email—especially if they ask for money, passwords, or

@ Yes, absolutely. Attackers sometimes compromise internal accounts and use them to phish others within the organization.
sensitive files.

What should | do if I accidentally click on a phishing link?

@ Don't panic, but act fast:

1. Disconnect from Wi-Fi (if possible).

2. Do not enter any info on the website you opened.

3. Report the incident to organisational ICT staff member.
4. If you entered credentials, change them immediately.

Reporting quickly can help prevent further damage.
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PARTICIPANT INFORMATION STATEMENT AND INFORMED CONSENT

PROJECT TITLE (MSc. APPLIED INFORMATION TECHNOLOGY THESIS —
AFRICA NAZARENE UNIVERSITY): Exploring Gamification with AI Chatbot Support

for Phishing Awareness Training: A Comparative Case Study at The Science for Africa
Foundation

‘What s the study about?

‘The purpose of this study is to determine the most effective training method at the
identification phase of cyber defense, specifically in combating ph

governmental organizations.

Who is carrying out the study

‘The project is led by Charles Mugambi Njagi an employee at the Science for Africa Foundation.
‘What does the study involve?

The general objective of this study is to investigate the impact of a gamified phishing
awareness training intervention—supported by an AI chatbot—within a small nonprofit
organization in Kenya. Specifically, it aims to determine whether such an approach can

outperform traditional methods in promoting cybersecurity awareness, information retention,
and behavioral resilince.

Participants will undergo both training approaches i.c. traditional or gamified depending on
their allocated cohort.

‘How much time will the study take?
The time required to complete the tests and training will take a maximum of one hour on a
selected weekday for a 5-week period. Consent to carry out the research within the organization
has already been granted to the researcher.

“an 1 withdraw from the study?
Your participation in this study is voluntary; you may decline to participate without penalt
‘Will anyone else know the results?
Tam committed to upholding the highest cthical standards in this research and will ensure that
‘your confidentiality and anonymity are strictly maintained throughout the study. The results of
the study will be published on the SFA Foundation intranet and will also be available at the

ican Nazarene University library

an 1 tell other people about the study?
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‘What if I require further information?

You can contact me at charlesmugambi@gmail.com or c.njagi@scienceforafrica.foundation for
any queries about this study.

Declaration of Consent

for participation in the research study:
“Exploring Gamification with AI Chatbot Support for Phishing Awareness Training: A
Comparative Case Study at The Science for Africa Foundation.”

1 have been informed of the study. I have read the written information. I have had the
opportunity to ask questions about the study. I have been able to think about my
participation in the study that is completely voluntary. I have the right to withdraw
my consent and quit from the study at any time without needing to give a reason.

1 agree to participate in the study:

Signature:

The undersigned, responsible researcher, declares that the said person has been informed orally
and in writing about the study mentioned above.

Signature:





image1.png




image2.png




