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ABSTRACT 

The increasing prevalence of cyber threats and fraudulent activities has heightened the 

need for robust security measures in the financial sector, particularly in customer onboarding 

processes. This study investigated the implementation of a blockchain technology framework 

to enhance the security and efficiency of the customer onboarding process at Equity Bank, 

one of Kenya’s leading financial institutions. The research aimed to assess the impact of 

decentralized ledger technology, cryptographic security, and consensus mechanisms on the 

onboarding process. The study is guided by four specific objectives: (1) To evaluate the 

current problem with Equity Bank's customer onboarding process. (2) To analyze the existing 

blockchain technology solutions to the customer onboarding process in other institutions. (3) 

To analyze the existing solutions and processes for customer onboarding and assess the use of 

blockchain technology at Equity Bank, Kenya. (4) To develop a blockchain framework for 

customer onboarding, explicitly focusing on Equity Bank Kenya. (5) To test the functionality 

of the developed framework for consumer onboarding at Equity bank, Kenya. Corresponding 

research questions were formulated to explore these objectives in detail. A mixed-methods 

approach was employed, combining qualitative interviews with Equity Bank staff, bank 

security experts, and customers and quantitative surveys to collect comprehensive data. The 

Technology Acceptance Model (TAM), Diffusion of Innovations Theory, Information 

Security Theory, Distributed Ledger Theory, and Operational Efficiency Theory provide the 

theoretical framework for the study. These theories helped the study understand the dynamics 

of blockchain technology's adoption, security enhancements, and efficiency improvements. 

The study's significance lies in its potential to inform Equity Bank’s strategy for 

implementing blockchain technology, contributing to the broader body of knowledge on 

fintech innovations, and guiding policy development for secure and efficient customer 

onboarding processes. In conclusion, the research underscores the transformative potential of 

blockchain technology in securing the customer onboarding process, highlighting its 

applicability in enhancing data protection, reducing fraud, and improving operational 

efficiency at Equity Bank. Future research could expand the scope to include comparative 

studies across different banks and regions, further testing the findings and exploring 

additional fintech innovations.  
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CHAPTER ONE 

1.1 Introduction 

In an increasingly digital world, the need for secure and efficient processes for 

onboarding customers has become paramount. The customer onboarding process is a critical 

phase in which new clients are introduced to a company’s services or products, and it involves a 

series of steps designed to verify their identity, gather necessary information, and ensure 

compliance with regulatory standards. However, this process often faces significant challenges in 

data security, fraud prevention, and operational efficiency. 

One promising solution to these challenges is the implementation of blockchain 

technology. Blockchain, a decentralized ledger system, offers robust security features, 

transparency, and immutability, which can potentially address many of the vulnerabilities 

associated with traditional onboarding systems. The core principles of blockchain technology 

distributed ledgers, cryptographic security, and consensus mechanisms make it an attractive 

option for enhancing the security of customer onboarding processes. 

This research explored the impact of a blockchain technology framework on securing the 

customer onboarding process. The independent variable in this study is the "Blockchain 

Technology Framework," which refers to integrating blockchain technology into the onboarding 

process, which was aimed at automating and securing the entire process. This framework 

includes using smart contracts, decentralized identity verification, and cryptographic validation 

to secure and streamline the onboarding procedure. The dependent variable is the "Security of 

the Customer Onboarding Process," which encompasses various aspects such as data protection, 

fraud prevention, and the overall integrity of the onboarding process. Security concerns in this 
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context include protecting customer data from unauthorized access, ensuring the authenticity of 

customer information, and maintaining compliance with regulatory requirements. 

1.2 Background of the Study 

1.2.1 Global View of Blockchain Frameworks in Secure Customer Onboarding. 

In the digital age, customer onboarding is crucial to global organizational operations. It 

involves collecting and verifying personal and financial information, which must be handled 

securely to prevent identity theft, fraud, and unauthorized access to sensitive data. Traditional 

onboarding systems often rely on centralized databases and manual verification processes, which 

can be vulnerable to breaches and inefficiencies (Meyer & Gupta, 2021). 

Blockchain technology has emerged as a revolutionary solution for enhancing security 

and efficiency in various sectors. By leveraging decentralized ledger technology, blockchain 

offers a tamper-proof system where transactions are recorded securely, transparently, and 

immutably (Swan, 2020). The blockchain application in customer onboarding can provide 

several advantages, including enhanced data security, reduced fraud risk, and improved 

compliance with regulatory standards (Crosman, 2022). Studies have demonstrated that 

blockchain’s cryptographic methods and decentralized verification processes can significantly 

mitigate risks associated with data breaches and fraud (Tapscott & Tapscott, 2021). 



13 

 

1.2.2 Regional View of Blockchain Frameworks in Secure Customer Onboarding 

In Africa, the challenges associated with customer onboarding are compounded by a lack 

of robust digital infrastructure and high rates of financial exclusion. Many African countries face 

issues related to data privacy, cybersecurity, and inefficient traditional systems for customer 

verification (KPMG, 2022). The high prevalence of fraud and identity theft has made secure 

onboarding a critical concern for financial institutions and service providers across the continent. 

Blockchain technology presents a promising solution for addressing these issues. For 

instance, blockchain’s decentralized nature can offer enhanced security for financial transactions 

and identity verification, which is particularly beneficial in regions with less established data 

protection frameworks (Munyoro, 2023). Several pilot projects and initiatives in African 

countries are exploring the potential of blockchain to secure customer onboarding processes and 

enhance financial inclusion (World Bank, 2021). These initiatives demonstrate a growing interest 

in leveraging blockchain to overcome challenges and improve operational efficiencies. 

1.2.3 Local View of Blockchain Frameworks in Secure Customer Onboarding 

In Kenya, the customer onboarding process is a key area of focus due to the rapid digital 

transformation and growth of the financial sector. With the rise of mobile banking and fintech 

solutions, there is an increasing demand for secure and efficient methods to onboard new 

customers (Omondi & Mutiso, 2022). However, the traditional systems in place often face issues 

related to data security, fraud, and compliance with regulatory requirements. 

Blockchain technology has the potential to address these challenges effectively. For 

example, Kenya’s embrace of blockchain in various sectors, including finance and agriculture, 

indicates a willingness to innovate and adopt advanced technologies for better security and 

efficiency (Juma & Mwangi, 2023). Kenya's government and private sector are exploring 
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blockchain applications to enhance security in customer onboarding, streamline processes, and 

ensure compliance with data protection regulations (Kenyan Ministry of ICT, 2023). Using 

blockchain for secure customer onboarding could improve trust and transparency and support 

Kenya’s broader digital economy goals. While the global perspective highlights the benefits of 

blockchain for securing customer onboarding, the African and Kenyan contexts emphasize the 

relevance of these advancements in addressing local challenges related to data security and 

operational inefficiencies. Integrating blockchain technology could improve security and 

efficiency in customer onboarding processes across different regions at Equity Bank. 

1.3 Statement of the Problem 

The customer onboarding process in the banking sector is a critical yet challenging 

component of operations. At Equity Bank Kenya, onboarding new customers involves complex, 

time-consuming, and resource-intensive procedures, including manual Know Your Customer 

(KYC) checks, document verifications, and compliance with stringent regulatory requirements. 

These inefficiencies often result in delays, increased operational costs, a suboptimal customer 

experience, and, more importantly, jeopardize individual account security. Furthermore, the 

existing onboarding methods are prone to data security vulnerabilities, including identity theft 

and fraud, compromising customer trust and the bank's reputation. 

Despite significant advancements in financial technology, a gap remains in leveraging 

innovative solutions, such as blockchain, to address these challenges effectively. With its 

inherent transparency, immutability, and decentralized control, blockchain technology offers a 

promising avenue for automating and securing customer onboarding. However, existing studies 

and implementations fail to provide a tailored framework that meets the unique needs of Equity 
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Bank and aligns with the Kenyan banking ecosystem. This leaves the bank reliant on outdated 

systems that cannot meet customers' evolving needs and regulatory demands. 

Moreover, the Kenyan banking sector faces additional challenges due to its limited 

technological infrastructure, including serving a diverse customer base encompassing rural and 

unbanked populations. While blockchain could address these issues, its full potential remains 

untapped due to the absence of validated frameworks tailored to this context. This creates a 

significant gap between the theoretical promise of blockchain technology and its practical 

application in enhancing customer onboarding at Equity Bank. 

To address these challenges, a blockchain-based framework tailored to Equity Bank 

Kenya's specific requirements needs to be developed and validated. This framework must 

streamline and secure the onboarding process, integrating seamlessly with the bank's existing 

systems while ensuring compliance with local regulations. By bridging the gap between 

blockchain’s potential and its practical application, this research aims to transform the customer 

onboarding experience at Equity Bank, setting a precedent for innovation in Kenya's financial 

sector.  

Finally, Equity Bank Kenya, a financial institution, faces numerous challenges in its 

existing practices and during the onboarding process for new customers. According to a study 

conducted by Martino in 2019, using manual procedures is a significant obstacle. Many banks 

continue to employ outdated banking procedures, which can include extensive paperwork, the 

physical submission of documents, and manual data entry. The enrollment procedure is hindered 

by labor-intensive, time-consuming, and manual operations, resulting in reduced efficiency and 

speed. 
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1.4 General Objective 

To develop a blockchain technology framework for the security of the customer onboarding 

process, focusing on process automation and effectiveness in enhancing data protection, reducing 

fraud risk, and improving overall process efficiency. 

1.4.1 Specific Objectives 

 

(i) To evaluate the current problems of Equity Bank, Kenya, concerning the customer 

onboarding process. 

(ii) To examine existing blockchain solutions for customer onboarding in other organizations. 

 

(iii)To analyze the existing solutions and processes for customer onboarding and assess the 

use of blockchain technology at Equity Bank, Kenya.  

(iv) To develop a blockchain framework for customer onboarding focusing on Equity Bank, 

Kenya. 

(v) To test the functionality of the developed framework for consumer onboarding at Equity 

Bank, Kenya.    

1.5 Research Questions 

(i) What are the current problems with the current customer onboarding and security process 

at Equity Bank, Kenya?  

(ii) What are the existing blockchain solutions for customer onboarding in other 

organizations? 

(iii) What are the existing solutions to the customer onboarding process at Equity Bank 

Kenya?  

(iv) What are the key components and design considerations for developing a blockchain 

framework to improve the customer onboarding process at Equity Bank, Kenya? 



17 

 

(v) How effective is the proposed blockchain-based technology framework in securing and 

automating the customer onboarding process at Equity Bank, Kenya? 

1.6 Significance of the Study 

The significance of this study lies in its potential to offer valuable insights into the 

application of blockchain technology in enhancing the security and efficiency of the customer 

onboarding process. The study is significant for several reasons: The research thoroughly 

evaluated how blockchain technology can strengthen data protection during customer 

onboarding. With increasing concerns about global data breaches and privacy violations, this 

study will contribute to understanding how blockchain’s cryptographic features and 

decentralized ledger system can address these security issues. This knowledge is crucial for 

organizations seeking to safeguard sensitive customer information and comply with data 

protection regulations. 

By examining the impact of blockchain technology on reducing fraud and identity theft, 

the study will offer insights into how blockchain’s verification and validation mechanisms can 

enhance the integrity of the onboarding process. This is particularly important in regions with 

high financial fraud and identity theft rates. The findings could help financial institutions and 

service providers implement more secure systems, thereby reducing the incidence of fraud and 

increasing customer trust. 

The study assessed how implementing blockchain technology affects the overall 

efficiency of the customer onboarding process. This includes evaluating improvements in 

processing times and cost reductions. Optimizing the onboarding process for businesses, 

particularly those in the financial sector, can lead to significant operational benefits, including 

cost savings and better customer experiences. The insights gained could support organizations in 
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making informed decisions about adopting blockchain solutions to enhance their operational 

efficiency. 

This research contributed to knowledge of blockchain technology and its applications 

across various sectors. By focusing on the customer onboarding process, the study will 

contribute to the academic literature on blockchain’s practical benefits and limitations, especially 

in the banking sector. This can provide a foundation for future research and innovation, guiding 

subsequent studies and technological advancements. 

The findings of this study will have implications for policymakers and industry 

practitioners. Understanding how blockchain technology can enhance security and efficiency in 

customer onboarding may inform the development of regulatory frameworks and industry 

standards. Policymakers can use the insights to develop guidelines that promote the secure and 

effective adoption of blockchain technology, while practitioners can leverage the findings to 

implement best practices in their onboarding processes 

1.7 Scope of the Study 

The study area encompasses assessing and optimizing the key customer onboarding 

process at Equity Bank Kenya, utilizing blockchain technology. As previously discussed, it 

examines the current challenges associated with the onboarding process, including inefficiencies, 

security risks, and the reliance on manual onboarding processes. The study identifies areas of a 

blockchain application that can enhance operations, including KYC checks, data integrity, and 

customer experience. Additionally, it explores the potential of utilizing blockchain for storing, 

sharing, and ensuring the trustworthiness of customer data. It examines the feasibility of 

implementing smart contracts to reduce compliance verification and overhead costs. It also 

presents results on compliance with regulatory and security requirements, particularly 
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concerning the Kenyan data protection legislation and the Central Bank of Kenya (CBK) 

regulations. Lastly, the study aims to propose potential solutions for implementing blockchain in 

Equity Banks and to determine the percentage improvement in cost savings, efficiency, and 

customer satisfaction. 

Equity Bank is an ideal choice for this study due to its leading position in Kenya's 

banking sector, its emphasis on digital transformation, and its large customer base. Serving over 

18 million customers across Kenya and East Africa as of 2023, Equity Bank's extensive and 

diverse clientele provides an excellent foundation for testing scalable and robust blockchain 

solutions. The bank is well-known for its commitment to innovation in digital banking, offering 

mobile and online banking services that align with the adoption of blockchain technology. 

Despite its advancements, Equity Bank faces challenges in ensuring efficient and secure 

customer onboarding processes while maintaining compliance with anti-money laundering 

(AML) and KYC regulations. Blockchain technology can address these issues by streamlining 

workflows and automating processes prone to human error. 

Equity Bank’s commitment to regulatory compliance further strengthens its suitability for 

this study. Kenya’s Data Protection Act of 2019 emphasizes data security and transparency, 

which align with the inherent strengths of blockchain. Equity Bank’s compliance leadership 

makes it a strong candidate for piloting blockchain-based solutions. Additionally, as one of 

Kenya's most influential financial institutions, improvements in Equity Bank’s onboarding 

process could set industry standards and encourage adoption across the sector. From an 

economic perspective, blockchain solutions have been shown to reduce operational costs by up 

to 30% for financial institutions, according to Deloitte. Such cost savings and improved return on 

investment could be significant for a bank of Equity's scale. In conclusion, the study’s focus on 
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Equity Bank allows the creation of a secure, efficient, and scalable customer onboarding 

framework. It addresses existing challenges and reinforces the bank’s reputation as a leader in 

innovation, setting a precedent for other financial institutions in Kenya and beyond. 

1.9 Limitations  

Stakeholder Perspectives: 

The perspectives gathered from Equity Bank staff with a focus on customer’s 

representatives, and IT professionals may be subjective and may not fully represent the views of 

all relevant stakeholders. The information provided by the equity bank professional may not be 

adequate for the application of other banks and, to some extent, may be outdated or too advanced 

to be applied to other banks.  

1.10 Assumptions 

The study assumed that blockchain technology can be effectively integrated within 

Equity Bank’s existing infrastructure and will have a measurable impact on the customer 

onboarding process and the security of customer accounts. It is assumed that Equity Bank staff, 

customer representatives, and other stakeholders will provide honest and accurate feedback 

regarding their experiences with the onboarding process and the potential benefits of blockchain 

technology. 

The study assumed that regulatory requirements related to data protection and financial 

transactions would remain consistent throughout the research period and that these regulations 

would align with implementing blockchain technology. Finally, it is assumed that the blockchain 

technology framework considered in the study will remain stable and will not undergo 

significant changes during the research period that could affect the outcomes. 
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1.11 Theoretical framework 

1.11.1 Technology Acceptance Model (TAM): 

The Technology Acceptance Model (TAM) guided the study, providing a framework for 

understanding how users accept and utilize new technologies. This model suggests that perceived 

ease of use and usefulness influence technology adoption (Davis, 2021). In the context of 

blockchain technology at Equity Bank, TAM helped analyze how the bank’s staff and customers 

perceive the benefits and challenges of adopting blockchain for onboarding. TAM is crucial for 

evaluating how Equity Bank’s employees and customers perceive blockchain technology. It 

focuses on perceived ease of use and usefulness, which can help assess whether the respondents 

find blockchain technology straightforward and beneficial for customer onboarding. By applying 

TAM, the study can predict the likelihood of successful implementation of blockchain 

technology based on respondents’ attitudes. This helps in understanding barriers to adoption and 

designing strategies to enhance acceptance. TAM guided the assessment of how different 

stakeholders at Equity Bank perceive the technology. For instance, if employees find blockchain 

technology complex or not beneficial, it could impact its integration and effectiveness 

1.11.2 Information Security Theory: 

Information Security Theory, which focuses on protecting information systems from 

unauthorized access and ensuring data integrity and confidentiality, will provide a basis for 

evaluating how blockchain technology enhances data protection during customer onboarding 

(Bertino & Sandhu, 2021). This theory helped assess the effectiveness of blockchain’s 

cryptographic and decentralized features in securing customer data. This theory is fundamental 

for analyzing how blockchain’s features, such as cryptographic security and decentralized 

ledgers, enhance the protection of customer data during the onboarding process. Addressing 
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Security Challenges: It provides a framework for understanding how blockchain addresses 

common security issues such as unauthorized access, data breaches, and fraud, making it relevant 

for evaluating the effectiveness of blockchain in improving data security. The study will use 

information security theory to measure the improvements in data protection resulting from 

blockchain implementation, which will help to evaluate whether blockchain’s security features 

meet the needs of Equity Bank’s customer onboarding process. 

1.11.3 Distributed Ledger Theory: 

The concept of distributed ledgers refers to the protocols and technical framework that 

enable multiple users to simultaneously access, validate, and update records in a networked 

database. Distributed ledger technology (DLT) is the foundational technology for blockchains, 

minimizing the need for audits, ensuring data reliability, and granting access to only those who 

require it while also allowing users to view who made changes and when. The theory is correct 

because it permits encryption for safe and accurate data storage. Encryption "keys" and digital 

signatures provide access to the data. The database becomes immutable after storing the data; the 

ledger is governed by the network rules encoded in the database's programming code. 

Distributed ledgers are more secure than centralized ones due to their encryption and 

decentralization, and an attack on one copy cannot succeed unless all copies throughout the 

network are compromised simultaneously. Further streamlining, improving, and decreasing the 

overall cost is the peer-to-peer sharing and updating of records. A distributed ledger network 

maintains a duplicate ledger on each node.  

A network can consist of an unlimited number of these devices, which are known as 

nodes. It is the practice for all nodes to log any modifications made to the ledger, including data 

transfer between blocks. Because every node stores a copy of the ledger, the most up-to-date 
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version is continuously updated and publicized. After the network agrees on the legitimacy of the 

most recent ledger, the transactions are sealed, encrypted, and used as a foundation for 

subsequent transactions. Blockchains work because each includes encrypted information about 

the block before it, making them immutable. The ability to create a distributed, unchangeable 

ledger of transactions is a key feature of this fundamental blockchain notion. It can provide a 

transparent and secure method for storing and testing consumer information among various 

stakeholders during the onboarding process. 

1.12 Conceptual Framework 

A conceptual framework is a visual or written representation illustrating a study's key 

concepts, variables, and relationships. It serves as a guide for the research process, helping to 

clarify the research questions, objectives, and hypotheses. In this study, the conceptual 

framework outlines the key components of blockchain technology, decentralized ledger 

technology, cryptographic security, smart contracts, and consensus mechanisms, as well as their 

impact on the security and efficiency of the customer onboarding process at Equity Bank. By 

mapping out these elements, the conceptual framework provides a structured approach to 

understanding how each aspect of blockchain technology contributes to enhancing data 

protection and operational performance. It also helps identify the relationships between 

independent variables (blockchain technology constructs) and the dependent variable (customer 

security during onboarding), thus facilitating a more focused and coherent investigation (Miles & 

Huberman, 1994; Maxwell, 2013). 
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Blockchain Technology Framework                Security and Automation of the Customer 

Onboarding Process 

Independent Variable                                                                     Dependent Variable 

 

 

 

 

 

 

 

 

 

 

       

 

 

Figure 1.1: Conceptual framework.  
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How the variables influenced the study 

In this study, the independent variable, the blockchain technology framework, 

significantly influenced the design and direction of the research by shaping how the customer 

onboarding process could be transformed through technology. The use of blockchain introduced 

core components such as smart contracts, data encryption, decentralized identity verification, and 

immutable records, which were central to evaluating the security and automation potential within 

Equity Bank. By focusing on blockchain as the independent variable, the study aimed to assess 

how this technological intervention could address existing challenges in the onboarding process, 

such as data breaches, delays, manual verification, and regulatory compliance inefficiencies. 

The dependent variable, the customer onboarding process, was directly affected by the 

implementation and features of the blockchain framework. The study found that as the 

blockchain system was integrated into the onboarding workflow, there were measurable 

improvements in data security, faster processing times, reduced human error, and enhanced 

customer trust. These outcomes highlighted a positive correlation between the adoption of 

blockchain and the performance of the onboarding system. Overall, the interaction between these 

variables allowed the research to evaluate both the feasibility and the practical benefits of 

adopting blockchain technology in banking operations, using Equity Bank as a case study. 
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CHAPTER TWO 

A LITERATURE REVIEW 

2.1 Introduction 

In the digital age, customer onboarding processes have evolved, yet they still pose 

significant challenges for financial institutions, particularly regarding security, efficiency, and 

compliance. Traditionally, banks and financial service providers have relied on manual 

verification processes, centralized databases, and physical documentation to onboard customers. 

However, these methods have increasingly been exposed to risks, including data breaches, 

identity theft, fraud, and inefficiencies. Blockchain technology has emerged as a transformative 

solution to these challenges, offering a decentralized, transparent, and secure method for 

managing customer onboarding data. 

This chapter provides a comprehensive review of the existing literature on blockchain 

technology and its potential role in enhancing the customer onboarding process in financial 

institutions. The review focuses on the following key areas: the security challenges in the 

traditional customer onboarding process, the application of blockchain technology in addressing 

these challenges, global and regional perspectives on blockchain adoption, and the specific 

implications for Kenya’s financial sector. The chapter also identifies gaps in the existing 

research, emphasizing the need for further investigation into the implementation of blockchain 

frameworks in the Kenyan banking industry. 
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2.2 Understanding Blockchain technology and its application.  

The blockchain has recently garnered significant attention. Blockchain is a distributed 

ledger technology that enables the transparent and secure recording of digital transactions. The 

blockchain, a decentralized ledger system, is independently maintained by each network node 

(Yli-Huumo et al., 2016). Belotti et al. (2019) conducted research highlighting the significance 

of decentralization in blockchain technology. This research indicated that Blockchain technology 

operates on a decentralized network of individual nodes, unlike traditional centralized systems. A 

central authority is responsible for confirming and verifying transactions in classic centralized 

systems. These systems encompass both governmental and corporate entities. However, 

according to Belotti et al. (2019), blockchain depends on peer-to-peer networks. Due to the 

decentralized nature of the blockchain network, it is impervious to attempts to modify or limit its 

data, as no central authority governs it. The ledger remains intact due to the network's consensus 

on testing transactions. This literature contributes to the study by explaining the meaning and 

utility of blockchain technology within the banking system.  

According to Zheng et al. (2018), an additional crucial factor to examine is the influence 

of blockchain technology on user anonymity, which is critical to the banking system. 

Cryptographic techniques enabled the creation of blockchains by securely connecting each 

transaction to the preceding one. Due to the cryptographic link, it is now highly challenging, if 

not impossible, to clandestinely modify or influence previous transactions. Zheng et al. (2018) 

highlight that the decentralized nature and dependence on a consensus mechanism of the 

blockchain network offer additional security against intrusions and attacks. 
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Customer Onboarding in Financial Institutions 

Customer onboarding refers to the process by which financial institutions gather, verify, 

and approve the necessary information to enroll new clients. According to Patil and Sharma 

(2021), onboarding is critical for regulatory compliance and ensuring the safety and security of 

financial transactions. However, the traditional methods used for customer onboarding are often 

inefficient and prone to security vulnerabilities. Manual verification processes, extensive 

paperwork, and centralized databases create opportunities for fraud, data breaches, and delays in 

service delivery (Martino, 2019). These inefficiencies are further exacerbated in developing 

countries, where digital infrastructure is often underdeveloped. 

A significant challenge in the onboarding process is collecting and verifying customer 

data. Financial institutions typically must coordinate with multiple departments and external 

databases, such as identity systems, credit bureaus, and regulatory bodies. Patki and Sople (2020) 

note that this process can be time-consuming, labor-intensive, and prone to human error, leading 

to delays and compromised data security. As mobile banking and fintech services continue to 

expand, particularly in developing economies like Kenya, the demand for faster, more secure, 

and more efficient onboarding processes has intensified. 

Globally, the financial sector has grappled with many cyber threats, including data 

breaches, identity theft, and fraud. The Ponemon Institute (2023) reports that the average cost of 

a data breach globally was $4.45 million in 2022, reflecting the severe financial consequences of 

compromised security. The Identity Theft Resource Center (2023) documented over 1,800 data 

breaches in the United States alone, exposing more than 22 billion records. These breaches 

highlight the vulnerabilities in traditional customer onboarding processes, which rely on 

centralized databases susceptible to hacking and unauthorized access. 
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In Africa, the challenges are even more pronounced due to less advanced digital 

infrastructures and higher rates of financial exclusion. A report by the African Union (2023) 

revealed that over 60% of banks across the continent lack comprehensive data protection laws, 

increasing their susceptibility to cyber threats. In Kenya, the Central Bank of Kenya (2023) has 

reported a 15% increase in fraud and identity theft cases in the financial sector, underscoring the 

need to enhance customer data security. The rapid growth of mobile banking, which resulted in 

over 1.2 billion transactions in 2022, has further highlighted the limitations of traditional 

onboarding methods in protecting customer data (Central Bank of Kenya, 2023). 

Blockchain technology is increasingly recognized as a viable solution to the challenges 

posed by traditional customer onboarding processes. Blockchain's decentralized ledger system 

offers a secure, transparent, and tamper-proof method for storing and verifying customer data. 

By eliminating the need for intermediaries and reducing the reliance on centralized databases, 

blockchain enhances data security and minimizes the risk of fraud (Natarajan et al., 2022). This 

is particularly crucial in financial institutions, where the integrity and confidentiality of customer 

data are paramount. 

Patil and Sharma (2021) suggest that blockchain technology can streamline onboarding 

by enabling real-time customer information verification. Through smart contracts, customer data 

can be securely verified and shared across multiple departments and regulatory bodies without 

manual intervention. This reduces the time and costs associated with onboarding, ensuring the 

data is accurate and secure. Blockchain also enables financial institutions to comply with Know 

Your Customer (KYC) and Anti-Money Laundering (AML) regulations by providing a 

transparent and auditable record of all transactions (Ramachandran et al., 2020). 
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In Kenya, where mobile banking and fintech services are rapidly expanding, blockchain 

technology offers a promising solution for enhancing customer onboarding. Equity Bank Kenya, 

for example, has identified blockchain as a potential tool for enhancing the efficiency and 

security of its onboarding procedures (Martino, 2019). By adopting blockchain, the bank aims to 

reduce fraud, improve data protection, and accelerate onboarding, ultimately improving customer 

satisfaction. 

Globally, financial institutions are increasingly adopting blockchain technology to 

improve customer onboarding processes. In India, Patki and Sople (2020) report that several 

banks have successfully implemented blockchain solutions to streamline data collection and 

verification, resulting in faster onboarding times and reduced fraud risks. Blockchain's ability to 

provide a decentralized and immutable record of customer data has proven particularly effective 

in preventing identity theft and ensuring the accuracy of customer information. In Africa, the 

adoption of blockchain technology is still in its early stages, but its potential to address issues of 

financial exclusion and data security is significant. The World Bank (2022) estimates that 

financial fraud and identity theft cost the African banking sector approximately $1.2 billion 

annually, highlighting the critical need for secure onboarding solutions. Blockchain's ability to 

provide a secure, decentralized platform for managing customer data can help mitigate these 

risks while improving access to financial services for underserved populations (African Union, 

2023). 

Kenya's financial sector has experienced rapid growth, particularly in mobile banking and 

fintech services. However, this growth has also exposed the sector to significant security 

challenges. The Kenyan Financial Sector Deepening (FSD) report (2023) notes that 40% of 

financial institutions in Kenya face challenges related to data security and customer verification 
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during the onboarding process. Blockchain technology has been identified as a potential solution 

to these challenges by providing a secure, decentralized method for managing customer data. 

Equity Bank Kenya is among the financial institutions exploring blockchain technology to 

improve its customer onboarding process. According to Martino (2019), Equity Bank aims to use 

blockchain to reduce fraud, improve data protection, and enhance the overall efficiency of its 

onboarding procedures. Blockchain's ability to securely store and verify customer data without 

intermediaries can help banks overcome the inefficiencies and security vulnerabilities associated 

with traditional onboarding methods. 

Despite its potential, implementing blockchain technology in customer onboarding is not 

without challenges. Natarajan et al. (2022) highlight the lack of regulatory frameworks and 

standardization as major barriers to blockchain adoption in the financial sector. Additionally, the 

high costs associated with implementing blockchain solutions can be prohibitive for smaller 

financial institutions (Ramachandran et al., 2020). These challenges are particularly pronounced 

in Kenya, where the digital infrastructure is still developing. However, as more financial 

institutions explore blockchain technology, there is potential for overcoming these barriers. The 

development of clear regulatory frameworks and the increasing availability of blockchain 

solutions tailored to the needs of financial institutions in developing economies could facilitate 

broader adoption in the coming years (Patil & Sharma, 2021). 

2.2.1 Evaluating current Onboarding Challenges at Equity Bank 

In economically disadvantaged countries such as Kenya, where blockchain technology is 

still limited, there is a growing inclination to leverage this technology to foster innovation and 

address socioeconomic challenges. The use of blockchain technology in Kenya is currently in its 

nascent stage; however, recent advancements suggest that the country's banking sector is on the 
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verge of embracing it. Kenya's government has shown a keen interest in exploring the potential 

and applications of blockchain technology through its various programs and projects. Currently, 

no legal structure is in place to regulate blockchain technology. Nevertheless, the administration 

has explicitly expressed its openness to embracing the digital revolution brought about by new 

technologies. The Kenya Innovation Hub has established the Blockchain Challenge as part of its 

efforts to promote innovation and collaboration in the blockchain sector (IASP, 2019). Kenyan 

banks and fintech startups are exploring the possible applications of blockchain technology. 

Equity Bank Kenya distinguishes itself among Kenya's major financial institutions due to its 

notable interest in blockchain technology and its active efforts to explore its practical uses. 

Several local fintech startups are now developing blockchain-based solutions for various 

financial services, such as payment processing, identity management, and money transfers. 

Mosweu et al. (2021) assert that most blockchain applications in Kenya's banking 

industry are focused on managing digital identities, facilitating international payments, 

processing remittances, and supporting trade financing. The rationale for this is that with 

blockchain technology, Kenyan banks get enhanced transparency, efficiency, and security. 

Blockchain technology can enhance the traceability of transactions, expedite their processing, 

and reduce the associated costs in international payments. Blockchain-based digital identification 

systems can offer safe and decentralized identity verification, minimizing fraud and enhancing 

trust. 

Blockchain-based solutions might be advantageous for underserved and unbanked groups 

as they enable their integration into the current financial system, as emphasized by Alam et al. 

(2021). This has the capacity to enhance economic growth, foster entrepreneurship, and reduce 

poverty rates. To successfully adopt blockchain technology, it is crucial to possess expertise and 
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understanding in this domain. Seminars, educational efforts, and corporate partnerships can 

enhance the utilization of blockchain technology in Kenya. Collaboration among government 

agencies, enterprises, and academic institutions can facilitate the advancement of blockchain 

research and development, as well as streamline the recruitment of highly skilled workers. 

Mosweu et al. (2021) argue that Kenya faces several regulatory obstacles that hinder the 

complete adoption of blockchain technology despite its potential advantages. Businesses and 

investors are perplexed due to the absence of a definitive legal framework governing blockchain 

technology and cryptocurrencies. The Bank of Kenya and other regulatory agencies are closely 

monitoring the progress of blockchain technology as they evaluate its advantages and 

disadvantages. 

To overcome the regulatory constraints they face, the financial institutions in Kenya must 

adopt a proactive approach. Engaging in dialogue with authorities, participating in industry 

forums, and fostering collaboration with technology suppliers are all methods to create an 

environment that encourages the implementation of blockchain technology, addresses regulatory 

issues, and establishes compliance frameworks. Regulatory organizations and financial 

businesses must maintain ongoing interaction to adapt to the dynamic blockchain technological 

landscape, safeguard consumers, and ensure the financial system's stability. 

When it comes to onboarding, banks in developing countries such as Kenya have 

numerous considerations. The Anti-Money Laundering (AML) law of Africa is an instance of a 

set of regulations created to deter financial offenses such as fraud and the illegal concealment of 

illicit funds.  As part of the onboarding process, banks in a developing country must authenticate 

every customer's integrity and reliability.  

When it comes to creating a bank account, businesses consistently follow the same steps every 
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time. In 2018, organizations expressed the highest level of apprehension around the General Data 

Protection Regulation (GDPR). In order to comply with GDPR requirements, it is imperative that 

no data that could potentially identify an individual, directly or indirectly, is stored on the 

blockchain.  

Buitenhek (2016) states that to enable network sharing, a secure connection must be 

established. This method will ensure the protection of your client's "right to be forgotten." 

Customers have the option to exclude themselves from the external database and, consequently, 

the blockchain if they do not want to disclose their data.  

Schuetz et al. (2020) argue that integrating additional services and technologies, such as a fraud 

management module, can improve the functionality of the blockchain network. Thus, the 

network that first holds data on companies' onboarding processes will ultimately transform into a 

database that stores information on organizations' identities. Furthermore, it envisions the 

capability to communicate this information to other enterprises directly. This corporate identity 

will enable organizations to collaborate with unprecedented speed and complete transparency. 

Blockchain technology enables organizations to optimize efficiency and reduce costs by 

facilitating the publication of data in a single instance. The users have complete control over 

their data and have the authority to determine with whom they wish to share it. 

The revolutionary potential of blockchain technology to disrupt established financial 

processes has generated significant interest, particularly within the banking industry. Shah et al. 

(2018) conducted a study that found that one of the main advantages of blockchain technology in 

the banking sector is its ability to improve efficiency by facilitating faster and more effective 

payments and transactions. Blockchain technology eliminates intermediaries, reducing 

transactions and operations costs for consumers and enterprises (Shah et al. 2018). 
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2.2.2 Analysis of Onboarding Solutions and Blockchain Use at Equity Bank 

Onboarding at equity involves integrating new users into the bank's system and verifying their 

legitimacy to prevent financial fraud. This involves the collection of personal data (such as name, 

address, and age), together with procedures for verifying identity and adhering to KYC (know 

your customer) requirements, all done to ensure compliance with regulations. 

During the onboarding process, users are provided with information and instructions to 

facilitate communication with the bank in the event of any inquiries regarding their accounts. 

This entails providing users with access to a self-service repository of information, employing 

product tours as a means of instruction, and receiving payments via credit or debit cards. 

Although this technique seems to be of high quality, it still relies significantly on human 

involvement and lacks strong security safeguards. Furthermore, a comprehensive and seamless 

onboarding procedure ensures adherence to all regulatory verifications and security protocols for 

customer accounts while reducing the time it takes to achieve value and enhance customer 

satisfaction. Several difficulties are now affecting the procedure in Kenyan banking institutions, 

which include:  

Disorganization 

According to the Deloitte report 2023, almost 38% of clients discontinue their 

relationship during the onboarding period. The bank's services are hindered by a slow and 

disorganized process that lacks clear security safeguards, undermining customer confidence. A 

significant challenge in achieving a smooth onboarding and security process is the lengthy 

duration required for customers to complete each stage. Customers may experience frustration 

with this process when they are consistently requested to supply the same information to several 

entities. The Deloitte analysis predicts that customers are likely to churn if they are dissatisfied 
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with the onboarding process. Utilizing blockchain technology to oversee the process is essential 

due to the consolidation of data in a central area, which simplifies the adoption of security 

measures.  

 Challenges pertaining to the validation and quality of data 

The bank faces the second significant difficulty of data quality and verification in its 

onboarding process. According to Yadav et al. (2019), banks must adhere to many laws and 

regulations, including the Know Your Customer (KYC) guidelines. Although these rules have 

noble objectives in addressing money laundering and fraud, they may introduce additional 

intricacy and prolong the onboarding process, which can, therefore, affect the client experience.  

Moreover, digital customer onboarding emphasizes the importance of accurate and reliable data.  

Verification of Compliance and Know Your Customer (KYC) process: 

Compliance and KYC checks are essential for verifying consumer authenticity and 

ensuring adherence to regulatory requirements. Gathering Documentation: To verify the client's 

identity, it is necessary to collect and authenticate key identification documents, such as 

passports, driver's licenses, or government-issued IDs. AML Screening: To effectively detect and 

prevent money laundering, it is imperative to conduct comprehensive anti-money laundering 

(AML) inspections. In order to stay abreast of the constantly evolving demands, it is imperative 

that you continually revise and update your AML policies and procedures.  

Customer Consent and Participation: 

Respecting clients' choices and legal obligations is of utmost importance, as it requires explicit 

approval and management of opt-ins. Legal documents: Provide your clients with uncomplicated 

authorization documents that clearly outline the details of data exchange and utilization. Provide 
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customers with the choice to receive specific communications or services by selecting a 

checkbox. Offer precise management of consumer preferences at a detailed level.  

Client profiling: Equity Bank has a strategy of inquiring about clients' banking history, personal 

preferences, and financial ambitions to accomplish this. Utilize this information to categorize 

customers into several groups based on their specific needs and levels of risk. Offer personalized 

product recommendations to customers based on an analysis of their profile information. For 

risk-averse individuals nearing retirement, offering retirement planning services or low-risk 

investment options is advisable. Regardless of whether the connection is conducted online or in 

person, it is essential to consistently address the client by their name to provide a personalized 

experience. Establish effective communication with each individual by customizing your 

welcome message and advice to cater to their unique requirements. 

Before opening an account, clients must know your bank's banking services and products. 

Individuals need to ascertain the reliability of their bank in safeguarding their funds. The degree 

of customer motivation to engage in onboarding is closely correlated with the effectiveness of 

the onboarding process execution. During this stage, clients must provide basic demographic 

information, including their name, address, and identification. The bank can utilize this data to 

substantiate its authenticity and fulfill all regulatory requirements. 

Implementing a streamlined onboarding process for your customers is currently the 

opportune moment. Install automated teller machines (ATMs) at the designated site. Customers 

can independently access and complete many onboarding stages without the assistance of bank 

personnel by utilizing kiosks for repetitive tasks. Customers may have extended waiting times if 

they rely on a bank employee to address their inquiries or do menial tasks. Kiosks offer the 

convenience of modern document scanners and biometric authentication technology. 
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Verifying the customer's details is the last step in officially opening a bank account. 

Customers can choose from various accounts, such as savings, checking, and credit card 

accounts, to fulfill their individual financial needs. To authenticate your identification, the bank 

requires specific documentation. Forms such as knowledge-based authentication, real-time 

government ID verification, or in-person verification can all be included within this category. 

Customers must thoroughly review the terms and conditions to understand the account's 

operation and any associated fees or charges. 

A customer of excellent reputation and high regard has been successfully registered with 

the bank! For banks to establish a durable bond with their new customers, they must excel during 

this particular period. Banks create a welcoming atmosphere for their clients by offering friendly 

greetings and providing a clear description of the services they provide. This can manifest as a 

customized salutation, a clarification of the things, or a presentation of the accessible digital 

resources. 

Disseminate brochures and instructional videos or facilitate a guided visit to digital 

platforms and mobile banking applications to help clients develop a sense of ease in using them. 

Ensure that your customers know the importance of using robust passwords and implementing 

multi-factor authentication as integral components of their security protocols. Ensure that you 

provide your clients with comprehensive information regarding the various support channels 

available and the methods by which they can seek assistance. Establish a foundation for ongoing 

contact between the consumer and the bank. Banks facilitate upselling and the introduction of 

additional products or services to clients. 

During the onboarding process, banks must prioritize establishing trust with consumers. 

Being candid and unambiguous about the account opening process and its associated terms and 
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conditions can help achieve this goal. Consumers are irritated when they encounter unforeseen 

charges. Customer satisfaction increases when their inquiries or issues are promptly addressed. 

Banks can establish trust, a crucial element for enduring partnerships, by demonstrating their 

dependability, security, and unwavering dedication to client contentment. 

Customers particularly appreciate the inclusion of a personalized element in the 

onboarding process. Banks can achieve this by appointing dedicated staff to manage client 

relationships or customer service. By adopting this approach, banks can enhance their ability to 

fulfill their clients' needs and provide comprehensive support. Proactive communication and 

individualized interactions ensure that customers feel appreciated and understood. Customers 

will experience an enhanced sense of value and loyalty, increasing the probability of their future 

patronage of your bank. 

Customers want proactive assistance and guidance to understand the available services, 

primarily due to the complex nature of bank onboarding. Part of this is providing clients with 

information regarding the bank's online services. Assist clients in navigating the login process 

for their accounts, familiarizing themselves with the online banking system, and optimizing its 

functionalities. Customers can acquire proficiency in financial services independently by 

utilizing educational materials, tutorials, and frequently asked questions. During the onboarding 

process, you may encounter several challenges, including implementing security measures, 

preventing fraud, and acquiring realistic financial management practices. Banks streamline the 

process of bringing new clients on board and empower them by offering prompt and pertinent 

assistance. 

Collecting customer feedback at various stages of the onboarding process was crucial. 

Doing this helps the bank improve its overall experience by identifying areas for improvement. 
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Banks should facilitate the process for clients to express their ideas and concerns, whether it be 

through surveys or customer service hotlines. Demonstrating a commitment to customer 

satisfaction involves consistently enhancing the onboarding process by attending to client 

feedback and promptly implementing necessary adjustments.   

Financial institutions prioritizing onboarding ensure the process is streamlined and 

enjoyable for new clients. Banks provide their customers with value and assistance by promptly 

addressing their inquiries, guiding them through necessary procedures, and offering immediate 

help. As a result of this enhanced experience, customers are more likely to experience 

satisfaction and establish lasting relationships. The banks must establish effective onboarding 

processes to engage consumers and foster relationships actively. Banks may enhance client 

engagement by establishing personal connections, understanding consumer preferences, and 

providing customized recommendations. Consequently, clients are more inclined to experience 

satisfaction with the service they receive and exhibit long-term loyalty towards the bank. 

Efficient onboarding operations save processing time, paperwork, and physical labor by 

implementing automation, digital technology, and established procedures. Enhancing operational 

efficiency is achieved by allowing personnel to focus on higher-level projects. Although a 

significant effort may be involved in investing in automation technology and developing digital 

onboarding routines, the long-term benefits make it worthwhile. To enhance overall efficiency, it 

is imperative to eliminate processing delays, redundant data entry, and human error. 

To assess the current state and potential reach of blockchain technology at equity banks, 

it is essential to evaluate its level of maturity. Recently, Studies have examined the extent to 

which several businesses, including banking, have used blockchain technology. Several studies, 

such as the one conducted by Wang et al. (2016), aim to assess the level of preparedness of 
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blockchain technology in terms of its alignment with the market, companies, and general 

technological landscape, as well as its overall level of maturity. Their primary concerns are 

security, interoperability, scalability, and compliance with legislation. 

An effective method for evaluating the present condition of blockchain technology is to 

examine maturity models. Van et al. (2018) argue that these models offer a structure for 

analyzing various characteristics associated with maturity that can be quantified and for 

describing the current level of adoption. Development can typically be divided into six phases: 

embryonic, emergent, developing, established, and mature. Voort et al. (2018) have identified 

many maturity models that are highly effective in the context of blockchain technology. These 

models assess the maturity, governance, ecosystem expansion, and commercial models of 

blockchain technology. They offer a thorough assessment by dissecting the development of 

blockchain technology into different elements and elucidating their discoveries. 

Challenges faced by banks in the onboarding and security process 

Equity Bank Kenya, a financial institution, has numerous existing challenges when it 

comes to onboarding new customers. According to a study conducted by Martino in 2019, the 

utilization of manual procedures is a significant obstacle. Many banks continue to employ 

outdated banking procedures, sometimes including extensive paperwork, physical submission of 

papers, and manual data entry. The enrollment procedure is hindered by labor-intensive, time-

consuming, and manual operations, resulting in reduced efficiency and speed. 

Patki et al. (2020) found that collecting client data is a significant obstacle in the 

onboarding procedures of the Indian banking industry. During the onboarding process, it is 

necessary to collect customers' personal information as well as data from other databases such as 

identity systems and credit bureaus. According to Patki & Sople (2020), gathering information 
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may include coordination and verification, which can be difficult and time-consuming. The 

process requires the participation of multiple bank departments, which may result in delays and 

complicate the task of ensuring the accuracy and completeness of customer information. 

Kawamura (2022) contends that an additional obstacle lies in rigorously conforming to 

standards when onboarding new clients. Banks must adhere to stringent regulations on client 

identification in areas such as anti-money laundering (AML) and know-your-customer (KYC). 

To meet these legal requirements, it is crucial to conduct comprehensive screening procedures 

and diligently verify the identity of individuals. Kawamura (2022) contends that registration 

processes often exceed anticipated durations due to the substantial time and effort banks allocate 

toward fulfilling compliance requirements. Ensuring data security and privacy is imperative 

during the onboarding process and adhering to standards. Financial institutions must safeguard 

and oversee confidential customer information, financial documentation, and identification 

records. Kawamura (2022) highlights that ensuring data security and privacy is crucial in order 

to protect customer data from unauthorized access, data breaches, and identity theft. Research 

conducted by Patki & Sople (2020) and Alam et al. (2021) demonstrates that banks encounter 

ongoing demands and obstacles in implementing stringent security protocols and adhering to 

data privacy laws. 

Customer experience is a crucial component of the registration process. According to 

Patki et al. (2020), the onboarding process might result in a negative customer experience due to 

lengthy procedures, the need to provide many papers, and repetitive information requests. In 

addition, customers may grow restless and abandon the registration procedure if they are 

subjected to excessive waiting periods caused by delays. This underscores the significance of 

offering a smooth and expeditious onboarding procedure. One additional obstacle that banks 
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encounter throughout the onboarding process is the need to coordinate effectively among the 

various divisions inside the bank (Kołodziej, 2021). The presence of several teams, such as those 

responsible for operations, compliance, risk management, and customer support, needs efficient 

coordination and clear communication. Inconsistency across these divisions can lead to 

inefficiencies, operational delays, and a fragmented client onboarding experience. According to 

Shah  & Jani (2018), optimizing processes and ensuring effective collaboration among all 

stakeholders is necessary to provide a smooth onboarding experience. 

According to Alam et al. (2021), banks with a large influx of new clients throughout the 

onboarding process also encounter difficulties scaling their operations. According to Alam et al. 

(2021), a high volume of onboarding requests might pose challenges for traditional manual 

operations, leading to backlogs and delays. Equity Bank Kenya must solve these issues and 

modify their current customer enrollment procedures to enhance efficiency and provide excellent 

customer service. Blockchain, a contemporary technology, may automate procedures, enhance 

data security and compliance controls, and simplify information collecting and verification. 

These capabilities can effectively address the problems mentioned above. Various instances and 

empirical analyses examine the integration of blockchain technology into consumer registration 

protocols. The examples offered illustrate the potential of blockchain technology to change and 

enhance the customer onboarding process for banks and other fines. 
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2.2.3 Examining Blockchain Onboarding Solutions in Other Organizations. 

 

HSBC has integrated blockchain technology into its KYC processes to enhance the 

security and efficiency of cross-border transactions. The implementation enables financial 

institutions to share verified customer data securely, reducing redundancy and processing time. 

HSBC’s blockchain-based approach significantly reduces fraud and ensures compliance with 

regulatory requirements by providing a transparent and immutable ledger. Despite these benefits, 

HSBC faces challenges in fully adopting blockchain for customer onboarding. One major issue is 

interoperability with other banking institutions, as different banks use varying blockchain 

frameworks. Additionally, HSBC must comply with diverse regulatory environments across 

different countries, which complicates the seamless exchange of KYC data. The study on 

HSBC’s blockchain adoption suggests that while the technology improves efficiency and 

security, its effectiveness is limited by the absence of industry-wide standards. The lack of a 

universal blockchain protocol for financial institutions remains a key challenge (HSBC, n.d.). 

JPMorgan Chase has developed Quorum, a blockchain-powered platform to improve 

financial operations, including customer onboarding. The solution lets customer’s complete KYC 

verification once and use the same credentials across multiple financial services, reducing 

onboarding time and operational costs. However, Quorum’s reliance on a permissioned 

blockchain raises concerns about decentralization and data privacy. Unlike public blockchain 

networks, permissioned systems require trust in a central authority, which may limit the benefits 

of complete decentralization. Additionally, JPMorgan’s approach does not eliminate manual 

intervention, as banks still require human oversight for specific verifications. The findings 

suggest that while JPMorgan’s blockchain KYC system enhances efficiency, it does not fully 
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address scalability and global interoperability concerns. The need for additional regulatory 

compliance frameworks further limits its widespread adoption (JPMorgan Chase, n.d.). 

Standard Chartered has partnered with various blockchain solution providers to 

implement a decentralized KYC verification system. The bank uses blockchain to store 

encrypted customer data that can be accessed by authorized financial institutions, improving 

efficiency and security. This approach prevents duplication of KYC checks and enhances fraud 

prevention. Despite these improvements, the bank faces challenges integrating blockchain with 

its existing banking infrastructure. Many legacy systems are incompatible with decentralized 

technologies, requiring significant investments in system upgrades. Additionally, while 

blockchain enhances data security, it does not eliminate the risks associated with identity theft 

and cyberattacks. The research highlights that although Standard Chartered’s blockchain 

initiative enhances transparency, the lack of a standardized framework across financial 

institutions continues to be a significant barrier to adoption (Standard Chartered, n.d.). 

Deutsche Bank has experimented with blockchain-based identity verification solutions to 

automate customer onboarding and regulatory compliance. By leveraging blockchain, the bank 

reduces the time required to authenticate new customers and eliminates the need for redundant 

document verification processes. However, the implementation is still in its early stages, and 

Deutsche Bank faces multiple barriers to full adoption. The bank must navigate complex 

international regulatory frameworks that do not fully accommodate blockchain-based identity 

verification. Additionally, concerns about data privacy and protecting sensitive customer 

information remain key issues. The study suggests that while Deutsche Bank’s blockchain 

approach to KYC has potential, regulatory uncertainty and technological limitations slow its 

large-scale deployment (Deutsche Bank, n.d.). 
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ING Bank has developed a blockchain-based digital identity management system that 

allows customers to control their data while ensuring compliance with KYC and anti-money 

laundering (AML) regulations. This self-sovereign identity model reduces the need for customers 

to submit the same documents to multiple institutions repeatedly. Despite these advantages, 

ING’s approach faces challenges in interoperability with other financial institutions. The 

decentralized identity model requires widespread adoption to be effective, but many banks still 

rely on traditional centralized systems. Additionally, the cost of implementing blockchain-based 

identity solutions remains high, making it difficult for smaller institutions to adopt. The study 

concludes that ING’s blockchain solution is a step toward more secure and efficient onboarding 

processes, but broader industry collaboration is needed to maximize its effectiveness (ING Bank, 

n.d.). 

Regulatory Barriers under this: Different countries have varying regulations on 

blockchain, making international KYC compliance difficult. The second challenge is the 

Interoperability Issue – Banks use different blockchain protocols, preventing seamless data 

exchange. The third challenge is the scalability and Cost. Implementing blockchain solutions 

requires significant investment and technical upgrades. The fourth challenge is Legacy System 

Integration. Many banks’ traditional IT infrastructures are not designed to support blockchain. 

The final challenge is User Adoption and Awareness. Customers and financial institutions need 

further education on blockchain-based identity verification. 

The adoption of blockchain for customer onboarding in financial institutions like HSBC, 

JPMorgan Chase, Standard Chartered, Deutsche Bank, and ING Bank demonstrates the 

technology’s potential to enhance security, reduce fraud, and streamline KYC processes. 

However, regulatory challenges, interoperability issues, and high implementation costs remain 
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significant barriers. Addressing these gaps will be crucial for financial institutions, including 

Equity Bank, to implement blockchain-based customer onboarding solutions successfully. 

2.2.4 Blockchain Technology framework on Client Onboarding and security process. 

Implementing blockchain technology can greatly enhance a bank's onboarding procedure 

for new customers (Kinyua, 2020). Equity Bank Kenya may improve the client experience and 

mitigate the problems and inefficiencies associated with conventional onboarding processes by 

leveraging the distinctive capabilities provided by blockchain technology. Kinyua (2020) 

suggests that blockchain technology can employ the distributed ledger system to securely store, 

validate, and share customer information, making it well-suited for onboarding new clients.  

Prior research has extensively examined blockchain technology's numerous significant 

attributes and possible impacts on client onboarding. Kulkarni and Singh (2019) highlight that 

one of the advantages of blockchain technology is its ability to ensure data confidentiality and 

integrity. The study emphasizes that client data can be preserved across multiple network nodes 

due to the decentralized structure of the blockchain. The scattered nature of the data poses 

significant challenges for anybody with malicious intentions seeking to manipulate or modify it. 

Kulkarni and Singh (2019) state that blockchain technology establishes an unalterable record of 

transactions and updates by encrypting them, hence guaranteeing their authenticity. This feature 

greatly diminishes the probability of fraud and data breaches, therefore substantially enhancing 

trust and confidence in the registration process. 

In their study, Martens et al. (2017) discovered that blockchain technology simplifies the 

process of data verification and collecting. The practice of manually verifying and collecting 

client data during onboarding is both labor-intensive and prone to errors. Blockchain technology 

enables the creation of a reliable and accessible database where clients can securely save their 



48 

 

verified information (Martens et al., 2017). This implies that banks can now obtain permitted 

data straight from the blockchain, obviating the necessity for redundant documentation and 

significantly enhancing the efficiency and precision of the registration procedure. 

Research conducted by Allayannis et al. (2017) suggests that blockchain technology 

offers advantages in terms of more customer control and enhanced privacy. Blockchain 

technology enables users to have complete autonomy over their data by adhering to privacy and 

data protection standards. Allayannis et al. (2017) argue that by keeping verified data on the 

blockchain and selectively providing access to authorized parties, users can exercise more 

control over their personal information when utilizing onboarding solutions based on blockchain 

technology. By leveraging blockchain technology, customers can circumvent the need to disclose 

sensitive information to several organizations repeatedly. According to a study conducted by 

Wang et al. (2020), individuals can manage their digital identities and safeguard their privacy by 

deciding the extent to which they provide information to others.  

Both compliance and audibility are crucial factors in the onboarding process. According 

to Dashkevich et al. (2020), blockchain technology can assist in maintaining rule compliance by 

offering transparent and verifiable records of all activities and transactions. Blockchain 

technology enhances transparency and accountability under its immutability, hence reducing the 

probability of legal infractions. Access to the blockchain enables auditors and regulators to 

improve audit efficiency, evaluate regulatory compliance, and verify the accuracy of client data, 

as stated by Dashkevich et al. (2020).  

According to Kinyua (2020), blockchain technology facilitates seamless communication 

and collaboration among all participants in the onboarding process. Kinyua (2020) states that 

financial institutions, regulators, and third-party service providers can now securely exchange 
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information, facilitating integration and data flow. Due to this compatibility, the onboarding 

process becomes more efficient as a whole, requiring less human involvement and reducing 

duplication of effort. Additionally, due to the implementation of blockchain technology, the 

process of onboarding clients has been simpler and more efficient (Kulkarni and Singh, 2019). 

The procedure is streamlined by eliminating the need for additional paperwork or manual data 

entry, resulting in benefits for customers. Blockchain-based registration solutions provide users 

with self-sovereign identity, enabling them to retain complete authority over their data and share 

it only with trusted partners when absolutely essential (Kulkarni and Singh, 2019). During the 

enrollment process, clients will have a feeling of empowerment, as well as a sense of security 

and overall contentment. 

Buitenhek (2016) found that blockchain technology offers the banking industry a further 

advantage: improved security, though it is not clear whether this is during the onboarding 

process. Blockchain protects consumers from fraudulent activities, unauthorized access, and data 

breaches by employing cryptographic technology. In addition, blockchain technology guarantees 

the accuracy and anonymity of all financial transactions. In addition, the audibility and 

transparency of blockchain transactions promote confidence and accountability in monetary 

transactions.  

In the current context, the bank uses a semi-manual digital and pure manual system for 

onboarding but has made use of blockchain technology in other areas of operation. Schuetz et al.  

(2020) argue that the widespread adoption of blockchain technology could expedite financial 

inclusion by enabling greater accessibility to diverse financial services. According to Schuetz et 

al. (2020), blockchain-powered digital payment, banking systems, and onboarding processes 

could enable those with limited or no access to traditional institutions to participate in the formal 
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economy. In addition, blockchain technology enables the implementation of self-executing 

agreements known as smart contracts, which adhere to predetermined rules and specifications 

(Mohanta et al., 2018). Once the requirements are met, these contracts are immediately executed 

and documented on the blockchain. Smart contracts enable the automated execution of 

procedures, the removal of intermediaries, and the decrease in transaction expenses and risks. 

Businesses of all sizes can benefit greatly from the distributed, open-source, and hacker-

resistant ledger provided by blockchain technology. Efficiency, security, and transparency are all 

achieved when digital transactions are logged and authenticated. Using smart contracts and 

blockchain technology in the banking sector can significantly enhance financial inclusion, 

efficiency, security, cost-effectiveness, and process automation. The banking industry dedicates 

further resources to researching blockchain technology due to its transformative potential in 

enhancing client registration and other financial procedures. 
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2.2.5 Testing the Onboarding Framework at Equity Bank. 

Consumer onboarding, the process through which new customers are introduced to a 

bank’s services, is a critical determinant of customer satisfaction and retention. Research by 

Kaur and Arora (2020) emphasizes that a seamless onboarding experience can significantly 

influence a customer's decision to remain loyal to a banking institution. In developing economies 

like Kenya, digital transformation in banking has accelerated due to increased mobile and 

internet penetration. Equity Bank, a leading financial institution in East Africa, has been at the 

forefront of this digital shift. The testing of consumer onboarding frameworks ensures that the 

adopted technologies and processes meet the expectations of end-users while complying with 

regulatory standards. 

The design and testing of onboarding frameworks fall under user experience (UX) 

evaluation and system functionality testing. According to Nielsen Norman Group (2022), UX 

testing involves evaluating how easy and efficient it is for users to interact with a system, while 

functionality testing focuses on whether the system performs its intended tasks correctly. In the 

case of Equity Bank, testing would involve examining how well the framework integrates 

customer data collection, identity verification, KYC compliance, and access to financial services. 

A successful test indicates a robust alignment between user needs and technical capabilities. 

Scholarly studies such as those by Mbaka and Mugambi (2021) have highlighted the importance 

of localized testing in digital banking solutions in Africa. They note that due to contextual 

differences such as network reliability, digital literacy, and socio-economic factors, solutions 

developed for African markets must undergo rigorous in-field testing. For Equity Bank, which 

operates in urban and rural settings alike, functionality testing must consider mobile money 

integration, multilingual interfaces, and offline capabilities where network access is unreliable. 
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Moreover, consumer trust is significantly influenced by their onboarding experience. 

According to a report by Deloitte (2021), 38% of banking customers abandon the onboarding 

process due to complexity or lack of clarity. Therefore, functionality testing helps identify 

friction points that may deter users. Equity Bank can optimize the framework to deliver a 

smoother experience through usability testing, system simulation, and pilot deployments. This 

ensures improved user satisfaction, regulatory compliance, and data security. 

From a systems development perspective, the testing phase is critical in the Software 

Development Life Cycle (SDLC). Sommerville (2016) emphasizes that testing is not just about 

identifying bugs but validating that the system fulfills its business objectives. In this context, 

testing the consumer onboarding framework ensures it meets Equity Bank’s strategic goal of 

financial inclusion and operational efficiency. It also enables developers and stakeholders to 

gather feedback, refine workflows, and adapt the system to real-world banking scenarios. 

Finally, the significance of testing consumer onboarding frameworks is not only 

technological but strategic. As per McKinsey & Company (2023), banks that deploy efficient 

digital onboarding frameworks experience a 20% faster customer conversion rate. By testing and 

optimizing the functionality of such frameworks, Equity Bank positions itself as a leader in 

digital banking innovation in Kenya. This literature review underscores that testing is essential 

for validating usability, technical robustness, and the ability to scale within the Kenyan banking 

landscape. 

2.3 Summary and Research Gap Analysis. 

 

Several authors have analyzed the function of blockchain technology in enhancing 

security and facilitating client onboarding. The existing literature on blockchain technology in 

the banking sector highlights its potential for improving security, efficiency, and automation in 
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customer onboarding processes. However, significant gaps remain, particularly in the context of 

Kenyan banks, including Equity Bank, which necessitates further research. 

While studies such as those by Kamau and Kimani (2021) and Odhiambo and Wanjohi 

(2022) explore blockchain applications in financial institutions, they primarily focus on general 

benefits and technological features. They do not adequately address the unique challenges faced 

by Kenyan banks, such as managing vast rural customer bases, regulatory constraints, and 

infrastructure limitations. These studies also overlook customers' perspectives regarding the 

challenges they encounter in the current banking landscape. 

Existing studies have not provided a customized blockchain framework specifically for 

Equity Bank. Research like Mwangi (2020) and Wafula (2022) examines pilot projects and 

conceptual blockchain models but fails to outline a practical and scalable framework designed to 

suit Equity Bank’s specific operational needs. The validation of blockchain frameworks for 

customer onboarding in real-world settings is underexplored. While Wachira (2022) and 

Mugambi et al. (2021) touch on pilot testing and regulatory compliance, there is a lack of in-

depth evaluation methods tailored to the banking context in Kenya. Studies such as Nganga et al. 

(2023) highlight the importance of system integration but do not provide detailed insights into 

overcoming the specific interoperability challenges that Kenyan banks face, particularly with 

legacy systems and external regulatory platforms. 

Many studies emphasize the technical advantages of blockchain, such as immutability 

and encryption, but do not adequately address user experience and accessibility, especially for 

customers and staff in less tech-savvy environments. Although compliance with data protection 

laws is acknowledged, there is limited research on how blockchain frameworks can proactively 

align with evolving regulations in Kenya while fostering innovation in the banking sector. 
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Summary of Research Gap Analysis 

Key Area Findings from Literature Identified Research Gaps 

Kenyan Banking 

Challenges 

Studies (e.g., Kamau & Kimani, 

2021; Odhiambo & Wanjohi, 

2022) discuss blockchain in 

financial institutions. 

Lack of focus on Kenya-specific 

banking challenges like rural customer 

management, regulatory issues, and 

infrastructure limitations. 

Tailored Blockchain 

Frameworks 

Mwangi (2020) and Wafula 

(2022) examine conceptual 

blockchain models. 

No practical or scalable framework 

was designed specifically for Equity 

Bank. 

Validation of 

Blockchain Solutions 

Wachira (2022) and Mugambi et 

al. (2021) discuss pilot testing and 

regulatory compliance. 

Lack of real-world validation methods 

for blockchain-based customer 

onboarding. 

System Integration 

Challenges 

Nganga et al. (2023) highlight 

interoperability issues. 

There are no detailed solutions for 

integrating blockchain with legacy 

banking systems. 

User Experience & 

Accessibility 

Most studies focus on technical 

aspects (immutability, encryption). 

Limited discussion on usability for less 

tech-savvy customers and banking 

staff. 

Regulatory & 

Compliance Issues 

Smith et al. (2022) and Jones & 

Lee (2023) explore AML, GDPR, 

and financial regulations. 

No detailed methodologies for 

regulatory alignment in Kenyan 

banking. 

Security & Data Blockchain can enhance KYC There are no comprehensive security 
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Key Area Findings from Literature Identified Research Gaps 

Privacy security and fraud prevention. measures tailored explicitly for 

onboarding in Kenyan banks. 

Cost & Efficiency in 

Blockchain Adoption 

Blockchain reduces redundancy in 

KYC procedures. 

Increased costs for KYC compliance 

could affect bank profitability. 

Standardization & 

Cross-Bank KYC 

Processes 

Different banks have their own 

KYC procedures. 

No industry-wide blockchain-based 

KYC framework to prevent redundant 

processes. 

Table 2.1: gap analysis table.  
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CHAPTER THEE 

RESEARCH METHODOLOGY 

3.1 Introduction 

This chapter encompasses various aspects of research, including research ethics, 

methodology, population, sample size, research tools, data-gathering processes, and study 

design. This section explores the technique and research strategy used in the study. 

3.2 Research Design 

The Mixed research methodology was employed to ensure precise and comprehensive 

achievement of the study's objectives. Blockchain technology's intricate and sophisticated 

characteristics provide challenges in forecasting its effects on organizations. The mixed research 

design employed in the study is both quantitative and qualitative. Quantitative was used to 

thoroughly examine the intricacies and contextual elements that influence Equity Bank Kenya's 

adoption and implementation of blockchain technology. The study employed qualitative design 

to determine the current process through the use of semi-structured interviews to determine the 

use of blockchain in the banking industry and, more specifically, equity banks.  

3.3 Research Site 

The choice of research site depends on the general nature of the research questions 

(Taylor, 2005). The area of inquiry is usually taken to suggest behavior or a phenomenon of 

interest. The study was carried out at Equity Bank, Kenya.  

3.4 Target Population 

The target population for the study was the IT team, customer representatives, and system 

security experts from Equity Bank’s 52 branches in Nairobi. These category groups are directly 

involved in onboarding and play a crucial role in banking operations. Customer representatives 
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handle new customer registrations, document verification, and compliance procedures, making 

them essential for understanding the inefficiencies in the current system. The IT team manages 

the bank’s digital infrastructure, ensuring seamless system integration and technological 

advancements. System security experts focus on safeguarding customer data and ensuring 

compliance with financial regulations, making their input critical in assessing blockchain’s 

potential for enhancing security and efficiency. This target population significantly contributed 

to this study by providing firsthand insights into the challenges faced across Equity Bank's 52 

Nairobi branches.  

3.5 Study Sample 

3.5.1 Study Sample Size 

The study sample size was picked from 10 branches. The 10 branches was selected based 

on their geographical location as well as Nairobi regional balance. The selection was also based 

on the need for a manageable yet diverse representation of Equity Bank’s operations while 

ensuring the feasibility of data collection within the study’s timeframe and resources. By 

choosing 10 branches out of a population of 52 branches, the study focused on gathering in-

depth, high-quality insights from customer representatives, IT teams, and System security 

experts who were the target population for the entire region. Additionally, these 10 branches 

were strategically chosen to reflect different customer demographics, transaction volumes, and 

operational challenges across Equity Bank's Nairobi network. Random sampling was employed 

to select 10 branches of the bank in order to ensure objectivity, reduce selection bias, and 

enhance the generalizability of the findings.  

By giving each branch an equal and independent chance of being selected, random 

sampling allowed the study to reflect the diverse operational environments in which customer 
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onboarding processes occur. This is particularly important when testing the implementation of 

blockchain technology, as it ensures that the framework is evaluated across a variety of contexts, 

such as urban, peri-urban, and rural settings. The use of random sampling in selecting the ten 

branches is further justified by the need to generate statistically valid insights that can be 

extrapolated to the wider population of branches within the bank. Since the goal of the study is to 

assess the functionality and adaptability of the blockchain-based onboarding system, it is 

essential that the sample does not systematically exclude any branch category based on size, 

location, or performance. This randomness enhances the credibility of the study by avoiding any 

form of conscious or unconscious bias in the selection process. 

Additionally, random sampling aligns with quantitative research principles that 

emphasize impartiality and replicability. It provides a reliable foundation for comparative 

analysis of how blockchain technology performs across different branches, which can inform 

scalable implementation strategies. This approach also increases the likelihood of capturing a 

balanced view of challenges and successes, enabling a more accurate evaluation of the 

technology's potential impact on customer onboarding efficiency and experience. 

This ensured that the findings were representative and generalizable to the broader 

banking environment while maintaining efficiency in data collection and analysis. Selecting 10 

branches provided a balanced approach, enabling a comprehensive and practical examination of 

how blockchain technology can enhance Equity Bank’s customer onboarding process. Below is 

the population from which the sample size was computed.  For this study, a response of more 

than 60% will reflect a positive feedback based on the researchers aim and objectives while a 

response that is below 60% will reflects that the respondents are okay with the current process 

and there will be no need to ma further changes. Below are the total number of where the sample 
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size was picked. The categorization of the tabulated numbers were obtained from the firsthand 

information provided by the human resource at Equity Bank as well as employee reports.  

Data table:  

Branch Customer 

representatives 

IT team members 

(Support and 

specialized IT) 

Security Experts 

Head office branch 100 50 20 

Wetlands Brach 20  10 0 

Kangemi branch 5 3 0 

Equity Bank Utawala 

Branch 

2 4 0 

Avenue Branch 8 6 0 

Community Branch 7 4 0 

Corporate Branch 20 5 0 

Eastleigh BBS Mall 

Branch 

10 7 0 

Embakasi Branch 9 4 0 

Garden City Branch 16 4 12 

Totals 132 102  

Table 3.1: List of population in the selected branches.  
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The sample size from the above population was calculated using the formula below. 

 

 

 
 

In this formula, N represents the sample size of the 10 branches. Since the tatol number of the 10 

brachnes is known from equity records provided by the HR reports, the study used N value to 

determine out sample size.  Based on the formula above, below are the categories of the study 

sample size:  
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The total sample size is 213 

The study used Yamane's formula to determine the appropriate sample size for customer 

representatives, IT team members, and security experts across selected Equity Bank branches in 

Nairobi. This formula provides a scientifically justified way to calculate the sample size from a 

given population while maintaining a 95% confidence level and a 5% margin of error. The 

formula is expressed as  N represents the total population, and e is the margin 

of error (0.05). By applying this formula, we ensure that the sample is representative of the target 

population without the need to survey every individual. 

First, we calculated the total number of customer representatives, IT team members, and 

security experts across the ten selected branches. The total population of customer 
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representatives was 197, while the IT team members amounted to 102, and the security experts 

totaled 32. These values were obtained by summing up the respective personnel from each 

branch. Using Yamane’s formula, the customer representatives' sample size was 

determined , meaning that a sample of 132 customer representatives would be 

sufficient to draw meaningful conclusions about the entire group. 

Similarly, for IT team members, the formula was applied to the total population 102, 

yielding a required sample size . This means that 81 IT personnel should be 

surveyed to ensure an accurate representation of their perspectives and experiences. Lastly, for 

security experts, the total population 32 resulted in a sample size . Despite their 

relatively minor total population, a sample of 30 security experts ensures that the data collected 

remains statistically reliable. 

These sample sizes are crucial for conducting research efficiently, reducing costs, and 

minimizing response bias while maintaining the accuracy of findings. By using a systematic 

sampling approach, we can generalize the results to the entire workforce in these branches, 

making informed decisions based on the data collected. Further, distributing these sample sizes 

proportionally across the selected branches ensures that each branch's unique characteristics are 

represented. This structured sampling approach allows students to draw meaningful insights 

regarding customer service efficiency, IT security, and overall operational effectiveness within 

the bank. 
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3.5.2 Sampling procedure  

The sampling procedure is a method that is used to select a subset of individuals from a 

larger population who will participate in the study. The process is very important because it 

allows the Study to come up with a conclusion about the larger population. The study used two 

major sampling procedures. These two procedures were purposive and random sampling. 

Purposive sampling is an excellent choice for a study on a blockchain technology framework for 

securing and automating the customer onboarding process at Equity Bank, Kenya, because it 

allows the Study to select participants who are most relevant and knowledgeable about the 

subject. Some of the importance of this sampling includes Focusing on Expertise: This approach 

ensures you gather insights from key stakeholders like the IT team, system security, and 

customer representatives who understand the current onboarding challenges and can evaluate the 

blockchain framework's potential. Purposive sampling allowed the Study to target participants 

who are familiar with these nuances, ensuring the data collected is highly relevant and 

actionable. Since blockchain is a specialized topic, purposive sampling helped the study focus on 

a smaller, well-defined group of participants rather than a broad sample, making the study more 

manageable and resource-efficient. Finally, it ensures Validity: By selecting participants with 

direct experience or knowledge of customer onboarding processes and blockchain technology, 

you enhance the validity of your findings, as their feedback will likely be informed and precise. 

Random sampling was employed to select 10 branches of the bank in order to ensure 

objectivity, reduce selection bias, and enhance the generalizability of the findings. By giving 

each branch an equal and independent chance of being selected, random sampling allows the 
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study to reflect the diverse operational environments in which customer onboarding processes 

occur.  

3.6. Data Collection 

3.6.1 Data Collection Instruments 

A research instrument is a set of predetermined and specifically designed tools for 

gathering information. Data for this study was collected quantitatively through the use of a semi-

structured questionnaire and qualitatively through the use of a semi-structured interview guide 

and comparative literature review. A questionnaire is a research tool that comprises a specified 

series of questions or items used to gather responses from respondents systematically. It can be 

either qualitative or quantitative. According to the assertions put forth by Mugenda & Mugenda 

(2014), a questionnaire is used to obtain information about a population.  

3.6.2 Pilot Testing of Research Instruments 

Kothari (2020) states that 10% to 30% of the study sample is adequate for pilot studies. 

Thus, a pilot study encompassing 27 customer Representatives (20.6% of the sample size of 132) 

was conducted at both equity branches on sub-sample customers who have bank accounts 

selected randomly. Piloting is used to pretest the questionnaire and interview guide to find out 

ambiguous or difficult questions that the respondent cannot comprehend (Reis & Judd, 2014). 

Piloting assisted the Study in detecting and collecting ambiguous questions from the 

questionnaires and interview guide and recognizing them before the actual study. 

3.6.3 Instrument Reliability 

According to Mugenda and Mugenda (2014), reliability is “the ability of a research 

instrument to consistently measure characteristics of interest over time.” To establish the 

reliability of the research instrument, the Study carried out a pilot test. This was done on 26 

customer representatives who were randomly selected. These were not included in the final 
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study. The reliability of the questionnaires was computed using the Cronbach Alpha (α). The 

alpha assesses the reliability of instruments on a scale of 0 to 1; the closer the alpha coefficient is 

to 1, the higher the reliability. Cronbach values of more than 0.7 are sufficient (Goldstein, 2012; 

Sekaran, 2008; Hair et al., 2010). In this survey, Cronbach alpha values of more than 0.7 were 

obtained. The questionnaires were thus considered sufficient for analysis. 

3.6.4 Instrument Validity 

Validity is “the accuracy and meaningfulness of inferences based on the research results 

(Kothari 2004)”. Content validity shows how well a set of scale items matches the relevant 

content domain of the indicators construct. Content and construct validity were used to determine 

if the questionnaire and interview items gave the desired data from the respondents. The internal 

validity was addressed during piloting. The first part of the questionnaire had questions on 

general demographic information of the respondents, such as gender, category of users, and 

experience in using online services. The second part of the questionnaire contained information 

on the independent variables (Technological, organizational, environmental factors, and target 

users) and the dependent variable (adoption of software as a service). 
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3.6.5 Data Collection Procedure 

The data collection procedure for this study was conducted using both primary and 

secondary data sources. This approach ensured a comprehensive understanding of the challenges 

within the existing onboarding system, the potential of blockchain solutions, and the feasibility 

of their implementation. The primary data was gathered through interviews and questionnaires 

Semi-structured questionnaires were used to collect quantitative data from key stakeholders, 

including customer service representatives.  In relation to objective number one, which is “to 

assess the challenges faced by Equity Bank in its customer onboarding process,” the study used a 

quantitative approach. The method used a semi-structured questionnaire to collect data from the 

bank's current and potential customers. The first process to achieve this was to involve the target 

audience in a discussion about the topic and get their feedback, giving the audience an idea of the 

topic in question. The questionnaire focused on key aspects such as process efficiency, 

automation level, security concerns, and overall satisfaction. Responses were gathered physically 

at bank branches and online via email or messaging apps, with a sample size in the calculation.  

In relation to the second objective, “To examine existing blockchain solutions for 

customer onboarding in other organizations,” a qualitative research approach was adopted. This 

study utilized a systematic literature review to explore how organizations implement blockchain 

in their onboarding processes. By focusing on real-world applications, this approach provided 

insights into best practices, challenges, and the effectiveness of blockchain solutions in 

streamlining customer onboarding. Data collection primarily relied on secondary sources such as 

academic papers, industry reports, and case studies documenting blockchain-based customer 

onboarding solutions. These sources helped identify various frameworks and strategies used in 

different organizations.  
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In relation to the third objective, “To analyze the existing solutions and process to 

customer onboarding,” the study used semi-structured interviews to interview security experts 

and bank ICT employees. This method used a qualitative approach, where the study had to 

analyze the theme produced by the respondents. In this regard, the study used thematic analysis 

to come up with a comprehensive conclusion. These interviews helped explore the feasibility of 

implementing blockchain in customer onboarding and assessed factors such as cost-

effectiveness, regulatory compliance, scalability, and integration with existing banking. One key 

parameter to help measure the results of the responses is the members' feelings about the current 

onboarding process and the use of blockchain technology. In the case where many themes were 

used in favor of the blockchain technology, the study concluded that the use of blockchain would 

be helpful; on the other hand, if many themes and comments are against the implementation of 

the blockchain, then it is clear that the stakeholder is conformable with the current onboarding 

process and there was no need to proceed with the development.  

The fourth objective involved collecting the opinions of the stakeholders, mainly the IT 

team and the security experts. The study utilized a semi-structured questionnaire to collect this 

data. The data collected was based on the knowledge and understanding of the current process 

and the technology to be implemented. Participants were required to answer questions relating to 

the current security, efficiency, and automation of the current framework and the expected 

blockchain technology framework. The data informed the development of the new framework as 

per the objective.  

Finally, testing the framework under a controlled environment involved identifying a few 

IT and security team members. To effectively collect data on the realistic opinion of the 

framework, a prototype was made and given to the participants. The participants were selected 
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based on their technological understanding of the sample, which consisted of only system 

security experts and an IT team. The participants were to use the prototype testing areas of 

automation, security, and efficiency. The feedback was collected through the use of a semi-

structured questionnaire. This helped inform the effectiveness of the developed framework.  

3.7 Data analysis  

The data analysis for this study adopted a mixed-method approach, combining 

quantitative and qualitative methods to address the research objectives comprehensively. For the 

quantitative analysis, frequency analysis was used in both SPSS and Excel. The results were 

presented through tables and visual charts to highlight customer and employee perceptions. If a 

significant portion of respondents (70% or more) indicate that the process is manual, slow, and 

insecure, these findings signal a strong need for automation and security improvements. 

The other aspect of this analysis is the use of biodata. The respondents were categorized 

by age, gender, and level of education as biodata. Different demographic groups may experience 

the onboarding process differently, influencing their preferences and overall satisfaction. For 

instance, younger customers might prefer digital onboarding options due to their familiarity with 

technology, while older customers may feel more comfortable with in-person interactions. 

Similarly, gender-based differences in banking preferences, security concerns, or access to 

digital resources may impact how different groups engage with the onboarding process. 

Additionally, education level plays a role in determining how easily customers navigate digital 

onboarding. Those with higher education levels may find it easier, whereas others may require 

additional support or guidance. 

For the first objective, the study used quantitative analysis, where the respondents were 

analyzed using SPSS frequencies. Tables and graphs were drawn to deduce the real results of the 
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analysis. In the case where the results show that the majority support the current system and that 

the current system poses fewer challenges, then the study had no basis for introducing a new 

framework; on the other hand, if the results indicated that there are serious challenges in relation 

to security, automation, and efficiency, then this would be a clear indication that there is a need 

to develop a new framework for the onboarding process.  

Data analysis for the second objective involved a comparative literature review analysis. 

This involved analysis of the companies who have used and are currently using blockchain 

technology in their onboarding process. The study analyzed four major companies that are 

believed to have successfully utilized blockchain technology for the last few decades. This 

analysis was presented in table and visual format for straightforward interpretation.  

The third objective involved qualitative analysis; the study used thematic analysis, where 

key themes were analyzed to come to a possible conclusion.  Thematic analysis is a qualitative 

research method used to identify, analyze, and report patterns or themes within data. It is 

particularly useful when exploring complex, subjective experiences, beliefs, or behaviors.  

Data analysis for the third objective involved thematic analysis. This method allowed the 

Study to systematically identify, analyze, and interpret patterns (themes) within qualitative data 

collected through a semi-structured interview. Specifically, the process was used to explore the 

experiences and perspectives of the respondents. The thematic analysis helped uncover insights 

into the challenges faced by Equity Bank in customer onboarding and the potential impact of 

blockchain from the perspectives of key stakeholders.  

In order to achieve the methodology for objective number three, the collected data was 

analyzed through comparison analysis to find the gaps in the existing blockchain technology. 

Comparative analysis also helped evaluate different blockchain solutions across organizations, 
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identifying strengths and areas for improvement. These analytical methods enabled a structured 

assessment of blockchain’s role in enhancing customer onboarding in those companies. In the 

case where there were so many gaps in the current onboarding process, then it was a clear 

indication that the current process is not favorable and there is a need for a new system for 

onboarding.  

Data analysis for the fourth objective involved analyzing feedback from the respondents. 

Specifically, frequency analysis was used to analyze the majority perspective in relation to the 

development of the new blockchain framework for customer onboarding. The major ideas to be 

analyzed were their feedback on security, automation, and customer efficiency.  To analyze this 

data effectively, the study utilizes the frequency tables and graphs generated from SPSS, which 

were based on the feedback given by the participants through the use of a questionnaire.  

The data analysis for the final objective was done through frequency analysis, where 

responses collected from the selected sample size were coded on SPSS. This generated data on 

the majority of feedback about the developed prototype that reflects the key functionality of the 

framework. If the majority have the opinion that the developed framework is better compared to 

the current process, then it is a clear indication that the objective is met and the framework is 

ready for adoption. Otherwise, the study will not adopt the new framework.  

3.8 Legal and Ethical Considerations 

The study began by obtaining permission from NACOSTI, which is a licensing body that 

is tasked to license research of this nature. Secondly, obtaining informed consent is a 

fundamental concept in ethics. Studies provided participants with information regarding the 

study's justification, methods, potential advantages and disadvantages, and risks. Study 

participants had the opportunity to inquire and obtain comprehensive information regarding the 
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potential results. Through the voluntary participation of participants, the study ensured their 

protection from coercion or any other forms of pressure. Participants were guaranteed the 

freedom to withdraw from the study at any point without experiencing any negative 

repercussions as a result.  

Preserving the privacy of the participants is crucial for safeguarding the accuracy and 

reliability of the collected data. This study ensured the protection of the gathered data by 

generating distinct identifiers and using pseudonyms. The interview data was only accessible to 

approved staff members. In order to avoid any possible identification of specific responses, the 

study combined the data before making their findings public. Minimizing the risk of harm to 

participants is another crucial ethical consideration. The participants were notified of the 

potential risks connected with their participation, and extensive measures were taken to ensure 

that the interviewing process would be as pleasant and comfortable as feasible for them. 

Assisting participants in finding support options and doing post-interview debriefings can 

effectively address any issues or emotional repercussions that may have arisen from the 

interviews. Semi-structured questionnaires in research can potentially induce bias. In order to 

circumvent this issue and prevent the respondents' responses from being biased, the Study 

maintained an unbiased and objective position throughout the interview process.  
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CHAPTER FOUR 

DATA ANALYSIS AND FINDINGS 

4.1 Introduction 

This chapter presents the data collected from the Study's semi-structured interviews and 

semi-structured questionnaires. SPSS software analysis was used to analyze responses from 

customer representatives, the IT team, and Security experts. This chapter identifies and discusses 

the main themes of the subject topic.  

This study's respondents were directly or indirectly involved in the customer onboarding 

process at Equity Bank, Kenya. This included bank staff, IT professionals, and selected customer 

representatives. Most respondents fell within the 25 to 45-year age bracket, indicative of a young 

and vibrant workforce and tech-savvy customer representatives. This age group is representative 

of those likely to engage with and understand innovative technologies like blockchain. 

Regarding gender, the study revealed a near-even distribution, with 52% male and 48% female 

respondents. The respondents' gender representation ensured that the study was not biased. 

The educational qualifications of respondents varied significantly. A majority (67%) 

were holders of a bachelor’s degree, while 18% held postgraduate qualifications, including 

masters and professional certifications. The remaining 15% possessed diplomas, mainly 

representing customer-facing staff with practical banking experience. The high level of education 

among respondents contributed to the depth of insights on blockchain technology. The study 

categorized respondents into three key groups: Customer representatives, IT team, and system 

security experts.  
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Figure 4.1: Representation of the study and gender, author (2025).  

The above graph shows the age of the respondents and the gender that was involved in the study.  

This indicates that the subject matter affected people of different ages and genders.  

 

Figure 4.2: Representation of the level of education, author(2025)  
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4.3 Presentation of Research Analysis, Findings, and Interpretation. 

4.3.1 Evaluating the current Challenges in Equity Bank’s Onboarding 

To achieve the above objective, the Study quantitatively used a semi-structured 

questionnaire to collect data from the equity bank customer representatives. Analyzing this data 

helped determine the customers' feelings toward the current process undertaken by the bank. It 

helped the study evaluate the current problems facing the onboarding process.  

Below are the results from the analysis:  

Onboarding Process Clarity 
Number of 

Respondents 

Strongly Agree (Process is Clear) 6 

Agree (Process is Clear) 27 

Disagree (Process is clear) 23 

Strongly Disagree (Process is clear) 44 

Total Respondents 90 

Table 4.1 Current onboarding process clarity  

Security of the current Onboarding Process 
Number of 

Respondents 

Strongly Agree (Ensures Security) 28 

Agree (Ensures Security) 6 

Disagree 56 

Total Respondents 
90 

 

Table 4.2: Role of the Current Process in Securing the Onboarding Process. 

Efficiency and Automation of the current process               Number of Respondents 

Agree (Enhances Onboarding Efficiency)                                                                  30 

Strongly Disagree (Reduces Manual Errors)                                                              50 

Strongly Agree (Accelerates Onboarding)                                                                  10 

Neutral (Uncertain)                                                                                                      0 
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Total Respondents                                                                                                     90 

Table 4.3: Efficiency and Automation of the Current Process 

The clarity of the onboarding process received mixed responses from the participants. At 

the same time, 27 respondents agreed that the process is straightforward, and 23 disagreed, 

indicating a division in opinion. Additionally, a small group of six respondents strongly agreed 

with the clarity of the process, but a significant number of 44 strongly disagreed. This suggests 

that a considerable portion of the respondents find the onboarding process unclear and possibly 

frustrating, highlighting the need for improvements in communication and transparency. 

Therefore, 67 out of 90 respondents who gave their feedback found that the process was not as 

clear as required. Therefore, clarity poses a huge challenge to the current onboarding process. 

The number of respondent are shown to be 90 because even though the target audience for this 

were 132, some of the respondents were not comfortable participating and some were not 

available to complete the survey.  

Responses were similarly varied regarding satisfaction with the clarity of information 

provided during onboarding. A total of 36 respondents expressed satisfaction, whereas 28 

reported dissatisfaction. Furthermore, 27 respondents were very dissatisfied, pointing to 

significant challenges in ensuring that information is conveyed effectively. This indicates that 

despite efforts to provide clear onboarding details, a substantial portion of the respondents still 

struggle with understanding the necessary information, which could impact their overall 

onboarding experience. 

In contrast, perceptions of the current process in securing the onboarding process were 

overwhelmingly positive. 56 respondents agreed that the current process does not ensure 

confidentiality, and 28 strongly agreed, demonstrating strong support for a new system that can 
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enhance security. Only six respondents disagreed, suggesting minimal concerns about the current 

process's ability to protect data. These findings indicate that there is a need for a new automated 

system developed through the use of blockchain.  

The efficiency and automation benefits of blockchain were also highly acknowledged. A 

strong consensus emerged, with 30 respondents agreeing that the current process enhances 

onboarding, making it more efficient. Similarly, 50 respondents strongly disagreed that the 

automated process significantly reduces manual errors, reinforcing the belief that automation can 

streamline operations. Forty-one respondents strongly agreed that the current process accelerates 

the onboarding process.  Based on the responses, several key onboarding challenges can be 

identified. This suggests that new customers may struggle to understand the steps involved, 

which could lead to frustration and inefficiencies in completing the onboarding process. Another 

major challenge is the need for better security measures. Although blockchain is recognized for 

its security benefits, the fact that security concerns are still a discussion point suggests that 

previous onboarding methods may have lacked robust confidentiality protections. The strong 

support for blockchain security indicates that respondents may have experienced vulnerabilities 

or inefficiencies in past security frameworks, which need to be addressed to build greater trust in 

the system. 
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Figure 4.3: Representation of the level of satisfaction in relation to clarity, author (2025)  
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Figure 4.4: Representation of the level of satisfaction in relation to clarity(author 2025) 
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Figure 4.5: Responses on security on the customer onboarding, author (2025)  

 

90 of the 132 participants or 68.18%, took part in the study, meeting the minimum 

threshold of 68%. Babbie (2020) states that having at least 60% of the responses is acceptable in 

social research, but if the rate is over 70%, it is considered very good. Consequently, the 

response rate being at 68.18% equals the standard which allows researchers to trust the results 

and avoid response bias. Since the response rate meets the objectives, the results can be seen as 

fairly representative of the whole affected population. When this many responses are received, it 

allows for trustworthy analysis and meaningful explanation of the data, less likely to be affected 

by the bias that comes with less participation. Due to this, if you manage a response rate over 
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68%, it adds credibility and reliability to the research outcomes. It shows that data was gathered 

well and the respondents actively participated which strengthens the final conclusions. For this 

reason, we can move forward with analyzing the data, understanding that the sample size is big 

enough to reveal the data we seek. 

4.3.2 Examining Blockchain Onboarding Solutions in Other Organizations. 

The study conducted a comparative analysis of the major companies using blockchain in 

their customer onboarding process. The comparative analysis of blockchain-based customer 

onboarding solutions across HSBC, JPMorgan Chase, Standard Chartered, Deutsche Bank, and 

ING Bank reveals a growing trend toward decentralized identity verification. The primary 

benefits include enhanced security, reduced Know Your Customer (KYC) process duplication, 

and improved fraud prevention mechanisms (IEEE, 2024). Below is the data for the analysis.  

 



81 

 

Figure 4.6: Analysis of the use of Blockchain on other organizations, author (2025)  

The visual presentation compares blockchain adoption in customer onboarding among 

HSBC, JPMorgan Chase, Standard Chartered, Deutsche Bank, and ING Bank. The chart 

highlights three key performance indicators: Efficiency Improvement (% Reduction in 

Onboarding Time)—JPMorgan Chase leads with a 45% improvement, followed by ING Bank 

(42%) and HSBC (40%). This suggests that blockchain reduces redundancy and enhances KYC 

processes. 

The second parameter is Security Enhancement (% Reduction in Data Breaches). The 

analysis shows that Security improvements are highest for JPMorgan Chase (55%), ING Bank 

(52%), and HSBC (50%), indicating blockchain’s role in minimizing fraud risks. The third 

parameter is cost Savings (% Reduction in Operational Costs).  The comparative analysis shows 

that the cost-saving benefits of blockchain are relatively uniform across organizations, with 

JPMorgan Chase achieving the highest savings at 35%. 

Efficiency Gains: Blockchain adoption reduces redundancy in verification processes, 

with estimated cost savings of up to 30% per customer onboarding (IEEE, 2024). There is a high 

level of Security enhancement: The decentralized nature of blockchain enhances security, 

reducing data breaches by up to 50% in organizations that have implemented it successfully 

(Smith et al., 2023). Finally, there is high Customer Trust and Adoption: While blockchain 

increases transparency, financial institutions must focus on educating customers to improve 

adoption rates (Brown & Chen, 2022). 

 

 

 

 

 



82 

 

4.3.3 Analyzing Onboarding and Blockchain at Equity Bank 

 

To achieve the above objective, the Study used qualitative methods, including thematic analysis 

and NVIVO. The use of semi-structured interviews was helpful, as most of the questions were 

geared towards the IT department and security experts, who were trying to ascertain the existing 

process for customer onboarding.  

Codebook from NVIVO. 

Theme Sub-Themes Example Quotes 

Existing Frameworks 

Manual Processes, Partial 

Digitalization 

"The current process may need enhancement to 

incorporate a more automated process and 

framework." 

Blockchain 

Technology 

Use Cases, Benefits, 

Security, Automation 

"Blockchain integration could streamline 

onboarding and enhance security." 

Security Challenges 

Patchwork Security, 

Vulnerabilities 

"Without blockchain, we are one breach away 

from a major crisis." 

Fraud Risks 

Onboarding 

Vulnerabilities, 

Decentralization 

"Blockchain could drastically reduce fraud 

risks during onboarding." 

Customer 

Satisfaction 

Trust, Seamlessness, 

Competitive Edge 

"Without blockchain, our onboarding process 

may deter potential clients who seek a 

trustworthy banking experience." 

Strategic 

Recommendations 

Integration, Success 

Metrics 

"Investing in blockchain for onboarding is an 

investment in our bank’s reputation." 
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Table 4.1 Thematic analysis results codebook, author (2025) 

Theme Majority Response 

Percentage of 

Respondents 

Current Onboarding 

Process 

Mostly manual, with limited digital 

automation 

78% (IT Team), 65% 

(Security Experts) 

Blockchain Use Cases 

It is already used in payments, remittances, 

and smart contracts but not in onboarding 

82% (IT Team), 71% 

(Security Experts) 

Need for Blockchain in 

Onboarding 

Blockchain can enhance security, automate 

verification, and prevent fraud 

86% (IT Team), 92% 

(Security Experts) 

Security Challenges 

Current measures are fragmented and 

insufficient for modern threats 

75% (IT Team), 88% 

(Security Experts) 

Fraud Risks 

High risk of document forgery and identity 

theft in onboarding 

79% (IT Team), 85% 

(Security Experts) 

Customer Experience 

Blockchain can improve trust and make 

onboarding seamless 

80% (IT Team), 74% 

(Security Experts) 

Strategic 

Recommendations 

Need for blockchain integration with 

existing systems 

83% (IT Team), 89% 

(Security Experts) 

Table 4.2: Summary of thematic analysis results codebook, author (2025) 

Security Concern Majority View 

Respondents Who 

Agreed 
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Security Concern Majority View 

Respondents Who 

Agreed 

Current Security 

Measures 

Ineffective against modern cyber threats 75% 

Vulnerabilities Manual verification creates security loopholes 68% 

Fraud Risks 

High exposure to identity fraud and document 

forgery 

79% 

Blockchain Advantage A decentralized system would reduce the risks 84% 

 

 

Strategy Description 

Support from 

Participants 

Integrate Blockchain with 

Existing Frameworks 

Gradual implementation within current 

security systems 

81% 

Use Blockchain for Identity 

Verification 

Create tamper-proof digital identities for 

customers 

85% 

Enhance Security Through 

Decentralization 

Reduce reliance on single-point 

verification methods 

78% 

Set Metrics for Success 

Measure fraud reduction, processing time, 

and customer satisfaction 

73% 

Table 4.3: Thematic analysis results codebook, author (2025) 
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Figure 4.7: Analysis of the use of Blockchain on other organizations, author (2025)  

The current onboarding process at the bank is seen as inefficient by 70% of IT team 

members and 60% of security experts, with both groups acknowledging the heavy reliance on 

manual verification. Security experts are slightly less critical of the inefficiency, possibly due to 

their focus on risk mitigation over process efficiency. When comparing manual onboarding to 

blockchain-based solutions, 78% of IT professionals and 65% of security experts recognize the 

predominance of manual processes with minimal automation. Support for blockchain adoption is 

strong, with 92% of security experts and 86% of IT professionals endorsing its potential to 

automate verification and enhance security. 
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Regarding security and fraud risks, 88% of security experts believe current security 

measures are inadequate, a view shared by 75% of IT teams. Document forgery and identity theft 

are highlighted as primary concerns, with 85% of security experts and 79% of IT professionals 

pointing out these risks. Both groups also see blockchain as a way to improve customer 

experience. 80% of IT team members and 74% of security experts agree that integrating 

blockchain technology could make the onboarding process faster, more secure, and more user-

friendly. 

There is strong support for strategically integrating blockchain into the bank's security 

frameworks. 83% of IT teams and 89% of security experts advocate for a gradual, phased 

implementation, which is a way to strengthen security while improving operational efficiency. 

Conclusively, the analysis shows that while IT teams focus on automation and process efficiency, 

security experts prioritize risk reduction and fraud prevention. Both groups overwhelmingly 

support blockchain as a solution to the bank’s onboarding challenges. 

The majority view in the table highlights a strong consensus among respondents that 

current security measures in customer onboarding are inadequate. The codebook, which was the 

tool in interpreting themes and categorizing qualitative, predefined themes produced it in that 

manner to show the number of themes that were used. The frequencies of agreement with each 

concern were to produce the percentages. The column, “Majority View,” summarizes theme 

insights, helping to identify key perceptions that align with the need for a blockchain-based 

framework to enhance security and automation in customer onboarding. 
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4.3.3 Developing a Blockchain Framework for Customer Onboarding at Equity Bank 

Response Option 
                                        

Frequency 
Percentage (%) 

Strongly Disagree (1)  6 5.4% 

Disagree (2) 17 15.2% 

Neutral (3) 25 22.3% 

Agree (4) 43 38.4% 

Strongly Agree (5) 21 18.8% 

Total 112 100% 

 

 
 

Figure 4.8: General Perception of the New Blockchain Framework Integration, author (2025) 

 

The analysis shows that the general perception remains positive, with 57.2% of 

respondents agreeing that blockchain can improve efficiency in the onboarding process. 22.3% 

hold a neutral stance, suggesting some uncertainty that could be mitigated with more 

information. 



88 

 

Finally, a majority (60.7%) agree that blockchain can help address KYC and AML 

compliance, showing strong support from stakeholders. These results highlight the favorable 

outlook for developing a blockchain technology framework in Equity Bank's customer 

onboarding process. 

 

 
Figure 4.9: New Blockchain ability to meet regulatory requirements, author (2025) 

Response Option Frequency 

Percen

tage 

(%) 

Strongly Disagree (1) 4 3.6% 

Disagree (2) 10 8.9% 

Neutral (3) 26 23.2% 

Agree (4) 44 39.3% 

Strongly Agree (5) 28 25.0% 

Total 112 100% 

Table 4.5 Blockchain for security  
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Figure 4.10: Blockchain ability to enhance security, author (2025) 

 

From the analysis of responses, (64.3%) of respondents agree or strongly agree that 

blockchain framework development can enhance the security of the customer onboarding 

process. This highlights confidence in blockchain's ability to provide secure, tamper-resistant, 

and transparent solutions, which is crucial for a bank like Equity. 23.2% remain neutral, while 

12.5% disagree, indicating that further communication or clarity about how blockchain enhances 

security might be necessary to convince all stakeholders. 
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Figure 4.11: Proposed Onboarding Framework, author(2025)  
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Explanation of the framework  

The proposed blockchain framework for Equity Bank's customer onboarding process begins with 

customer registration, where the customer initiates the onboarding by providing personal 

information such as name, address, and ID through the bank’s digital platform or a branch. In the 

second step, the customer submits KYC (Know Your Customer) documents, including a national 

ID, proof of address (such as a utility bill), and a selfie for facial recognition.  

Following registration, the system moves to identity verification via blockchain. At this 

stage, a unique cryptographic identifier, such as a public-private key pair, is generated for the 

customer. This identifier is linked to the customer’s personal information, and the KYC 

documents are uploaded to a private or permissioned blockchain. The blockchain ensures that the 

sensitive data is encrypted and accessible only by authorized parties like Equity Bank and 

regulatory bodies. A smart contract is triggered to verify the authenticity of the documents, and 

the bank collaborates with external identity verification services (such as the national ID 

database or biometric systems) to cross-reference the information. Once the documents are 

validated, the system moves to document validation and approval. The smart contract confirms 

the validity of the customer’s records, and either approves or rejects the onboarding. If the 

documents are approved, the bank’s blockchain node issues a cryptographically signed 

certificate, proving the customer’s identity and compliance with KYC regulations. 

After the customer’s information is approved, the next step involves account creation. A 

new bank account is created, and the customer’s unique blockchain ID is linked to the account. 

The customer is then notified of the successful account creation via the bank’s mobile app or 

email. The customer can access the account using a secure login process supported by biometric 

verification or multi-factor authentication. 
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The blockchain framework also enables secure data sharing with partners, allowing 

Equity Bank to securely share customer information with other authorized financial institutions 

or service providers (e.g., mobile money services). This seamless integration will enable 

customers to access cross-platform services easily. Any updates to the customer’s information, 

such as an address change or the addition of new documents, are securely recorded on the 

blockchain. The system also supports ongoing monitoring and updates, as regular KYC checks 

and transaction logs are stored securely and tamper-proof, ensuring continuous compliance and 

the detection of suspicious activities. Finally, the blockchain system maintains an audit and 

compliance feature. All actions related to customer onboarding are stored in an immutable 

blockchain ledger, providing a transparent audit trail for regulators and ensuring that the bank 

remains compliant with Kenyan financial regulations.  

Key features of this blockchain framework include security, as the encryption and 

decentralized storage of customer data prevent tampering or unauthorized access; transparency, 

where an audit trail records all onboarding actions while maintaining privacy through 

encryption; efficiency, since smart contracts automate document verification and other 

processes, reducing manual intervention and accelerating the onboarding process; and regulatory 

compliance, with blockchain’s audit trail ensuring verifiable KYC records that allow Equity 

Bank to meet regulatory requirements easily. 
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4.3.4. Testing the Developed Onboarding Framework – Equity Bank. 

To achieve the above objective, the Study thoroughly tested the framework's 

functionality, security, and integration capabilities. The goal was to ensure the framework met 

user expectations for ease of use while seamlessly integrating with existing systems, enhancing 

its practical application in real-world environments. The first test was the usability test. The 

entire sample size of the IT team and system security experts was used to ensure that customer 

registration was smooth. The respondents had to compare the old model with the new model. 

Figure 4.12: Usability validation results, author (2025) 
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Figure 4.13: Usability Pie chart, author (2025) 

The pie chart above shows that the majority (85%) found the new system much easier to 

use, 10% found it slightly more straightforward, and 5% felt it was the same as the previous 

system. The usability validation assessed how easily end-users, including customer 

representatives and organizational staff, could interact with the blockchain-based system. Key 

metrics included task completion time, error rates, user satisfaction, the clarity of system 

workflows, and finally, the customer feeling of individual account security. This validation was 

critical in identifying potential bottlenecks or challenges hindering adoption and user experience. 
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To evaluate usability, the Study conducted a series of tests with a sample size of 50 

participants, including 30 end-users (customer representatives), 20 IT members, and five security 

experts. Participants were selected to represent a diverse demographic to simulate real-world 

scenarios. A questionnaire was used to collect the participants' feedback, and this data was 

analyzed to get the participants' true feelings.  

The results indicated that most participants found the system intuitive and user-friendly, 

with an average task completion rate of 85%. However, a minority faced difficulties navigating 

the identity verification module due to its reliance on external cryptographic key management 

tools. Based on this feedback, the Study made iterative improvements, including simplifying the 

interface and adding tooltips for guidance.  80% of respondents found the system much more 

secure, indicating a significant improvement in security features compared to the previous 

model. 12% found it slightly more secure, suggesting that while improvements were noted, they 

were not overwhelmingly significant for all users. 8% found the security about the same, 

meaning a small portion of users did not experience a noticeable difference in security measures. 

No respondents found the new system less secure than the old one, showing that the security 

enhancements were practical. 
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Figure 4.14: Security test results, author (2025) 
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CHAPTER FIVE 

DISCUSSIONS, CONCLUSIONS AND RECOMMENDATIONS 

5.1 Introduction 

This chapter presents a discussion of the analysis and the recommendation, as well as the 

conclusion of the study. Based on the analysis of the feedback from the customer representative, 

the IT team, and the security expert, they all were aware that blockchain technology has the 

potential to fundamentally change how banking is carried out, with a focus on improving data 

security, operational efficiency, and customer service automation. Among the main themes 

discovered in the analysis is that protecting personal data is a growing issue for customers and 

employees.  

As argued in the study by William et al. (2022), because it guarantees that their sensitive data is 

maintained securely and cannot be edited or seen without the proper authorization, customers 

cherish blockchain technology's peace of mind. This feature helps the bank build stronger client 

relationships by boosting customer confidence in the bank's ability to protect customer data. 

From the study findings, employees are aware of the value of blockchain technology in reducing 

data leaks and safeguarding customer information privacy. 
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5.2 Discussions  

5.2.1 Customer Challenges in Current Onboarding and Security process.  

The Study researched the customer representative’s perception of the current problems 

facing the onboarding process in the bank. Based on the feedback provided, the customer 

representative's perception was not very fulfilling, as most respondents felt that there was a need 

to improve the entire process.  

Efficiency and automation are some of the key challenges noted in the study. The 

customer representatives noted that the current process is good but not as clear and efficient as 

required. 70% of the customers felt that if the process is automated and made secure, their work 

will be easy since they only need to complete the enrollment procedure once their data is 

immediately available to other individual accounts; the study found that customers value the 

time-saving advantages of blockchain-powered enrollment. Hasan et al. (2020) concur that by 

removing pointless verification steps, minimizing paperwork, and expediting the overall process, 

blockchain in onboarding streamlines the onboarding process. Garg et al. (2021) point out that 

the financial industry may undergo a paradigm shift due to interoperability between institutions, 

leading to more natural interactions and better client experiences. 

Based on the responses, several key onboarding challenges can be identified. First, there 

is a significant issue with the clarity of the onboarding process. The divided opinions, where 23 

respondents disagreed, and 44 strongly disagreed that the process is straightforward, indicate 

confusion and a lack of transparency. This suggests that new customers may struggle to 

understand the steps involved, which could lead to frustration and inefficiencies in completing 

the onboarding process. 
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Another major challenge is the need for better security measures. Although blockchain is 

recognized for its security benefits, the fact that security concerns are still a discussion point 

suggests that previous onboarding methods may have lacked robust confidentiality protections. 

The strong support for blockchain security indicates that respondents may have experienced 

vulnerabilities or inefficiencies in past security frameworks, which need to be addressed to build 

greater trust in the system. 

5.2.2 Existing Blockchain Onboarding Solutions in Other Organizations. 

The systematic literature review shows that many financial institutions use blockchain 

technology in their onboarding process. The analysis of blockchain-based customer onboarding 

solutions across HSBC, JPMorgan Chase, Standard Chartered, Deutsche Bank, and ING Bank 

reveals a growing trend toward decentralized identity verification. The primary benefits include 

enhanced security, reduced Know Your Customer (KYC) process duplication, and improved 

fraud prevention mechanisms (IEEE, 2024). 

Data shows that blockchain reduces onboarding time by up to 40%, as financial 

institutions no longer need to verify customer information multiple times. For instance, 

JPMorgan Chase’s Quorum platform allows users to authenticate their identities once and reuse 

the credentials across different banking services, significantly cutting operational delays (Smith 

et al., 2023). Similarly, ING Bank’s self-sovereign identity model gives customers more control 

over their data while ensuring compliance with regulatory requirements (IEEE, 2024). 

Blockchain is also revolutionizing customer onboarding in the insurance industry. Platforms like 

Eternity and Etheric use smart contracts to automate policy issuance and claims verification, 

ensuring transparency and efficiency in the onboarding process. This reduces paperwork, 

minimizes fraud, and enhances customer trust in insurance providers. 
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Blockchain technology is reshaping customer onboarding by improving security, 

reducing fraud, and enhancing user experience. As more industries adopt decentralized identity 

and verification solutions, businesses will continue to benefit from faster, safer, and more 

reliable onboarding processes. However, challenges such as regulatory compliance, 

interoperability, and user adoption must be addressed to fully realize the potential of blockchain 

in customer onboarding. 

5.2.3 Existing Onboarding Solutions at Equity Bank Kenya. 

 

The study noted that Equity Bank Kenya has significantly transformed its customer 

onboarding process by integrating digital solutions to enhance efficiency and security. 

Traditionally, the process required customers to visit physical branches, submit identification 

documents, and complete paper-based forms. However, with the rise of digital banking, Equity 

Bank has shifted towards a seamless, technology-driven onboarding experience that includes 

mobile banking applications, automated identity verification, and AI-driven fraud detection 

measures. 

One of the key advancements in Equity Bank's onboarding process is the adoption of 

digital Know Your Customer (KYC) measures, including biometric verification and facial 

recognition. Customers can now open accounts through the Izzy Banking platform, which allows 

them to submit necessary documents electronically and authenticate their identity using multi-

factor authentication. This enhances security and significantly reduces the time required for 

onboarding (Africa.com, 2022). 

Additionally, Equity Bank has invested heavily in digital banking infrastructure, with 

digital transactions now accounting for 97% of total banking operations. Platforms such as 

Equate, EazzyApp, and agency banking services have facilitated self-service onboarding, 
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reducing reliance on physical branches. Mobile banking applications have also streamlined the 

registration process, allowing customers to complete onboarding remotely (HapaKenya, 2025). 

Equity Bank has also implemented paperless onboarding in response to increasing 

customer demands for digital solutions. Digital signatures have replaced physical documentation, 

and one-time passwords (OTPs) ensure secure transactions. This approach has accelerated 

customer acquisition and reduced fraud risks while ensuring compliance with regulatory 

requirements. The bank's predictive analytics further enhance the process by assessing customer 

behavior and risk profiles in real-time, enabling automated approvals for eligible applicants 

(Africa.com, 2022). 

Literature on digital onboarding suggests that integrating automation and AI in banking 

improves efficiency, reduces fraud, and enhances customer satisfaction. Studies highlight that 

mobile banking and digital verification can cut onboarding times from days to minutes, 

providing a frictionless experience for customers. However, challenges such as cybersecurity 

threats, regulatory compliance, and digital literacy among customers must be addressed to ensure 

smooth implementation (HapaKenya, 2025). 
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5.2.4. Key Elements for Designing a Blockchain Onboarding Framework Equity Bank. 

Based on the research conducted and the feedback provided by the industry expert and 

the IT department at Equity Bank, there were several ways in which blockchain technology can 

be implemented. The feedback shows that to effectively implement a blockchain framework to 

optimize the customer onboarding process at Equity Bank Kenya, the bank can follow a detailed 

and methodical approach that integrates technology with business operations. Below are the 

steps for successful implementation. 

The first consideration was to analyze the existing customer onboarding process 

comprehensively. This involved identifying inefficiencies, such as delays in identity verification, 

redundant paperwork, and the risk of fraudulent activities (Arora & Li, 2020). Banks in Kenya, 

including Equity Bank, typically rely on paper-based systems and manual interventions for 

Know Your Customer (KYC) procedures, which can be time-consuming and error-prone. A 

thorough assessment helped pinpoint areas where blockchain can introduce automation and 

improve data security. By understanding these inefficiencies, the bank can tailor blockchain 

technology to optimize each step of the onboarding process.  

The second step is to define Objectives for Blockchain Integration. Once the current 

challenges are identified, the bank must set clear, measurable objectives for blockchain 

integration. Objectives should focus on reducing onboarding time, increasing security, ensuring 

regulatory compliance, and improving the customer experience (Gans, 2019). Equity Bank will 

align the blockchain implementation with its broader business strategy by setting these goals 

upfront. For example, reducing onboarding time from days to hours can result in a higher 

customer conversion rate. Similarly, enhancing data security and reducing fraud risks will help 
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the bank build customer trust and comply with regulatory requirements such as Kenya’s Data 

Protection Act (2019). 

The third step is to select the Right Blockchain Framework. Equity Bank must select the 

most appropriate blockchain framework to ensure the success of the blockchain solution. A 

permissioned blockchain such as Hyperledger or Corda would be ideal, as they are designed for 

enterprise-level applications requiring privacy and regulatory compliance (Böhme et al., 2015). 

Unlike public blockchains, permissioned blockchains allow the bank to control who can access 

and validate data, ensuring that sensitive customer information remains confidential. The 

selected blockchain should integrate smoothly with existing IT infrastructure, including the 

bank’s CRM systems, mobile apps, and backend systems. This integration ensures minimal 

disruption and allows real-time data sharing across platforms, improving efficiency. 

Developing a Customer Identity Management System is another process. Blockchain can 

enhance the customer identity management process by creating a digital identity that is secure, 

immutable, and easily verifiable. Equity Bank can develop a system where customers upload 

their verified identity documents (e.g., national ID, passport, and biometric data) once, which are 

securely stored on the blockchain (Tapscott & Tapscott, 2019). Once stored, these identities can 

be accessed and shared with authorized parties, such as regulators and other financial 

institutions, reducing the need for repeated identity checks. This approach speeds up the 

onboarding process and mitigates identity theft and fraud risks. Blockchain’s immutability 

ensures that once customer data is verified, it cannot be altered or tampered with, fostering trust 

in the system. 

The other process is to Collaborate with Regulatory Bodies and Third-Party Services. 

Implementing blockchain for customer onboarding in the financial sector requires careful 
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consideration of regulatory compliance. Equity Bank should engage with Kenyan regulators such 

as the Central Bank of Kenya (CBK) and the Kenya Revenue Authority (KRA) to ensure the 

blockchain solution meets all local regulations. In addition, the bank can collaborate with third-

party services such as credit bureaus, mobile network operators, and government databases to 

enhance the Know Your Customer (KYC) and Anti-Money Laundering (AML) processes. 

Through blockchain, the bank can access verified customer data securely from these trusted third 

parties in real time, reducing the cost and complexity of compliance. Smart contracts on the 

blockchain can automate KYC processes by verifying customer credentials and flagging 

suspicious activities without requiring manual intervention. The other process is designing the 

User Interface (UI) for Onboarding. A successful blockchain integration requires an intuitive and 

user-friendly interface that encourages customers to adopt the new onboarding system. The 

interface should allow customers to easily upload their documents, verify their identity, and track 

the status of their onboarding process. The bank can design a mobile-first solution, as many 

customers in Kenya rely on mobile phones for financial transactions. This app should guide users 

through each step, explaining how blockchain technology secures their data, which helps build 

trust. Additionally, the app should provide a seamless experience, ensuring users do not face 

hurdles when interacting with the system. Clear visual cues and progress indicators will enhance 

the customer experience and reduce frustration during the onboarding process. 

The other process enables Real-Time Verification and Document Validation. One of the 

key advantages of blockchain is its ability to verify and validate documents in real time. Once a 

customer uploads their documents, such as proof of identity, address, and income, these can be 

instantly validated using the blockchain’s consensus mechanism. For example, the system can 

cross-check customer documents against verified records on the blockchain, ensuring their 
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authenticity. This eliminates the need for manual document review, which is time-consuming 

and prone to human error. Equity Bank can also use smart contracts to verify that documents 

meet the required criteria before moving the customer to the next stage in the onboarding 

process. Using blockchain for real-time validation will significantly reduce the onboarding time 

and improve accuracy. 

Smart contracts are self-executing contracts with the terms and conditions written into 

code. These contracts automatically execute actions when predefined conditions are met (Szabo, 

1997). Equity Bank can use smart contracts to automate various aspects of the onboarding 

process. For example, once a customer’s identity is verified, the smart contract can automatically 

trigger the creation of the customer’s account, assign appropriate services, and grant access to 

banking features. Smart contracts can also handle compliance checks, such as ensuring the 

customer meets KYC/AML criteria. By automating these processes, Equity Bank can eliminate 

manual intervention, reduce operational costs, and speed up the customer onboarding process. 

5.2.4. Impact of Blockchain Framework on Onboarding Security and Automation 

A structured testing approach was conducted to ensure the effectiveness, security, 

usability, and integration of the blockchain-based customer onboarding framework at Equity 

Bank Kenya. The methodology incorporated system testing, user feedback, security evaluation, 

automation efficiency, and integration assessment to confirm the reliability and functionality of 

the blockchain framework within the bank’s existing IT infrastructure. The validation process 

involved 132 participants, the IT team, and security experts. These participants were chosen to 

simulate real-world usage scenarios. A prototype was designed to enable the participants to 

simulate the actual usage of blockchain technology in the customer onboarding process. 

Participants were tasked with checking the functionality of the key onboarding functions, such as 
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account creation, identity verification, and framework security vulnerability. The diversity of 

participants ensured that the framework was tested from both an end-user and technical 

implementation perspective. 

To evaluate the system’s ease of use, participants were asked to go through all the 

individual functionalities of the framework, while feedback was collected via structured 

questionnaires and direct observations. Key performance indicators included task security, ease 

of use, decentralized functions of the system navigation ease, and overall customer satisfaction. 

A baseline usability test was conducted before improvements, and after incorporating user 

feedback (such as adding tooltips and simplifying identity verification), usability scores were 

measured again. The framework’s security effectiveness was validated by analyzing identity 

fraud prevention, document authenticity checks, and data encryption reliability.  

5.3 Summary of Main Findings. 

This research study acquired relevant information on the current onboarding customer 

process through interviews with Equity Bank customer representatives, Security experts, and the 

IT team. According to the research findings, all the research questions and set objectives were 

met by examining data obtained from the interviews. Regarding the first objective, the 

interviewed customer representatives gave their feedback on the current onboarding and security 

process. Their negative perception of the current process provided an acceptance of the adoption 

of blockchain technology based on the inefficiencies they were experiencing with the existing 

systems. However, since blockchain was a new technology and most customer representatives 

needed to familiarize themselves, they sought to understand how it works before implementation. 

The objective was achieved because a clear perception of the customer was well recorded.  
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The study also found that Understanding block technology is crucial for most financial 

institutions, especially in the developing world where the technology is not widespread. 

Financial institutions perform various tasks involving financial transactions, onboarding new 

customers, and overseeing the existing employees' welfare. In response to the second objective 

of the research, the current literature was carefully reviewed through data analysis of the 

information sourced from interviews. Findings indicate that data collection and analysis tools 

played a significant role in collecting data from customers and employees who were optimistic 

about adopting blockchain technology. The acceptance was based on the fact that the technology 

would result in more efficient methods of operation. 

The study also discovered that financial institutions like Equity Bank in Kenya have been 

experiencing severe challenges with the onboarding process. Findings from the interviewed 

customers depict how the manual system used to onboard new customers has been a significant 

problem for the bank. Customers complained of feedback delays and lack of confidentiality 

while using the manual method. Besides, the customers stressed that the manual system was 

prone to fraud and breaches that could risk their details landing in unauthorized hands. However, 

the challenges were addressed by adopting blockchain technology to replace the manual system 

and enhance seamless transactions within the bank. The long delays were solved to this effect 

since customers could quickly go through the registration process by just keying in their details 

into the database. Therefore, areas needing improvement, like registration and document 

verifications, were advanced, enhancing customer satisfaction. 

Blockchain technology comprises numerous applications which are used depending on 

the context. In this context, Equity Bank Kenya was able to eliminate the existing insufficiencies 

by using cryptography, an application within blockchain technology. Cryptography upholds top 
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security for all the customers' data keyed in by coding all the information fed. The system also 

ensures that only authorized personnel can access keyed-in data. 

Blockchain technology is an opportunity for Equity Bank to stand out among its 

competitors in the market. This is because technology positively impacts employees and new 

customers, who are key players in the institution. First, the Blockchain makes enrollment easy 

for customers by storing their data, which can be retrieved later without going to the bank. 

Blockchain's security precautions are necessary for clients and employees since their components 

are protected from fraud and breaches.  

Nevertheless, by adopting blockchain technology, Equity Bank will achieve leadership in 

the industry by attracting new clients who prefer an automated system and retaining the existing 

ones because of the numerous benefits they reap. Therefore, Equity Bank Kenya will be able to 

outshine other banks through the early adoption and implementation of the technology in its 

operations, especially in developing countries where it is not widespread. To this effect, every 

financial sector in Kenya needs to adopt blockchain technology since they will be able to 

increase the onboarding of customers by a higher percentage. Again, the financial industry will 

be able to improve the efficiency of its transactions by achieving customer satisfaction, 

maximizing output, and reducing expenses. 

5.4 Conclusions and Limitations  

 

Blockchain technology offers transformative potential for securing and optimizing the 

customer onboarding process, addressing challenges such as inefficiencies, fraud risks, and 

compliance gaps. This study focused on developing and testing a blockchain framework tailored 

to Equity Bank Kenya's onboarding process. Through its objectives, the research provided a 
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comprehensive approach to evaluate the current process, analyze existing blockchain solutions, 

and propose a validated framework that aligns with the bank’s operational and regulatory needs. 

An evaluation of the current customer onboarding process revealed critical areas 

requiring improvement, including data management, compliance with Know Your Customer 

(KYC) and Anti-Money Laundering (AML) regulations, and safeguarding sensitive customer 

information. The analysis highlighted efficiency, transparency, and customer experience gaps, 

providing a foundation for integrating blockchain technology. 

Analyzing existing blockchain solutions demonstrated how key features such as 

decentralization, immutability, and smart contracts could address these gaps. Blockchain's ability 

to automate KYC processes, enhance data security through encryption, and provide an auditable 

trail for regulatory compliance positions it as a game-changing solution. Moreover, permissioned 

blockchain networks allow Equity Bank to retain control while facilitating trusted collaboration 

with external parties, such as regulatory bodies and credit bureaus. The development of the 

blockchain framework focused on leveraging these features to improve data integrity, streamline 

verification processes, and reduce onboarding time. By incorporating consensus mechanisms 

such as Practical Byzantine Fault Tolerance (PBFT) and deploying smart contracts for automated 

compliance checks, the framework aims to enhance operational efficiency and ensure regulatory 

adherence additionally, the integration of secure customer identity management safeguards 

against fraud and unauthorized access. 

Validation of the framework through rigorous testing confirmed its applicability and 

effectiveness. This included verifying its ability to handle transaction finality, compliance with 

data protection laws such as Kenya’s Data Protection Act (2019), and adaptability to Equity 

Bank's unique requirements. The framework was also assessed for scalability, ensuring it could 
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accommodate the growing demands of the bank’s customer base while maintaining optimal 

performance. 

Equity Bank Kenya can revolutionize its customer onboarding process by implementing 

this blockchain framework. Key benefits include enhanced security, faster onboarding times, 

reduced operational costs, and improved customer satisfaction. Furthermore, the framework 

aligns with global best practices in digital banking, positioning the bank as a leader in adopting 

innovative technology to address contemporary challenges. 

In conclusion, integrating blockchain technology in the customer onboarding process at 

Equity Bank Kenya represents a strategic step towards modernization and resilience. This study 

provides a roadmap for implementing a secure, efficient, and customer-centric onboarding 

framework, ensuring that the bank remains competitive in the rapidly evolving financial services 

landscape. Future work could focus on scaling the framework to other processes and exploring 

advanced blockchain applications such as Decentralized Finance (DeFi) to enhance Equity 

Bank's service offerings. 

One limitation of the study is that the semi-structured interviews had a rather small 

sample size, which may have limited the findings' application. Due to the small sample size, the 

results probably do not adequately reflect Equity Bank Kenya's total customer and employee 

base despite efforts to include a broad sample of participants. Another limitation is that the study 

is a single case study limited to only Equity Bank Kenya. Although this approach made it 

possible to analyze the particular scenario in great detail, it might not have fully captured the 

more outstanding dynamics and variations typical of other financial organizations. Lastly, the 

study probably suffers from subjective biases or discrepancies due to the semi-structured 
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interview requirement for subjective responses. However, the study tried to address this by using 

the data analysis software and preserving uniformity in the interview questions. 

The final limitation of the proposed framework is that despite the strengths of blockchain 

in securing and automating the customer onboarding process, the framework is not without 

weaknesses, particularly regarding security and the high volume of data transactions. Smart 

contract vulnerabilities, poor private key management, and the need to store sensitive documents 

off-chain expose the system to potential hacking and data breaches. Additionally, scalability 

challenges may lead to transaction delays or system overloads during peak periods, while 

integration with legacy banking systems could introduce new security loopholes. Furthermore, 

human errors and phishing attacks remain significant risks, as users may unknowingly 

compromise their credentials. These issues highlight the need for robust security measures and 

continuous monitoring to safeguard the onboarding framework. 

5.5 Recommendations. 

 

Based on the study's findings, the following suggestions have been made to help Equity 

Bank Kenya efficiently use blockchain technology during new clients' onboarding and security 

processes. The study recommends the adoption of a blockchain-based framework for securing 

and automating the customer onboarding process at Equity Bank, as it offers enhanced data 

security, transparency, and efficiency. However, implementation should follow a strategic, 

phased plan, starting with a small-scale pilot to test performance and integration. The bank 

should use a permissioned blockchain, secure off-chain storage, and ensure proper integration 

with existing systems. Strong cybersecurity measures, smart contract audits, and user training are 

essential to mitigate risks. Gradual rollout, continuous monitoring, and alignment with regulatory 

standards will ensure successful and secure adoption. 
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Comprehensive education and training: The bank should place a high priority on giving 

its employees the education and training they need to be able to use blockchain technology. 

Employees will be more amenable to its use and better able to take advantage of its possibilities 

if they thoroughly understand blockchain's benefits. 

The bank must implement strict security measures as a high priority to alleviate client 

worries about the privacy and security of their data. Audits and compliance assessments should 

be carried out often to promote consumer confidence, maintain data integrity, and guarantee 

compliance standards are fulfilled. Inform customers of the advantages and disadvantages of 

blockchain: Customers should be informed about the benefits of blockchain technology and get 

support and user-friendly interfaces to facilitate a smooth transition. The bank should offer 

customer support services to address customers' queries or worries about the recently adopted 

onboarding procedure to guarantee customers a favorable overall experience. 

5.6 Areas of Further Research. 

 

This study has illuminated the numerous facets of utilizing blockchain technology to give 

Equity Bank Kenya a competitive edge and enhance the security process during client 

onboarding. It is also geared towards automating the entire onboarding process. In order to 

improve the study comprehension of the subject generally, several open questions may use 

additional research. This study raised a question on legal and regulatory issues about blockchain 

technology: What potential legal and regulatory issues, particularly about the security and 

privacy of consumer data, could arise from the banking sector's implementation of blockchain 

technology? Also, the study briefly pointed out the financial implications to institutions 

implementing blockchain. The unanswered question is, how do the expenses of using blockchain 

technology, considering the cost of personnel training, infrastructure costs, and system 
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maintenance costs, compare to the potential long-term benefits they could offer financial 

institutions like Equity Bank Kenya? These areas could use further research to aid learners and 

practitioners in understanding the subject topic better. 
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APPENDICES 

Appendix 1 – Questionnaires 

Sample Interview Questions  

Likert Scale Options: 

1 – Strongly Disagree 

2 – Disagree 

3 – Neutral 

4 – Agree 

5 – Strongly Agree 

 

The account opening process at Equity Bank is fast and efficient. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

 I received clear and complete information about the requirements during the onboarding 

process. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

Bank staff were knowledgeable and provided adequate support during the onboarding process. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

The forms and documentation required to open an account were easy to understand. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

 I experienced delays during the customer onboarding process. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

The bank’s digital onboarding platforms (e.g., mobile app, online banking) are user-friendly. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

 Technical issues or system downtimes affected the onboarding experience. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 
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 I felt valued and welcomed as a new customer at Equity Bank. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

 There were hidden charges or unclear terms during the onboarding process. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

  I was able to access my banking services (ATM card, online banking, etc.) shortly after 

onboarding. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

 The bank followed up with me after onboarding to ensure a smooth start to my banking 

experience. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

 Overall, I am satisfied with the customer onboarding experience at Equity Bank. 

☐ 1 ☐ 2 ☐ 3 ☐ 4 ☐ 5 

Semi-structured Interviews:  

1. Is blockchain technology currently used in the customer onboarding process at Equity Bank 

Kenya? 

Yes ☐ 

No ☐ 

If no, move to question 9 

1.1. Did Equity Bank Kenya begin using blockchain for onboarding within the last 3 years? 

2. Do you believe blockchain has improved the security of the customer onboarding process? 

2.1. Has blockchain reduced the time taken for onboarding new customers? 

3. Does the use of blockchain simplify compliance with KYC and AML regulations? 

3.1. Would you say blockchain helps better track customer data for regulatory compliance? 

4. Has the implementation of blockchain in onboarding presented significant challenges? 

4.1. Are technical challenges the most significant barrier to blockchain adoption? 
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5. Has blockchain been fully integrated with Equity Bank’s legacy systems (e.g., core banking, 

CRM)? 

5.1. Were there any compatibility issues during the integration process? 

6. Are customers aware that blockchain is being used in the onboarding process? 

6.1. Has there been any noticeable increase in customer trust or satisfaction due to blockchain-

based onboarding? 

7. Is the current blockchain solution scalable to handle future growth in customer onboarding? 

7.1. Are there plans to expand blockchain use in other banking services beyond onboarding? 

8. Has blockchain technology significantly enhanced the security of the customer onboarding 

process? 

8.1. Has blockchain helped mitigate specific risks such as fraud and identity theft? 

9.  What are the current security measures used in Equity Bank? 

10. What are the security implications of the lack of blockchain integration in the onboarding? 

11. What are the implications of a lack of blockchain integration in customer experience and 

satisfaction? 

12. In line with this discussion, what are your strategic recommendations 
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Appendix 2- Research Permits. 
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Appendix 3 – Research Approvals and Letters  
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Appendix 4 - Map of Study Area 

 


